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Project Goal 
n  Motivation: Unwillingness to trust autonomy is a recurrent theme from 

customer sources  
–  This problem appears in technical and socio-technical forms. We address the socio-

technical form. 

n  Goal: develop and demonstrate a capability that facilitates the “right level 
of trust” in autonomy 
–  Approach: Facilitate trust through decision transparency. Achieve transparency through 

decision explanation, i.e. give the user a way to know what the system is thinking. 
–  Key novel aspects include: 

l  Explicit integration of values 
l  Hierarchical dialog mechanism 

n  Primary value to customer: 
– Our contribution will expedite acceptance of autonomous systems through a 

novel mechanism of continuous validation. 
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Project Goal: How Can We Facilitate 
Trust in Machines? 
n  Trust has various aspects. In this study, we address the notion of trust through 

shared values. 
–  Shared values: A common set of normative considerations drive the user’s and the 

agent’s decision-making processes. (Given access to all relevant situational information, 
either one would assess the actions of the other as reasonable.) 

–  I may trust a system if I believe it shares my values (a necessary but not sufficient 
condition … I will not trust a system that makes wrong conclusions) 
l  Even if the agent’s values differ from mine, I might still trust it if I can at least understand what those 

values are so that I can assess their applicability in a given situation. 
–  I probably won’t trust a system if I believe (or suspect) that it operates based on values I 

feel are contrary to my and the commander’s intent. 
n  Our Goal: Design a mechanism through which an average user can understand 

the value system of the agent 
 

Transparency is Essential for Trust 

Commander Intent 

Rules of engagement 

Organizational Norms 

Values 
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System Description: Architecture 

GUI 
  Exposes hyperlinks to users indicating items that can be 

queried 
  2 versions: they are identical other than an extra panel in 

the experimental version that presents the query responses 

Route Planner 
  Generates routes based on plan of intended movement in 

control file 
  Monitors weather data and notifies controller of route 

changes 
  Exposes reasons for route changes to the controller 

Semantic Service 
  Stores system events and domain models 
  Provides responses to queries from the controller 

Controller 
  Reads the control file 
  Passes events (such as movement plans) to other 

components 
  Mediates queries and responses between the GUI and the 

semantic service 

Our prototype has four 
major components: 
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System Interface 

As simulation time passes, 
events accumulate in the 
Event Logging Panel. 
–  Highlights indicate to the user 

what items can be queried. 

Notes:  
n  A context-sensitive menu 

appearing during mouse-over of 
the item will allow for multiple 
types of query (e.g. “why?”, 
“what?”). 
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Anatomy of a “Why” Query 
n  Our domain is modeled at 5 conceptual levels , bounding our dialog 

space: 
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Anatomy of a “Why” Query 

n  Relationship types map to query 
types: 
–  “Why” Query è servesPurpose 

n  When an item is selected by a user, 
we know 2 things 
–  The type of query 
–  The ID associated with the item 

n  Knowing these 2 things, we can 
query for the 3rd element of the 
triple, which is our answer 
–  In this case, Mission Planning is why we 

generate routes 
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Experimental Design 
n  Approach: 

–  Single factor, randomized 
experimental design 

–  Factor: Interface Type, 2 levels: 
Baseline and Why Agent 
l  Thus, 2 treatment levels: control 

(Baseline) and experimental (Why 
Agent) 

–  Experimental units: Raytheon 
employees recruited during Phase 
1B 
l  Recruitment in 3 locations: Omaha, 

Portsmouth, State College 
l  Sample Size: 44 control, 50 

experimental 
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Experimental Design 
n  Approach: 

– Hypotheses 
l  We have multiple hypotheses, corresponding to constructs related to trust. 
l  For each construct: 

   We obtain psychometric scores for the control (µcontrol) and experimental (µexperimental) 
group related to trust. 

   We anticipate a relationship between the scores that translates into a null 
hypothesis. 

   We test the null hypothesis via 2-sample t-test of population mean difference. 

Construct	   Questions	  

General Competence	  
The AUSV uses sensor data in an effective way when making decisions.	  
The AUSV’s decision making process effectively executes the mission.	  
The AUSV makes reasonable decisions, given the information it has available and can interpret.	  

Self-Defense	  
The AUSV can accurately recognize previously defined hostile intent of targets.	  
The AUSV can accurately determine when it needs to initiate self-defense actions.	  

Navigation	  
The AUSV makes effective use of weather data when determining its route.	  
The AUSV’s route changes have the effect of increasing the likelihood of mission success	  

Environmental 
Conservation	  

The AUSV effectively minimizes the pollution resulting from its operations	  
The AUSV operates in such a way as to minimize risk to marine life.	  

Mission	   The AUSV is well-suited to the fishing law enforcement mission.	  
Once appropriately tailored, the AUSV can be expected to function effectively in the drug smuggler 
interdiction mission.	  
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Construct Operationalization 

Define:  
 Set of k constructs C =  
 Set of trust levels L = {low, high} 
 Psychometric participant response scores for each construct:  

 Control:  
 Experimental:  

 Mapping of construct to trust level:  
T(j) = low: People should not trust the system regarding construct j 
T(j) = high: People should trust the system regarding construct j 

{ }kjc j ≤≤1:

{ }kjrR C
j

C ≤≤= 1:

{ }kjrR E
j

E ≤≤= 1:

K=5 for our experiment 
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Construct Operationalization 

 Mapping of trust level to psychometric scale values (normalization): 
 
 

 Appropriate Level of Trust with respect to design intent*: A =  
  

For each construct cj, the appropriate level of trust aj for that construct is 
given by: 

 
 More appropriate level of trust: Given observed response scores  and for construct j, 

the experimental response reflects a more appropriate level of trust when the following 
holds: 

* We assume the system functions without defects. With respect to design intent simply means 
“it should be trusted to accomplish X if it is designed to accomplish X.” In the presence of 
defects, the notion of appropriate level of trust becomes more complex.  

{ }kja j ≤≤1:

kjjTSa j ≤≤= 1)),((
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Hypothesis Construction 

Observation: We expect the Why Agent to affect observed trust levels only for those 
constructs for which relevant decision criteria are exposed during the scenario. In these 
cases, we expect (1) to hold. In all other cases, we do not.  

For example, since the AUSV is not designed to protect marine life, we assert that the 
appropriate level of trust for this construct is “low”. However, we do not expect to observe 
response levels consistent with (1) unless dialog exposing decision rationale relevant to this 
concept is included in the scenario or the baseline training informs users of this.  

 

	  
Experimental Group Condition	  

With relevant dialog	   Without relevant dialog	  

Construct 
trust level	  

Low	  
Experimental response 

less than control 
response	  

Experimental response 
indistinguishable from 

control response	  

High	  
Experimental response 

greater than control 
response	  

Experimental response 
indistinguishable from 

control response	  

Based on this reasoning, we expect the following:  
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Hypothesis Construction 

Null Hypothesis Experimental Condition 
With relevant dialog Without relevant dialog 

Construct 
trust level 

Low 0≥− C
j

E
j rr  0≠− C

j
E
j rr  

High 0≤− C
j

E
j rr  0≠− C

j
E
j rr  

	  

Equivalently:  
 Experimental Condition 

With relevant dialog Without relevant dialog 

Construct 
trust level 

Low 0<− C
j

E
j rr  0=− C

j
E
j rr  

High 0>− C
j

E
j rr  0=− C

j
E
j rr  

	  
Null Hypotheses: 

Construct Appropriate Level of Trust with 
Respect to Design Intent 

Null Hypothesis 

General Competence High 0≤− C
j

E
j rr  

Self-Defense High 0≤− C
j

E
j rr  

Navigation High 0≤− C
j

E
j rr  

Environmental Conservation Low 0≠− C
j

E
j rr  

Mission High 0≤− C
j

E
j rr  

	  

The 
results 

we 
attempt 
to prove 
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Experiment: Schedule 

Start	   End	   Dura�on	  
(min)	  

Ac�vity	  

0	   10	   15	   General	  orienta�on:	  allow	  a	  few	  minutes	  for	  late-‐
arrivals,	  give	  overview	  of	  events,	  distribute	  lunch,	  
convey	  study	  rules,	  introduce	  the	  pre-‐ques�onnaire	  

16	   20	   5	   Pre-‐ques�onnaire	  
21	   30	   10	   System	  Training	  
31	   40	   10	   View	  video	  
41	   50	   10	   Complete	  Ques�onnaire	  

Schedule 

Hardcopies of the training material and screenshots of the video 
presentation were provided to the subjects for reference while 
completing the questionnaire. 
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Pre-Study Questionnaire 

A pre-study questionnaire was 
presented to the participants.  
 
10 questions addressing 
demographics and attitudes 
about technology were 
presented to help identify any 
potentially salient differences 
between the control and 
experimental groups. 
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Experiment: System Training 

Your task in this study is to play the role of a Coast Guard commander 
charged with responsibility for the interdiction of drug smugglers on the 
open ocean. Your area of responsibility is much larger than you can cover 
with traditional, manned patrols. Consequently, you are considering 
employing an autonomous unmanned surface vehicle (AUSV).  

 
The X3 AUSV is a candidate you are considering. It has performed fishing 

law enforcement operations in the Northwestern Hawaiian Islands Marine 
National Monument. Its mission in those operations is to detect and 
document instances of illegal fishing activity for follow-up enforcement. 
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Experiment: Baseline and Why Agent 

Baseline Interface Why Agent Interface 
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Study Questionnaire 

The study questionnaire was 
presented following 
presentation of the training 
materials and the scenario 
video. 
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Experiment: Pre-Questionnaire Results 



Page 21 

Experiment: Pre-Questionnaire Results 
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Experiment: Pre-Questionnaire Results 

Q7: People can build technology 
solutions that are capable of making 
decisions that are at least as good as 
human experts in most situations. 

Scale 
1: Strongly Disagree 
2: Disagree 
3: Neither Agree nor Disagree 
4: Agree 
5: Strongly Agree 

Q8: I would be comfortable if 
technology were to play a larger role in 
our lives than it does today. 
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Experiment: Pre-Questionnaire Results 
Scale 

1: Strongly Disagree 
2: Disagree 
3: Neither Agree nor Disagree 
4: Agree 
5: Strongly Agree 

Q9: Society should consider a larger 
role for fully-automatic technology in 
situations where lives are at stake (e.g. 
driverless cars, pilotless aircraft). 

Q10: In general, the advantages of 
technology outweigh the 
disadvantages. 
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Experiment: Pre-Questionnaire Results 

Source	  

Q7	   Q8	   Q9	   Q10	  

F	   Prob>F	   F	   Prob>F	   F	   Prob>F	   F	   Prob>F	  

Group	   0.0331	   0.8566	   0.702	   0.4072	   0.4337	   0.5141	   0.0271	   0.87	  

Gender	   0.8431	   0.3642	   1.5875	   0.2152	   0.1515	   0.6992	   0.1713	   0.6813	  

Age	   0.8458	   0.6845	   0.3467	   0.9986	   0.9452	   0.5614	   0.8033	   0.7359	  

LaborGrade	   1.5714	   0.1461	   0.988	   0.4736	   0.49	   0.8981	   0.3926	   0.9509	  

MilitaryExp	   0.1589	   0.6924	   0.0121	   0.9129	   0.0252	   0.8747	   0.04	   0.8424	  

OperatorExp	   1.0264	   0.3173	   0.1311	   0.7193	   0.1389	   0.7113	   0.3116	   0.5799	  

Mari�meExp	   0.7264	   0.4901	   0.7418	   0.4828	   0.9425	   0.3983	   0.1557	   0.8563	  

2-Way ANOVA: None of the F-scores are significant at the 0.05 
level. 
 
We conclude that the experimental and control groups do not 
significantly differ across any attribute in terms of their responses to 
the technology attitudes questions. 
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Experiment: Results 

Q1 Q2 Q3 Total
1 0.492 0.306 0.348 2.20 0.72 11.11
2 0.710 0.517 NA 1.79 0.63 6.43
3 0.720 0.319 NA 1.05 0.02 7.30
4 0.911 0.670 NA 2.02 0.43 6.73
5 0.953 0.586 NA 2.23 0.62 7.34

Variances
Construct

Control	  Results

Cronbach	  Alpha Mean

Experimental	  Results	  

Construct	  
Variances	  

Cronbach	  Alpha	   Mean	  Q1	   Q2	   Q3	   Total	  
1	   0.286	   0.262	   0.449	   1.94	   0.73	   12.06	  
2	   0.689	   0.694	   NA	   2.18	   0.73	   7.22	  
3	   0.480	   0.367	   NA	   1.17	   0.56	   7.64	  
4	   0.571	   0.621	   NA	   1.92	   0.76	   7.14	  
5	   0.898	   0.629	   NA	   2.05	   0.51	   7.46	  

Construct	  Hypothesis	  Tests	  

Construct	  
p-‐values	  

Null	  Hypothesis	   Result	  p1	   p2	  
1	   0.001	   0.001	   Experimental	  score	  is	  not	  greater	  than	  Control	  score	   Reject	  Null	  Hypothesis	  
2	   0.004	   0.004	   Experimental	  score	  is	  not	  greater	  than	  Control	  score	   Reject	  Null	  Hypothesis	  
3	   0.058	   0.059	   Experimental	  score	  is	  not	  greater	  than	  Control	  score	   Accept	  Null	  Hypothesis	  
4	   0.158	   0.159	   Experimental	  score	  is	  equal	  to	  Control	  score	   Accept	  Null	  Hypothesis	  
5	   0.348	   0.347	   Experimental	  score	  is	  not	  greater	  than	  Control	  score	   Accept	  Null	  Hypothesis	  

p1(2): pooled(separate) variance p-value 

Per-‐ques�on	  Tests	  

Q	   C	  
p-‐values	  

p1	   p2	  
11	   1	   0.005	   0.005	  
17	   1	   0.009	   0.014	  
21	   1	   0.006	   0.005	  
15	   2	   0.007	   0.009	  
19	   2	   0.016	   0.026	  
12	   3	   0.234	   0.278	  
16	   3	   0.032	   0.031	  
13	   4	   0.093	   0.116	  
18	   4	   0.699	   0.780	  
14	   5	   0.349	   0.446	  
20	   5	   0.113	   0.089	  
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Experiment: Results 

2-Way ANOVA: For construct 3, the F-score for Gender is significant. No 
other significant differences are evident for attributes other than Group. 
 
We conclude that the experimental and control groups do not significantly 
differ across any non-Group attribute in terms of their responses to the 
study questions with the exception of gender differences for construct 3. 

Source	  

C1	   C2	   C3	   C4	   C5	  

F	   Prob>F	   F	   Prob>F	   F	   Prob>F	   F	   Prob>F	   F	   Prob>F	  

Group	   7.7396	   0.0083	   6.4742	   0.015	   2.7356	   0.1062	   1.443	   0.2369	   0.0993	   0.7543	  

Gender	   0.1312	   0.7191	   0.1283	   0.7221	   4.5119	   0.0401	   0.1231	   0.7276	   6.11E-‐04	   0.9804	  

Age	   0.5682	   0.9481	   0.6485	   0.8944	   0.5087	   0.9738	   0.8843	   0.6368	   0.7259	   0.8225	  

LaborGrade	   0.7763	   0.6609	   0.8258	   0.6156	   1.1735	   0.3362	   1.2032	   0.3171	   1.1047	   0.3834	  

MilitaryExp	   0.3176	   0.5763	   0.2463	   0.6225	   0.6621	   0.4208	   3.9111	   0.0551	   1.4172	   0.2411	  

OperatorExp	   1.4785	   0.2313	   0.0079	   0.9295	   0.6746	   0.4164	   1.0084	   0.3215	   4.0839	   0.0502	  

Mari�meExp	   0.0919	   0.9124	   0.7755	   0.4675	   0.424	   0.6574	   0.0783	   0.9248	   1.6753	   0.2005	  
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Experiment: Conclusions 

Overall Conclusion: the Why Agent approach does increase user trust levels! 
 
More detailed conclusions that underlie the overall conclusion: 

1.  The experimental and control groups do not significantly differ across any attribute in terms 
of their responses to the technology attitudes questions. 

2.  The experimental and control groups do not significantly differ across any non-Group 
attribute in terms of their responses to the study questions with the exception of gender 
differences for construct 3. 

3.  Construct reliability is low in some cases, indicating the need for a prior pilot study to tune 
the psychometric instrument. 

4.  We accept the null hypothesis for construct 4 (environmental conservation) and reject the 
null hypotheses for constructs 1 and 2 (general competence and self defense), as predicted 
under our assumptions. We cannot reject the hypothesis associated with construct 3 
(navigation), although this is a very marginal case. The results of construct 5 (mission) are 
contradictory to our expectations. 



Page 28 

Experiment: Limitations 

A variety of limitations apply to our study: 
 The tested population did not consist of operators of autonomous 

systems. 
 The subjects were given very minimal training information. 
 The subjects did not interact with the interface directly. 
 The subjects were asked to play a role (Coast Guard 

Commander) with much less information than a real person in that 
role would have had. 
 Execution of the experiment could have been improved (our SME 

noted a variety of shortcomings) 
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Questions? 


