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Purpose

* Email Domain Ontology

— To illustrate detailed steps of the ontology
creation methodology using a domain of
information artifacts that is familiar to a wide
audience.

— Intelligence Community work often involves
working with content across the spectrum of
information artifacts



Repeatable Process for Ontology Development

Activities ﬂ Outputs

Subject Matter Expertise
User Requirements

Authoritative Sources/Definitions

Salient Databases

I Scope the Domain
SME Interviews
Survey Sources

Identify Baseline Terms
Establish Metrics

Domain Definition
Initial List of Terms
Metrics Statement

SME Feedback
Taxonomies
Folksonomies
Indexes

II Create Iterative Lexicon
Decompose Baseline Terms
Create Ontological Definitions
Indentify Relations

[terative List of Terms
List of Relations
Versioned Domain Lexicon

[terative List of Terms
List of Relations

I1I Create Initial Ontology
Extend from Upper Ontology

Versioned owl file
Graphic Depictions

Versioned Domain Lexicon Relate Entities and Events SME Update Briefing
Employ Tool (e.g. TBC)
Metrics IV Revise Ontology Revised OWL File
Versioned owl file SME Review Revised Briefings

SME Update Briefing Review Metrics Revised Domain Lexicon
Revision Iterations
Revised OWL File V Publish Ontology Domain Lexicon

Revised Briefings
Revised Domain Lexicon

Post to Repository
Post Change Request Process
Conduct Briefings

Versioned OWL File
Lessons Learned
Executive Briefings
Change Request Process




Scope

Detailed terms from RFC 5322 - Internet Message
Format and related RFC documents

Core terms from related to Multipurpose Internet
Email Extension (MIME) from RFC 2045, RFC 2046, RFC

2047
Core terms for email network protocols:
— POP - RFC 1939,

— IMAP - RFC 3501

— SMTP —RFC 5321

Additional consideration given to terms from the
JSR919 - JavaMail API Specification 1.5 and the Java

email parsing library implementation
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Creating the Email Domain Ontology

Classes
— Sub-Classes
Properties
— Domain/Range
— Property type
* ObjectProperty, DatatypeProperty, AnnotationProperty
— Sub-Properties

Instances
Ontology Level and Ontology Re-Use



Email Domain Ontology
Where To Start?

* Modular Ontology Construction
— Ontology Levels

 Downward Population

— Ontology Re-use
 Email Domain Expertise



Ontology Levels and Ontology Re-use

e ULOs

— Basic Formal Ontology (BFO)
— Relationship Ontology (RO)

e MLOs and LLOs
— Information Artifact Ontology (IAO)
— Email Domain Ontology
— Contact Ontology

— Computer Network Ontology (CNO)
— Software Ontology (SWO)



Basic Formal Ontology (BFO)
Information Artifact Ontology (IAQO)

[ bfo:Entity

I I span:Occurrent

snap:Continuant

snap:IndependentContinuant | snap:DependentContinuant

_ - snap:GenericallyDependentContinuant | snap:SpecificallyDependentContinuant |
snap:MaterialEntity I

snap:Quality |
Nig rdfs:sub{ClassOf
N
) iac:InformationBearingEntity I I ) iao:InformationContentEntity | I 0 iao:InformationStructureEntity I l iao:InformationQualityEntity I
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Where To Start (continued)?

 Email Domain Expertise

— Email Related Internet Standards
* |[ETF - Request for Comments (RFC)

— Internet Message Format
» Multipurpose Internet Mail Extensions (MIME)
— Post Office Protocol
— Internet Message Access Protocol
— Simple Mail Transfer Protocol

— Java Specification Request (JSR)
* JavaMail API Specification

— Email Parsing - Empirical Results



Warm-up Exercise
Email Standards Ontology

 Email Related Standards

— |ETF Request for Comments (RFC)
* RFC 5322 - Internet Message Format
RFC 2045, RFC 2046, RFC 2047 — MIME Extensions
RFC 1939 — Post Office Protocol
RFC 2060 — Internet Message Access Protocol

RFC 5321 — Simple Message Transfer Protocol

— Java Specification Request (JSR)
* JSR 919 JavaMail API Specification



Email Standards Ontology

 RFCinstances ontology diagram from:
— rfc-0.3.xlIsx
* RFC5322 - Internet Message Format
* RFC1939 - Post Office Protocol — Version 3

* RFC2060 - Internet Message Access Protocol — Version
4revl

 RFC5321 — Simple Message Transfer Protocol
* JSR919 - JavaMail API Design Specification Version 1.5



Email Standards Ontology

RFC
RFC5322
RFC2822
RFC822
RFC4021
RFC6854
RFC2045
RFC2046
RFC2047
RFC2049
RFC2184
RFC2231
RFC5335
RFC6532
RFC2646
RFC3676
RFC3798
RFC5147
RFC6657
RFC2298
RFC5337
RFC6533

RFC3461

RFC3464

Title Category
Internet Message Format Standards Track
Internet Message Format Standards Track

Standard for the Format of ARPA Internet Text Messages ~ Standards Track

Registration of Mail and MIME Header Fields Standards Track
Simple Authentication Schemes for the Asynchronous Layer

Coding (ALC) and NACK-Oriented Reliable Multicast

(NORM) Protocols Standards Track
Multipurpose Internet Mail Extensions (MIME) Part One:

Format of Internet Message Bodies Standards Track

Multipurpose Internet Mail Extensions (MIME) Part Two:
Media Types Standards Track
MIME (Multipurpose Internet Mail Extensions) Part Three:

Message Header Extensions for Non-ASCII Text Standards Track
Multipurpose Internet Mail Extensions (MIME) Part Five:

Conformance Criteria and Examples Standards Track
MIME Parameter Value and Encoded Word Extensions:

Character Sets, Languages, and Continuations Standards Track
MIME Parameter Value and Encoded Word Extensions:

Character Sets, Languages, and Continuations Standards Track

Internationalized Email Headers Experimental

Internationalized Email Headers Standards Track
The Text/Plain Format Parameter Standards Track
The Text/Plain Format and DelSp Parameters Standards Track
Message Disposition Notification Standards Track

URI Fragment Identifiers for the text/plain Media Type Standards Track
Update to MIME regarding "charset" Parameter Handling in

Textual Media Types Standards Track
An Extensible Message Format for Message Disposition

Notifications Standards Track
Internationalized Delivery Status and Disposition

Notifications Experimental
Internationalized Delivery Status and Disposition

Notifications Standards Track
Simple Mail Transfer Protocol (SMTP) Service Extension for

Delivery Status Notifications (DNSs) Standards Track
An Extensible Message Format for Delivery Status

Notifcations Standards Track

Status

Draft Standard
Proposed Standard
Internet Standard
Proposed Standard
Proposed Standard
Draft Standard
Draft Standard
Draft Standard
Draft Standard
Proposed Standard
Propsed Standard
Experimental

Draft Standard
Proposed Standard
Proposed Standard
Draft Standard
Proposed Standard
Proposed Standard
Proposed Standard
Experimental
Proposed Standard

Draft Standard

Draft Standard

Date

October 2008
Aril 2001
August 3, 1982
March 2005
March 2013
November 1996
November 1996
November 1996
November 1996
August 1997
November 1997
September 2008
February 2012
August 1999
February 2004
May 2004

April 2008

July 2012
March 1998
September 2008
February 2012

January 2003

January 2003

Relationships

obsoletes RFC2822, updates RFC4021
obsoletes RFC822

updates RFC5322

extends RFC5322, RFC1521, RFC1522, RFC1590

extends RFC5322, obsoletes RFC1521, obsoletes RFC1522, obsoletes RFC1590

extends RFC5322, obsol RFC1521, obsol. RFC1522, RFC1590

extends RFC5322, RFC1521, RFC1522, RFC1590

updates RFC2045, updates RFC2047, updates RFC2183

obsoletes RFC2184, updates RFC2045, updates RFC2047, updates RFC2183
updates RFC2045, updates RFC2822

updates RFC2045, obsoletes RFC5335

updates RFC2046

obsoletes RFC2646

updates RFC2046, updates RFC3461, obsoletes RFC2298

updates RFC2046

updates RFC2046

updates RFC3461, updates 3464, updates 3798

obsoletes RFC5337, updates RFC3461, updates RFC3464, updates RFC3798,
updates RFC6522

obsoletes RFC1891

obsoletes RFC1984
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Email Standards Ontology

I @& iao:InformationContentEntity |
A

rdfs:subClassOf

@ iao:Prescription |

-

rafs:subClassOf

rdfs:subClass®

O iao:Order |

cfesubClassOf

hClassOf

rdfs:sub

rdfs:s

@ iao:Command

rdfs:subClassOf
& lassOf \ I

| @ iao:Protocol |

| @ iao:Directive |

[ @ iaoc:Algorithm |
I ) iao:Standard |

domain rdfs:dpmain  rdfs:donta
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RFC 5322 Internet Message Format

) eso:DraftStandard | 0 eso:RequestForComments

| @ eso:RequestForComments2822 |

| @ eso:RequestForComments2045

@ esoRequestForCommentsd021 |

I @ esoRequestForComments2046

I

@ esoRequestForComments6854

| @ eso:RequestForComments2047 |

| @ esoRequestForComments2049 |
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RFC 2045 MIME Extension

) eso:DraftStandard I @ eso:RequestForComments

| esoRequestForComments5322 | { @ eso:RequestForComments1590 |

: | @ esoRequestForComments1521 |

I @ eso:RequestForComments1522 I

[ @ eso:avaSpecificationRequestdl9 |

& eso:RequestForComments6532 |

[ @ esoRequestForComments2184

| @ eso:RequestForComments5335 |

I @ eso:RequestForComments2231 I
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RFC Draft Standard

) eso:DraftStandard

T
| @ eso:RequestForComments1460 eso:has_status
eso:has_status
gs0:has_staty -statu
| s | @ eso:RequestForComments6532 I
eso:has_stabus
I @ eso:RequestForComments1225 I &has_status g \
gsoThas_statu
¢ g [ @ eso:RequestForComments5322 |
esoMas_status
I @ cso:RequestForComments2045 | 4 ctatu
& eso:has statu
eso:hgs_status eso:has\status
| @ eso:RequestForComments2046 | esothag_status
| @ eso:RequestForComments2047 |
| @ eso:RequestForComments2049 |
| @ eso:RequestForComments3798 |
| @ eso:RequestForComments3461 | | @ esoiRequestForComments3464 |

| @ eso:RequestForComments3463 |
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RFC Proposed Standard

@ esoRequastforComments1730

4 =soRequestforComments1734

@ =soRequestforComments1851

@ =xoRecuestforComments1853

@ =soRequestforComments2060 |

) eso:Req.estForCor*Méntsﬁ@é 3 |

@ esoReguestforCommentSZEEE -

@ esoRequestforComments223L |

@ =:oReguestforComme:

o =soRequestforComments.

@ =:oReguestforComments2445

@ esoRequestForComments25

@ e:oRequestforComments 2636 |

@ esoReguestforCommenteéZ82F =

’:

@ =soRequestforComments3501

@ =soReouestforComments3502 -

@ =soRequestforComments3516—

@ csoReauestorComments3 |

@ esoRequestforCom f“erfsS‘BE,:‘—J]jl:
_,_,—a—”_‘-‘_J

@ =soRequestforComments 36565

[ ® =soRequestforComments4021

o-RequestforComments4468

=[T= @ Z=cRequastforComments4354

& esoReguestforComments6186 |

@ =soReguestforCommentsf533 |

@ =soRequestforComments6657

=4 =suRequestforComments6854

@ =:oReguestforComments6855 |

@ esoRequestforComments5032 I

= =@ S5RequestforComments5034 |

[ " EgRequestforComments5137__|

=¥ EoRequastforCommentss182___ |
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RFC Best Current Practice

{ eso:BestCurrentPractice

}
eso:hag status

@ cso:RequestForComments5248
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RFC Informational Status

0 eso:InformationalStatus

€9 cso:RequestForComments2061

@ eso:RequestForComments1957

21




RFC Historic Reference

() eso:HistoricReferenceStatus
\

eso:hag status

@ cso:RequestForComments1081
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JSR 919 JavaMail API Specification
RFC 5322 vs RFC 2822, RFC 822

0 iao:Standard |

| @ esoavaSpecificationRequestdl9 |

| @ eso:RequestForComments822

@ esoRequestForComments2231 |

| @ eso:RequestForComments2045 € esoRequestForComments2822 |

I @ eso:RequestForComments2046 I | @ eso:RequestForComments2047 I
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Email Ontology
Base Classes

* EmailMessage
— Email
— Message
— InternetMessage
— EmailMessage
— InternetEmailMessage
— ElectronicMailMessage



Other Possible
Message Domain Ontologies

* Simple Message System (SMS)
— Text Message

* Instant Message (IM)
— Instant Message

e United States Message Text Format (MIL-STD-6040)
— USMTF Message



Other Message Types

& 1ao:InformationContentEntity

A

rdfs:subjClassOf

) iao:Message

O email:EmailMessage

2] im:InstantMessage

O usmtf:USMTFMessage

& sms:TextMessage
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Email Ontology
Base Classes (Continued)

InternetProtocol **
ApplicationlLayerinternetStandardProtocol **
EmailMessageRetrievalProtocol
EmailMessageTransmissionProtocol
PostOfficeProtocol (POP)
InternetMessageAccessProtocol (IMAP)
GmaillMAP (GIMAP)
SimpleMessageTransferProtocol (SMTP)



Where To Stop?

* Limited by domain ontology scope definition
* Crossing boundary into another domain
* No further decomposition



Email Ontology
Base Classes

) cno:dnternetProtocol l
I\

rdfs:subjClassOf

I ) email:ApplicationLayerInternetStandardProtocol I

@ email:EmailMessageTransmissionProtocol I © email:EmailMessageRetrievalProtocol I

I

@) email:EmailMessage |
A

«pTotocol_to_retrieve

[ ) emailInternetMessageAccessProtocol |
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Email Ontology
Information Content Classes

EmailMessage
MessageHeader
MessageBody
MultipartBody
ContentType
ContentTypeParameter
EmailContact
EmailAddress
EmailMessageldentifier




Ontology Definitions
Text Definitions and Logical Definitions

Class Form =
Name: email:EmailMessage

+ Annotations

dcsource

£ Request For Comments 5322

rdfs:comment

£=] An EmailMessage is an "electronic mail" message message sent between computer users which complies with the Internet Message Format (IMF) specified in RFC5322. An
EmailMessage consists of multiple MessageHeader attributes, and optionally a MessageBody. An EmailMessage may contain a MessageBody with text in character sets other
than US-ASCII or a MultiPartBody as specified in RFC2045. An extensible set of different formats for a non-textual MessageBody is specified in RFC2046. A MessageHeader
may contain textual header information in character sets other than US-ASCII as specified in RFC2047.

] Definition: A iao:Message <email:sent_between> email:Contact(s) that <email:has_structure> specified in email:RFC5322, which <email:has_part> email:MessageHeader and
(optionally) email:MessageBody.

rdfs:label ¥~

£ Email message

v (lass Axioms
rdfs:subClassOf ~
iao:Message
owl:equivalentClass

owl:disjointWith
owl:hasKey

v Other Properties

iao:has_part
email:MessageBody
email:MessageHeader

iao:has_structure

email:EmailMessageFormat

[ N N



EmailMessage

) iao:Message

/

rdfs:subClassOf

&) email:EmailMessage

1ao:ha

1ac:has_structure

) email:MessageBody

) email:MessageHeader

rdfs:subf

@ email:MultipartBody

Y
-~

@ email:EmailMessageFormat
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EmailMessage

@ iao:Message |

rdfs:subClassOf

© emailEmailMessage | ={ () email:MessageHeader |

© email:MessageBody |

iao:protoetl_to_retrieve iao:protocolXo_r

rdfs:subClassOf email:has_content type

i

@ emailInternetMessageAccessProtocol | [ @ email:PostOfficeProtocol | [ @ email:MultipartBody | [ @ email:ContentType
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MessageHeader

@ email:EmailMessage } [ @ email:MessageHeader

1ao:has_part p TS

rdfs:sub O
\ | @ email:ContentTypeHeader

rdfs:domain
\ rdfs:subClassS4
fs:domain \
fciepihC

rdf=x€ubClassOf

| B email:has_header_name I

[ @ emailTraceHeader |

[ ®m email:has_header value | rdfs;sdb(

rdfs:sub¥ lassOf

rdfs:sulClassOf \

\| @ email:OriginatorHeader |

& email:DestinationHeader I N
I @ email:InformationalHeader I

I ) email:OriginationDateHeader I

[ @ emailResentHeader |

[ @ email:OptionalHeader |

[ @ emailIdentificationHeader |
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MessageHeader

[ ® amstOriginationDataHaadar |

@ amaitOriginatorHaadar

@ emaitinformationaHaader |

amaAgturnPathHaadar

@ emaitReferencesHaadar

@ amaitinRephyToHaader

eraAesantdaader

@ amaitResentCeHaadar

emaiResantSandardaadar

amaitCommantsHaadar

0 smatSujactHasdar

ordsHaadar

" ematRezentMemagaid Hasoar

@ emsitOpticnalHaader

® amaitPrimaryDestinationHaadar
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EmailContact

| @ iaoiInformationContentEntity |

rdfs:subCla

0 email:EmailContact

1ao:has_part
1ac:hads_part
\ - - = - - -
| @ iao:Name | | @ emailEmailAddressLocalPart | | @ email:EmailAddressDomainName |
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EmailMessage /EmailContact
Property Hierarchy Approach

* has_email contact

— has_originator_email_contact
* has_from_email contact
* has_sender_email_contact
* has_reploy_to_email_contact

— has_destination_email _contact
* has_primary_destination_email _contact
— has_to_email _contact
* has_secondary_destination_email contact

— has_cc_email_contact
— has_bcc_email _contact



EmailAddress

| @ iaciInformationContentEntity |

@ email:EmailContact |

1ao:has_part

1ao:hds_part
'.... <, == - - -
I @ iao:Name | ) email:EmailAddressLocalPart | | ) email:EmailAddressDomainName
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EmailContact
Roles versus Properties

@ iao:InformationContentEntity |

) email:EmailContact I

=>{ @ iac:InformationContentEntityRole |

| @ email:BCCEmailContact ) email:ToEmailContact

¢ email:EmailAddress | | ® =2l CCEmailContact |
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MessageFormat

snap:GenericallyDependentContinuant

rdfs:sulfClassOf

@ iao:InformationStructureEntity

rdfsirange

(MM iao:has_structure

0 email:EmailMessageFormat

O usmtf:USMTFMilStd6040MessageFormat
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MessageFormat
(continued)

1 @ iao:MessageFormat

® emailEmailMessageFormat T[T ® usmifUSMTFMilStd6040MessageFormat

1ac:has_structure

O iao:Message |

2 usmtf:USMTFMessage

@ email:MessageBody |

) email:MessageHeader |
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Email Information Content Extraction
Empirical Email Parsing Results

e Extract email information content using
JavaMail 1.5.0 library
— Approximately 80,000 emails spanning > 2 years
— Email message headers — header type distribution
— Email message body — content type distribution

— Email messages with multipart body
* Body part content type distribution



Email Parsing Results

* Email Messages: 83,897

— Message Headers: 2,217,060
* Unique Message Header Names: 1,025

— Message Body

* Unique Content Types: 13

* With Multipart Body: 53,079
— Body Parts: 106,760
— Unique Content Types: 87



Email Parsing Results
Message Body Content Types

Content Type Count

application/octet-stream 1
application/pkcs7-mime 8
application/x-pkcs7-mime 22
message/rfc822 1
multipart/alternative 43922
multipart/mixed 7583
multipart/related 916
multipart/report 61
multipart/signed 596
text/calendar 189
text/html 14634
text/plain 15962

NULL (empty charset param) 2



Email Parsing Results

* Full statistics
— email _parse_0.1.xslx



