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Preface 
The Eleventh International Conference on Semantic Technology for Intelligence, Defense, and Security (STIDS 
2016) provides a forum for academia, government, and industry to share the latest research on semantic technology 
for defense, intelligence, and security applications.  Semantic technology is a fundamental enabler to achieve great-
er flexibility, precision, timeliness, and automation of analysis and response to rapidly evolving threats.  The 
STIDS 2016 theme is Semantics in the Internet of Things.  In addition, topics of general interest for STIDS in-
clude: 

• Best practices in the engineering of ontologies 
• Collaboration 
• Command and Control (C2) and Situation Awareness (SA) 
• Cyberspace: defense, exploitation, and counter-attack 
• Decision making 
• Economics and financial analysis 
• Emergency response 
• Human factors and usability issues related to semantic technologies 
• Information sharing 
• Infrastructure protection 
• Intelligence collection, analysis, and dissemination 
• Law and law enforcement 
• Planning: representation of and reasoning over plans and processes 
• Predictive analysis 
• Provenance, source credibility, and evidential pedigree 
• Resiliency, risk analysis, and vulnerability assessment 
• Science and technology (biology, health, chemistry, engineering, etc.) 
• Sensor systems 
• Sociology (social networks, ethnicity, religion, culture, politics, etc.) 
• Spatial and temporal phenomena and reasoning 
• Uncertainty as it relates to ontologies and reasoning 

Fairfax, VA 
November 2016 

Ian Emmons and Kathryn Laskey 
STIDS 2016 Technical Chairs 

Paulo Costa and Alessandro Oltramari 
STIDS 2016 General Chairs  



 

 

 STIDS 2016 Proceedings Page ii 

STIDS 2015 Committees 
Program Committee 

Carl Andersen Raytheon BBN Technologies 

Rommel Novaes Carvalho Brazil’s Office of the Comptroller General 

Erik Blasch AFRL 

Paulo Costa George Mason University 

Timothy Darr Knowledge Based Systems Inc. 

Ian Emmons Raytheon BBN Technologies 

Matthew Fisher Progeny Systems 

Mark Greaves Pacific Northwest National Laboratory 

Richard Haberlin EMSolutions, Inc. 

Peter Haddawy Mahidol University 

Brian Haugh IDA 

Edward Huang George Mason University 

Gregory Joiner Raytheon BBN Technologies 

Anne-Laure Jousselme NATO Centre for Maritime Research and  
Experimentation (CMRE) 

Mieczyslaw Kokar Northeastern University 

Dave Kolas Raytheon BBN Technologies 

Kathryn Laskey George Mason University 

Louise Leenen CSIR 

Richard Markeloff Raytheon BBN Technologies 

David Mireles Raytheon BBN Technologies 

Ranjeev Mittu US Naval Research Laboratory 

Leo Obrst MITRE Corporation 

Alessandro Oltramari Bosch Research and Technology Center 

Patrice Seyed Rensselaer Polytechnic Institute 

Barry Smith University at Buffalo 

Andrew Perez-Lopez BBN Technologies 

Tony Stein Raytheon BBN Technologies 

Kathleen Stewart University of Maryland 

Gheorghe Tecuci George Mason University 

Brian Ulicny Thomson Reuters 

Amanda Vizedom Criticollab, LLC 

Andrea Westerinen Nine Points Solutions, LLC 

Duminda Wijesekera George Mason University 

Abbas Zaidi George Mason University 



 

 

 STIDS 2016 Proceedings Page iii 

STIDS Steering Committee 
 

Paulo Costa George Mason University 

Ian Emmons Raytheon BBN Technologies 

Katherine Goodier Xcelerate Solutions 

Kathryn Laskey George Mason University 

Leo Obrst MITRE Corporation 

Barry Smith NCOR, University at Buffalo 
  



 

 

 STIDS 2016 Proceedings Page iv 

STIDS 2015 Organizing Committee 

General Chairs 

Paulo Costa 

Alessandro Oltramari 

Technical Chairs 

Ian Emmons 

Kathryn Laskey 

Publicity Chair 

Richard Markeloff 

Local Arrangements Chair 

André Negrão Costa 

Classified Session Chair 

Brian Haugh 

Local Team (GMU) 

Debra Schenaker (Administrative Chair) 

Priscilla McAndrews 

Nicholas Clark  

Shou Matsumoto 

Jeronymo Carvalho 

 
  



 

 

 STIDS 2016 Proceedings Page v 

Michael Dean Best Paper Award 

 
August 7, 1961 - November 19, 2014 

The Michael Dean Best Paper Award was established in 2014 in recognition of Michael Dean’s many and diverse 
contributions to the STIDS community.  In selecting the winner, the committee sought to highlight the qualities 
that made Mike such an asset to this community.  The criteria for selection exemplify the very best contributions to 
the conference and the community.  To this end, the Michael Dean Best paper is the one that, in the judgment of the 
award committee, best satisfies the following criteria: 

1. Conveys a clear, careful understanding of the problem or issue being addressed, and clearly states why it 
matters. 

2. Conveys a thorough understanding of technical issues, and a well-grounded, pragmatic view of prior and 
related work. 

3. Clearly identifies the specific semantic technologies being discussed, and their relationship to the problem. 
4. Identifies specific experience or expertise on which the paper and its conclusions draw. 
5. If a semantic system or application is being presented as part of a solution, clearly identifies and com-

municates the components of this system, including any ontologies, and how they interact, as well as their 
degree of actuality, availability, maturity and source. 

6. Identifies whether and how such system/application/components have been evaluated and with what re-
sults. 

7. Identifies outcomes, experiences, and lessons learned. 
8. Demonstrates prioritization of greater technical and domain understanding and problem-solving over self-

promotion, organizational promotion, partisan or programmatic scorekeeping, or other, narrower concerns. 
9. Demonstrates knowledge of prior and current art, strengthens such knowledge in the community, and 

promotes better understanding by sharing the rationale for choices, especially when they diverge from 
common practice. 

10. Demonstrates and strengthens the state of the art of semantic technology via the quality of the work de-
scribed.  Provides promising ways forward while negotiating known trade-offs and avoiding known pit-
falls.  Helps more junior technologists avoid repetition of old errors, and provides more senior technolo-
gists with new insights. 

The winning paper was announced on the last day of the conference: 
• 2016 Michael Dean Best Paper:  Michael Reep, Bo Yu, Duminda Wijesekera, Paulo Costa. Sharing Data 

under Genetic Privacy Laws. 
• Runner-up:  Frank Greitzer, Muhammad Imran, Justin Purl, Elise Axelrad, Yung Mei, Leong, D. E., Sun-

ny Becker, Kathryn Laskey, Paul Sticha.  Developing an Ontology for Individual and Organizational So-
ciotechnical Indicators of Insider Threat Risk. 
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STIDS 2016 Invited Talk:   
A Whistle-stop Tour of Ontology-based Solutions to Improve  

Situational Awareness for a Dull, Dirty, Diverse IoT 
Dr. Leo Obrst and Dr. Mark Underwood 

 

  
 

Abstract 
The Internet of Things is already an awkward, overly confident adolescent learning to get along with the rest of 
computing society. When a 2005 paper asking for “Sympathy for the Sensor Network Debugger” was presented 
(Ramanathan et al., 2005), Juniper Network’s recent estimate of 38 billion connected things would have seemed 
farfetched. IoT is not new. The old: closed real time sensor-edge networks, distributed computing, loosely coupled 
heterogeneous networks, bridge-building across disparate domains, software that reasons about real world events. 
But a lot is new. Streaming data platforms (Paypal, Prometheus, etc), software-defined networks, ready access to 
cloud-based reasoning APIs. In this talk we take a whistle-stop tour of use cases around a single family of sensors: 
the smart humidistat (e.g, Ecobee Si, Honeywell VisionPro and FocusPro). We identify the issues raised by the use 
case family and suggest aspects of those issues best addressed by ontology-based solutions. We conclude by citing 
opportunities to integrate ontologies into model-based engineering approaches, highlighting lessons from the 2015 
Ontology Summit (Underwood et al., 2015). Domain models are needed for chillers, data centers, refrigeration 
units, etc. Cross-domain models are needed to “import” external events such as weather or temperature, and to rea-
son about time and duration in terms that make sense for a local context. Manufacturer-supported (or, for widely-
adopted consumer products, crowdsourced) models are needed to address subtle, implementation-specific man-
agement of battery life, calibration, duty cycle, performance range and maintenance best practices. At the whis-
pered-about edge of the conversation about IoT, ontologies can be integrated with simulation, test and resilience 
exercises. IoT likely piles a layer of added complexity over nontrivial enterprise applications. Existing software 
design life cycle (SDLC) practices aren’t much help. 

 

Biography: Dr. Leo Obrst 
Dr. Leo Obrst is Chief Scientist for Cognitive Science and Artificial Intelligence in the CogSci & AI department of 
MITRE’s (www.mitre.org) Center for Connected Government (CCG), where he created and led, but now advises 
the Information Semantics Group (semantics, ontological engineering, knowledge representation and reasoning). 
He has been involved in projects on Semantic Web rule/ontology interaction, automated reasoning, context-based 
semantic interoperability, ontology-based knowledge management, conceptual/semantic search and information 
retrieval, metadata and taxonomy/thesaurus construction for community knowledge sharing, intelligent agent tech-
nology, semantic support for natural language processing, and ontology-based modeling of complex decision-
making for situational awareness, command and control, cyberspace, information integration and analysis, intelli-
gence and event analysis/prediction. His most recent research is as chief ontologist and chief computer scientist for 
a US Veteran’s Health Administration project on next-generation semantic health care records, and patient-
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centered clinical support, 2014-present. In 1999-2001, he was director of ontological engineering at Vertical-
Net.com, a department he formed to create ontologies in the product and service space to support Business-to- 
Business e-commerce. Leo has worked over 32 years in computational linguistics, knowledge representation, and 
in the past 21 years in ontological engineering and more recently (since 2001) in Semantic Web technologies. Leo 
is co-author (with Mike Daconta and Kevin Smith) of the book "The Semantic Web: The Future of XML, Web 
Services," and Knowledge Management, John Wiley, Inc., June, 2003; co-editor (with Terry Janssen and Werner 
Ceusters) of the book "Ontologies and Semantic Technologies for Intelligence," IOS Press, August, 2010; and has 
published many book chapters, conference and workshop papers (over 70 refereed papers) and many reviews. He 
has organized or been a program committee member on more than 75 conferences/workshops, including Formal 
Ontology in Information Systems (FOIS), Ontologies for the Intelligence Community (OIC), the Association for 
the Advanced of Artificial Intelligence (AAAI), and the International Semantic Web Conference (ISWC). He is a 
Senior Member of AAAI, and a long term member of ACM and LSA. 

Biography: Dr. Mark Underwood 
Dr. Mark Underwood is the CEO and co-founder of Krypton Brothers LLC, a consultancy specializing in Big Data 
security, rapid intranet exploitation, digital forensics, software quality and domain-specific frameworks.  

Underwood has served as lead engineer or principal investigator on artificial intelligence projects for DARPA and 
for Army and Air Force research laboratories. Most recently, he is working with standards organizations to foster 
information assurance and provenance transparency. Underwood is co-chair of the NIST Big Data Public Working 
Group’s security and privacy subgroup, and was co-chair of the 2015 Ontology Summit focused on the Internet of 
Things. In 2014, he served on the workshop committee for the IEEE Big Data Conference and moderated several 
panels. He is a NIST Guest Researcher and currently serves on the ISO/IEC JTC1 Working Group WG9 on Big 
Data.  

Other standards and related work: Underwood is a member of the IEEE P 1915.1 Security for Virtualized Envi-
ronments WG, working on a standard for SDN and NFV security. He is an ASQ Certified Software Quality Engi-
neer. He has participated in reviews of audit practices in the HL7 PASS Healthcare Audit Services ad hoc commit-
tee and the 2016 version of the OMG Cloud Standards Customer Council ‘s Security Standards Whitepaper. In the 
forthcoming “White paper on Semantic Interoperability for the Web of Things” produced under the aegis of IEEE 
P2413, he drafted the section on API-first and microservices. 

Underwood is an advocate for patient-managed health information, including access to automated decision support 
systems. He is a professional writer whose emphasis is technology and health topics. In recent years, articles have 
appeared in The Daily Beast, CBS TechRepublic, and Drugstore News for sponsors that range from GE and the 
Annenberg Center for Health Sciences to Time Warner Cable. He has written recurring columns for Syncsort, Ips-
witch and ADP.  

Underwood also plays electric violin and edits the sites PoetryandScience.com and BigDataStandards.com. 

Recent publications 

Underwood M. Intranet Exploitation of Social Network Knowledge Intelligence. In: Chugh R, ed. Harnessing So-
cial Media As a Knowledge Management Tool (Advances in Knowledge Acquisition, Transfer, and Manage-
ment. Hershey, PA: IGI Global; 2016.  

Underwood M. Big Data Complex Event Processing for Internet of Things Provenance: Benefits for Audit, Foren-
sics and Safety. In: Brooks T, ed. Cyber-Assurance for the Internet of Things. Hoboken NJ: Wiley; 2016. 
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STIDS 2016 Invited Talk:   
Importance of Semantic Ontologies in Information Fusion 

Dr. Erik Blasch 
 

 
 

Abstract 
The use of semantic technologies has essential implications for information fusion systems solutions. An emerging 
development in high-level information fusion (HLIF) is the importance of the user for mission management, com-
mand and control, as well as process refinement. The ability of the user to be part of the systems solution supports 
low-level information fusion (LLIF) functions of object, situation, and impact assessment. Future technology de-
signs will require coordinating the LLIF physics-based big data measurements with the HLIF human-derived in-
formation content. A semantic ontology is necessary for physics-based and human-derived information fusion 
(PHIF). The fusion of measurements and content should augment contextual understanding, refine uncertainty es-
timates, and provide robust decision support. This talk will provide trends in high-level information fusion, address 
developments in an uncertainty ontology, and provide examples of PHIF. Examples include unmanned aerial vehi-
cle (UAV), multi-intelligence, and space situation awareness. 

 

Biography: Dr. Erik Blasch 
Dr. Erik Blasch is a principal scientist at the the United States Air Force Research Laboratory (AFRL) in the In-
formation Directorate at Rome, NY, USA. From 2009-2012, he was an exchange scientist to Defence Research and 
Development Canada (DRDC) at Valcartier, Quebec. From 2000-2009, Dr. Blasch was the Information Fusion 
Evaluation Tech Lead for the AFRL Sensors Directorate - COMprehensive Performance Assessment of Sensor 
Exploitation (COMPASE) Center supporting design evaluations in Dayton, OH. Dr. Blasch has been an Adjunct 
Electrical Engineering Professor at Wright State University teaching signal processing, target tracking, and infor-
mation fusion.  

He is a member of the International Society of Information Fusion (ISIF) Evaluation of Technologies for Uncer-
tainty Reasoning Working Group (ETURWG) Automatic Target Recognition Working Group (ATRWG), and the 
Dynamic Data Driven Applications System (DDDAS) community. He served as a member of IEEE Aerospace and 
Electronics Systems Society (AESS) Board of Governors (BoG), was a founding member of the International Soci-
ety of Information Fusion (ISIF) (www.isif.org), and the 2007 ISIF President. Recently, he was the Chairman for 
the AIAA/IEEE AESS Digital Avionics Systems Confernce focusing on the future for Unmanned Aerical Vehicle 
(UAV) traffic management (UTM).  

He has focused on information fusion, target tracking, pattern recognition, and robitcs research compiling 600+ 
scientific papers and book chapters. He holds 10 patents, presented over 30 tutorials, and is an associate editor of 
three academic journals. He was a recipent of the Military Sensing Symposium Ledaership in Data Fusion Award, 
Fellow of SPIE, Associate Fellow of AIAA, and a senior member of IEEE. 
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Scalable Semantically Driven Decision Trees for 
Crime Data 

Shawn Johnson, George Karabatis 
Department of Information Systems 

University of Maryland, Baltimore County (UMBC),  
1000 Hilltop Circle, Baltimore, MD 21250, USA 

{yv74924, GeorgeK}@umbc.edu 
 

Abstract. When dealing with large volumes of data in 
organizations, there is always a need to associate data 
with its appropriate meaning, since the same data object 
may have different meaning to different users. This 
creates a problem of delivering search results that is 
different from a requester’s intended purpose. To solve 
this problem, we propose a parallelizable framework 
capable of capturing user specified constraints that are 
both semantically relevant to a search/domain in 
question as well as contextually relevant to a user and/or 
organization.  

I.  INTRODUCTION  
When attempting to find data that is relevant to a 

user and/or organization based on a query, it is very 
common to retrieve exact matches in response to a 
search. While using the exact matching of strings as 
user search keywords can retrieve exact results, a user 
may be looking for data with a specific meaning 
based on his or her intended search preferences but 
the data that is provided by a system or organization 
may have a completely different meaning. This 
problem is further compounded by having to ensure 
that data that has recently been ingested into a system 
is consistent with data that currently resides on the 
same system. This can create an intractable problem 
for a user such as having to constantly poll and 
classify new data or accept new data that may be 
inappropriately classified to ensure the semantic 
meaning of the data is consistent. In addition, the 
problem of new data being added to a system on a 
massive scale necessitates a scalable solution. We 
propose an approach which allows users to 
personalize search terms according to the same set of 
concepts where search results can be universally 
understood by the same community of users 
according to personalizable search profiles. Our 
approach also enhances the accuracy of search results 
by returning semantically similar results from a 
specific domain. The impact of our approach 
dramatically enhances the ability of users to 
personalize a search thus retrieve more accurate 
results. With the introduction of our framework, we 
make a few key contributions: 

1) We allow user specified search preferences to be 
expressed with robust semantics resulting in 
higher precision and recall that closely match the 
user's intended search terms.  
 

2) We have developed a method for user specified 
semantics to be expressed probabilistically in the 
search. Search results that have a semantic 
similarity to a set of user specified preferences 
are also returned enabling us to handle 
uncertainty in our approach as well. 

 
3) We have developed a way for multiple sets of 

user specified preferences to be expressed using 
the same ontology. 

 
4) Our methodology allows for robust semantics to 

be expressed in a parallelizable way. 
 
5) We have implemented a prototype and evaluated 

our methodology by conducting experiments 
using precision and recall as metrics. 
 
Motivating Example: Many municipalities often 

have a need to capture semantically relevant data for 
an intended purpose. For example, Bob, a detective 
with the city of Baltimore, needs to get the current 
statistics of all aggravated theft incidents between 
1964 and 2013, in Baltimore, Maryland, USA. Bob 
wants to compare this data with the same data on a 
national scale over the same time period. 
Furthermore, there are different types of data on thefts 
that Bob wants to compare against. To further 
compound the issue, different vendors provide 
different labels for the same type. The impact of 
capturing more semantically relevant data and getting 
more accurate results enables law enforcement 
officials to make better informed decisions because 
the information they are looking for is more precise 
and relevant to a specific situation for which the 
officials need to make a decision about. 

We describe our approach in section II, and then 
we continue on with a discussion of our experiments 
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in section III, a validation of our approach in IV, and 
then a discussion of relevant work in section V. We 
then finish up our work with concluding thoughts and 
proposed future work in section VI. 

II. APPROACH 
To begin our learning, we make use of a single 

ontology that represents our categories of context, 
with each category of context represented via separate 
branches of the ontology.  

Continuing our motivating example, we show a 
sample representation of our ontology using figure 1 
to show the taxonomical tree of terms that a user can 
select as user preferences and how they organized. 
Utilizing the Operational of Context [1] we model our 
ontology using 5 separate categories of context. 

Fig. 1 Sample representation of an ontology: 

 
Operational Definition of Context [1], we model our 
ontology using 5 separate categories of context. They 
are: 

1. Individuality Context - The individuality context 
are attributes that describe an entity’s type such 
as specifying the type of theft 

 

2. Time Context - The time context is anything that 
describes any kind of temporal attributes related 
to an entity such as a year 

 
3. Location Context - The location context describes 

any kind of location attribute related to an entity 
such as a city or state 

 
4. Activity Context - The activity context describes 

a goal related to entity such as how much of 
something a law enforcement official may be 
looking for such as a total amount of violent 
crime 

 
5. Relations Context - The relations context are 

attributes of an entity that describe an entity’s 
relation to another entity or its parts 

 
User preferences in our ontology are saved with 

literals that are added to each node a user has selected.  
We chose not to add countries in our ontology 
because we are assuming that our domain is within all 
50 states within the USA. Bob the detective stores his 
preferences in a user profile that matches parts of the 
ontology (in figure 1) such as all aggravated thefts 
that have occurred in Baltimore, Maryland, between 
1964 and 2013. A special depth first search algorithm 
then searches the ontology and matches saved user 
specified literals for each node within each branch of 
the ontology and creates a special in memory tree 
model. This in memory tree model is a sub-tree of the 
ontology that matches all of the user selected 
preferences that were found in the original ontology. 
Referring again to figure 1, only parts of the ontology 
that match aggravated theft, Baltimore, Maryland that 
are between 1964 and 2013 are copied into the new in 
memory tree model. 

After the original ontology has been parsed and 
the in memory tree model has been implemented, we 
are now able to build the rest of our decision tree. 
Records (files) are initially classified based on user 
preferences using the in memory tree model provided 
in figure 2. For example, all records that are classified 
must include records that have the attributes 
Baltimore, Maryland, aggravated theft, or between the 
years 1964-2013 (meeting Bob's specified user 
preferences). Now that only instances remain that 
match the user specified constraints above, (i.e., the 
records are all containing values for the attributes 
Baltimore, Maryland, aggravated theft, or in the range 
1964-2013) we must build out the remaining part of a 
tree based on the number of user specified splits or 
criteria to enable the system to return search results 
with increasing levels of precision by dividing the 
records into further subsets as specified by the user 
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with each additional split. For example, if the user has 
specified that he or she wishes to have the ontology 
be 5 hops deep and the ontology is only 3 hops deep, 
additional splits must be completed (if there are 
enough records left to split against in order to meet 
the user's specified preferences). Referring to figure 2, 
additional splits are made using the lowest level 
collection of leaves for the individuality and location 
branches of the ontology (additional splits were not 
made to time branch of the ontology because the user 
chose not to do so since year was the most granular 
measure of time specified in the data). Because the 
user has selected the decision tree to be 4 hops deep, 
additional splits are made using the lowest collection 
of leaves for each branch of the ontology. In the 
location ontology, the lowest collection of leaves in 
that branch of the ontology are Baltimore, Potomac, 
Los Angeles, Sacramento, Albany, and New York 
City. Because Potomac has the lowest impurity (see 
Semantically Driven Gini Algorithm) computed from 
the lowest collection of leaves, it is selected as the 
first candidate split using the Semantically Driven 
Gini-Index Algorithm. No more splits are performed 
on the location branch of the ontology because it is 
now 4 hops deep. On the individuality branch of the 
ontology, a single split is made using The 
Semantically Driven Gini-Index Algorithm, with 
vehicle theft being selected because it had the lowest 
impurity (see Semantically Drive Gini Algorithm) of 
the lowest leaves. No more splits are made for the 
individuality branch of the ontology because it is now 
4 hops deep as well. Our special in memory tree 
model/user driven ontology looks (logically) like 
Figure 2. 

Any documents that match any of the user 
preferences or Semantically Driven Gini-Index 
Algorithm are then tagged using a custom document 
summarization algorithm. The tagged files are then 
copied to The Hadoop Distributed File System 
(HDFS). Separate mapper calls are then kicked off 
using search conditions that meet the user specified 
preferences. A single reducer job is kicked off 
consolidating a set of files that meet a final set of 
preferences as specified by the user in the in-memory 
tree model. A final set of key value pairs of files using 
the key as the name of the matching file and a value 
of 1 that matches all of the user specified preferences 
are emitted signifying that the algorithm is complete. 
For example, only the names of files that meet all the 
user preferences Baltimore, aggravated theft, and 
between the time range of 1964-2013 are emitted.  

In Memory Tree Building Algorithm:  To utilize 
only paths of the ontology that the user has selected as 
his or her search preferences, a smaller graph of the 

in-memory tree model is created copying each of the 
paths that a user has selected. First, the user specifies 
the number of hops deep (or total depth) he or she 
wishes for the size of the decision tree to be. Second, 
the user picks from a list of selected labels that have 
already been mapped via our ontology via a tree like 
drop down list or via a search box. (The mappings are 
a graphical representation of the ontology, where the 
user can select any one of the nodes of the ontology as 
a user preference). After our search is complete we 
populate a list of labels from our ontology and copy 
the names of the nodes (and their parents) that the 
user has selected. The same set of user preferences 
will be copied from all five categories of the ontology 
below (with each branch of the ontology being stored 
as a separate but parallel part of our in memory tree 
model). The in memory tree model persists in 
memory as a service. Files are matched against the 
user preferences that have been stored in the in-
memory tree model.  
  
Fig. 2. A logical representation of an in memory tree model 
(including splits from the Semantically Driven Gini-Index 
Algorithm): 
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We implement our depth first search algorithm 
using the following representation: C for Category 
Contextual Model Data, O for Ontology,  for each 
branch of the ontology (each primary branch of the 
ontology connected to the root), where  
represents a current node,  represents a child 
node, a indicates the current level (depth) of the 
ontology, b where a holds a 1 or 0 (1 if for each node 
selected by user or 0 if not selected by the user holds 
a pointer to the child node, and c is a list of all other 
user specified preferences, and d is a list of pointers to 
all child nodes of the current (parent) nodes. 
In memory tree algorithm pseudocode: 
 
Input: Ontology O 
Output: in-memory tree model 
 
 LOOP: Repeat the following steps (for a + 1 of the 
current node until a = the lowest leaf in the tree), for 

 - , until all of O or the entire ontology is finished 
 
1)   For each category of context from Root we 

represent our Ontology as follows: O = 
{ . For each branch of the tree 

=  and C is the starting node for each 
tree (i.e., the starting node after root is 
Location, Time, Individuality, Activity, and 
Relations for each of the 5 categories of 
context). 

 
2) For a of  of  add to c of 

where  is a current node, is 
the child node of , a is the current depth 
of , b holds a 1 or 0 (1 if a user has chosen 
a user preference or 0 if the node has not been 
selected as a user preference), c holds a list of 
all other user specified preferences and d is a 
list of pointers from  to children 
nodes  

 
3) If no children exist for d, d = NULL. 

END LOOP; 

 

Semantically Driven Gini-Index Algorithm: Once 
the in-memory tree model building algorithm is 
complete, our custom Semantically Driven Gini-Index 
Algorithm is kicked off. First, we define our 
Semantically Driven Gini-Index Algorithm which 
calculates the impurity of each node as follows: 

 

¦� 
j

tjptGINI 2)]|([1)(
  

Input: Lowest collection of leaves for each branch of 
the in-memory model 
 
Output: Additional children nodes for each branch of 
the in-memory model 
 
Where t is the node, j is the class, and p is probability 
of class j given a node t. The algorithm works as 
follows: 
 

1) Initial splits are made based on classes 
specified in the in memory tree model. For 
example, aggravated theft is a candidate for a 
decision tree split since aggravated theft is a 
class in the tree (originally specified within 
the ontology). 

 
2)   Additional splits at the next level of the tree 

are implemented using the same collection of 
leaves (i.e., the lowest collection of leaves 
for a given branch of the ontology stored in 
the memory tree model) with the next split 
being the node with next lowest impurity 
using the calculation defined in (1). 

 
3)  Additional splits are induced using the same 

lowest collection of leaves (for each branch 
of the tree) until the max number of splits 
has been reached either by the following: 

 
x A program driven default - This 

condition happens when a program 
driven default number of splits is 
reached for a given branch of the 
ontology. For example, if the program 
default is set to 5 splits, then the 
decision tree will not split beyond 5 
hops deep for that given branch. This is 
true regardless of whether the split was 
based on a modeling part of the ontology 
or a part of The Semantically Driven 
Gini-Index Algorithm used to calculate a 
split. 
 

x A user specified limit is reached - This 
condition happens when the user 
specifies a max number of splits he or 
she sets for a given branch of a decision 
tree. For example, if the max number of 
splits that is specified is 7 for a 
particular branch of the decision tree 
then the decision tree will stop inducing 
additional splits in that branch of the 
decision tree beyond that number 
regardless of whether or not the nodes 
being split come from the ontology or 

1 
(1) 
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additional splits are determined by The 
Semantically Driven Gini-Index 
Algorithm.      

 
x The max number of possible splits has 

been reached - This condition occurs 
when all possible splits from within an 
ontology as well as all of the lowest 
level of leaves have been utilized in a 
split resulting in a max number of splits 
that can be used to build a given 
decision tree. For example, if the 
ontology is 4 hops deep and the lowest 
level of leaves totals 4 leaves as well, 
this makes the max number of splits 
possible for the decision tree to be 8 
split   

III. EXPERIMENTS 
To validate our approach, we took roughly 

100,000 files from the UCR Data Repository and 
processed them against 60 user specified preferences 
stored within the in memory tree model. The 
semantically mapped features were saved as tags in a 
modified version of each file, making matching for 
each set of user preferences a matter of matching the 
tags that have been specified by the user saved in the 
in memory tree model. Finally, the resulting 
MapReduce Jobs generated a file name with a value 
of 1 for each set of semantically mapped preferences 
that were matched. We used the following sample 
Scenario 1: Bob is looking for all crimes that occurred 
within the state of Maryland, between 1998 and 2002, 
he is searching for crime totals for larceny theft in 
which the files are saved as .xls files. Scenarios 2 
through 10 are variants of scenario 1, where 
semantically mapped preferences were matched 
against the same files from the UCR Data Repository 
Values for scenarios 2-10 were chosen at random.  
 
We have run three sets of experiments: 

1) No Context and No Ontologies - Experiments 
with user preferences as exact search terms on 
MapReduce Jobs. 
 

2) Ontologies but No Context - Experiments with 
files that were tagged using ontologies in 
RDF/OWL Files saved in the in memory model, 
but without any user preferences saved within 
them (copying the entire ontology for each 
category of context). The tagged files were then 
processed in a MapReduce Job producing the 
results. 

 
3) Ontologies and Context - These experiments 

were executed using the files that were tagged 
using both the ontologies modeled in RDF/OWL 
Files, but also with the saved user preferences 
that were parsed from the RDF/OWL Files as 
well. The tagged files were then processed using 
MapReduce producing the results. 

IV. VALIDATION 
We use two well-known metrics to validate our 

approach: Precision and Recall. Recall is defined as 
the fraction of the records retrieved that are relevant 
to the query. In other words, recall reveals the 
percentage of the retrieved and relevant records that 
are relevant (whether in the answer set or outside the 
answer set). Precision is defined as the fraction of the 
retrieved records that are relevant to the search. In 
other words, precision reveals the percentage of 
retrieved and relevant records in the answer set. 
Recall and precision are calculated as follows: 
 

 
 

 
 

                                                   
 

Fig. 3.    Experiment results using recall

 

(2) 

(3) 
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  Fig. 4.  Experiment results using precision
 

 
 
 

In the above scenarios or sets of test conditions that 
simulated using sets of user specified preferences (like in 
Scenario 1 discussed above), the recall was computed for no 
ontologies and no context by dividing matching exacting 
search terms from a user’s search against the content of the 
files that are being parsed. The recall was extremely low for 
no ontologies and no context because the exact key words 
used in MapReduce Jobs matched a very small percentage of 
the files that were relevant to a user's search. The mean 
average of all 10 scenarios was 28%. The recall for ontologies 
and no context was computed by taking the matching terms in 
the in memory tree model that were parsed from the ontology 
and matching them against properties and content in the files 
being parsed. The searches for ontologies and no context 
yielded a higher recall because all the files that were tagged 
using the in memory tree model matched 1 or more of the 
classes specified in the ontology with a total of 47% recall, 
resulting in almost a 20% increase from no ontologies and no 
context. The recall for ontologies and context was computed 
by taking the matching preferences stored in the in memory 
tree model and matching them against properties and content 
of the files being parsed. Searches involving ontologies and 
context had a very high recall because all results retrieved 
matched both the semantically driven preferences that were 
saved in the in memory tree model as well as with the 
semantically specified constraints from the ontology resulting 
in 63% recall, a 16% increase from ontologies and no context 
and a roughly 35% increase improvement in recall vs. no 
ontologies and no context.  
 

Precision was computed for no ontologies and no context 
by dividing matching exacting search terms from a user’s 
search against the content of the files that are being parsed. 
The precision for no ontologies and no context was extremely 
low because the overwhelming majority of the search results 
that were returned did not match the intended user search 
preferences because exact key words were used for each 
search resulting in a 17% precision.  The precision for 
ontologies and no context was computed by taking any of the 
matching terms in the in memory tree that were parsed from 

ontology and stored in the in memory tree model without any 
user specified preferences and matching them against the 
properties and content of the files that are being parsed. 
Ontologies and no context resulted in a low precision as well 
because the entire ontology was stored in each in memory tree 
model resulting in tagged files that only partially or did not 
match a user's intended search terms at 26% precision. The 
precision for ontologies and context was computed by taking 
any of the matching preferences stored in the in memory tree 
model that parsed from the ontology and selected by the user 
from the ontology and matching them against properties and 
content and of the files being parsed. Ontologies and context 
resulted in a very high precision versus no ontologies and no 
context and ontologies and no context, because documents 
that returned key value pairs in our MapReduce Jobs matched 
the semantically mapped user preferences as well the semantic 
constraints specified in the ontology resulting in an 80% 
precision; a 54% increase in ontologies and no context and a 
63% increase in accuracy vs. no ontologies and no context. 
 

In summary we learned that enabling a user to pick 
semantically enriched preferences from an ontology of terms 
that reflect an existing domain from a corpus can lead to a 
much higher precision and recall than using exact search terms 
or just using semantically enriched search terms parsed from 
an ontology. By building an in memory tree model we are able 
to both represent the knowledge representative of a domain 
and we also enable personalization by a user of that 
knowledge as well. In order to enable robust personalization, 
semantics must first be reflected in a model before a user can 
pick them. This is depicted in our results by showing that the 
precision and recall is higher than with just choosing exact 
search terms and the precision and recall further improves 
when allowing a user to pick attributes he or she wishes to use 
in a search with terms picked from the ontology.  
 

V. RELATED WORK 
Zhang et al. [2] formulated an approach that calculated 

the information gain for finding the best split for a node 
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between two or more separate taxonomies. This approach does 
not incorporate any kind of semantic inference or contextually 
driven attributes for building a decision tree, neither does it 
address any issues with trying to make a decision tree 
parallelizable. Gajderowicz et al. formulated an approach for 
enriching manually created ontologies using decision trees [3]. 
They also developed a system for using decision trees for 
ontology matching [4]. Johnson et al., formulated an approach 
for enriching ontologies off of custom built decision trees [5]. 
Bouza et al. described an approach by using an ontology to 
build user profiles to make various recommendations on user 
behavior [6]. Our approach not only allows a user to specify 
preferences, but also ensures that they are semantically similar 
to any search results; it is parallelizable too. Fanizzi et al. 
developed a novel framework for learning custom description 
logic learning languages using decision trees. While this 
approach is novel for learning description logic concept 
definitions, it does not incorporate user preferences [7].   
 

Nenkova et al. developed a technique for summarizing 
documents based on frequency [8].  Arun and Gunavathi 
developed a technique for summarizing documents using 
context sensitive weights for indexing [9]. This work did not 
utilize the contextual properties of parts of a document nor 
were user preferences utilized when creating the summaries. 
Witte et al. developed a fuzzy graph technique for multi-
document summarization [10]. Barzilay et al. developed a 
technique for summarizing documents using the contextual 
attributes found in text across a series of documents [11]. 
Yang et al. developed a summarizing framework using the 
social contextual information, but they did not utilize user 
specified preferences beyond social ones such as a time or 
location that a document was created [12].  
 

VI. CONCLUSIONS 
We described and validated an approach to specify 

semantically driven user preferences in a parallelizable way. 
We also encountered a few limitations. First, we found that 
extensive exploration and sampling of data files was needed to 
be able to properly model preferences in our ontology to 
confirm a consistent structure of a file format when creating 
our in memory tree model. Second, we found that the user 
preferences that were specified in the in memory model 
needed to closely mirror the user preferences that were 
specified in the ontology or this would lead to searches 
returning incorrect results or errors resulting in our program 
because the structure of RDF/OWL Model was incorrect. For 
our future work we plan on testing much larger datasets. Also 
planned are further attempts to model more expressive 
attributes for user specified preferences. Finally, we plan on 
utilizing Apache Spark [13] and new versions of Hadoop to 
allow for both a more novel design and implementations of 
our approach. 
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Abstract—Cyber defenders face the problem of selecting and

configuring the most appropriate defenses to protect a given

network of systems supporting a certain set of missions against

cyber attacks. Cyber defenders have very little visibility into

security/cost tradeoffs between individual defenses and a poor

understanding of how multiple defenses interact, which, in

turn, leads to systems that are insecure or too overloaded with

security processing to provide necessary mission functionality.

We have been developing a reasoning framework, called Attack

Surface Reasoning (ASR), which enables cyber defenders to

explore quantitative tradeoffs between security and cost of

various compositions of cyber defense models. ASR automatically

quantifies and compares cost and security metrics across multiple

attack surfaces, covering both mission and system dimensions.

In addition, ASR automatically identifies opportunities for mini-

mizing attack surfaces, e.g., by removing interactions that are

not required for successful mission execution. In this paper,

we present the ontologies used for attack surface reasoning.

In particular, this includes threat models describing important

aspects of the target networked systems together with abstract

definitions of adversarial activities. We also describe modeling of

cyber defenses with a particular focus on Moving Target Defenses

(MTDs), missions, and metrics. We demonstrate the usefulness

and applicability of the ontologies by presenting instance models

from a fictitious deployment, and show how the models support

the overall functionality of attack surface reasoning.

I. INTRODUCTION

Cyber security remains one of the most serious challenges to
national security and the economy that we face today. Systems
employing well known but static defenses are increasingly
vulnerable to penetration from determined, diverse, and well
resourced adversaries launching targeted attacks such as Ad-
vanced Persistent Threats (APTs).

Due to the heavy focus on cyber security technologies in
both commercial and government environments over the last
decade, an overwhelming array of cyber defense technologies
have become available for cyber defenders to use. As the num-
ber and complexity of these defenses increase, cyber defenders
face the problem of selecting, composing, and configuring
them, a process which to date is performed manually and
without a clear understanding of integration points and risks
associated with each defense or combination of defenses.

As shown in Figure 1, the current state-of-the-art approach
for selecting and configuring cyber defenses is manual in
nature and is often done without a clear understanding of secu-
rity metrics associated with attack surfaces. Due to the talent
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Fig. 1. The proposed approach computes attack surface metrics, provides
structured support for deployment of (and experimentation with) wrapped
defenses, and automates the defense selection and configuration process

shortage in cyber security Subject Matter Experts (SMEs) [9],
this introduces significant delays and cost.

The reasoning framework presented in this paper aims to
significantly improve the level of rigor and automation associ-
ated with selection and configuration of cyber defenses. Using
an ontologically grounded definition of an attack surface, the
framework contains algorithms to find all applicable attack
vectors and compute metrics for the security and cost impact
of adding cyber defenses to target systems. Using models
of key mission processes and their interactions, the analysis
extends observations about system-level components to the
resulting impact on execution of mission critical workflows.
Finally, the framework combines measurement, modeling, and
analysis with testing of software artifacts through the use of
a virtualized test infrastructure [1]. Experimental validation of
analysis results on real systems with real defense implemen-
tations establishes the usefulness and validity of the approach.

Figure 2 illustrates how the Attack Surface Reasoning
(ASR) framework captures models of underlying systems,
cyber defenses, and missions in the form of unified models.
These models are augmented by other models that describe
adversary constraints, potential attack steps, and definitions
of security and cost metrics. ASR provides two categories
of algorithms: attack surface characterization and minimiza-
tion. The characterization algorithm constructs attack vectors
and calculates security and cost metrics. The minimization
algorithm uses system and mission information to identify
opportunities for pruning unnecessary access paths to reduce
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Fig. 2. The Attack Surface Reasoning (ASR) framework

the attack surface. Using the models, algorithms, and metrics,
cyber defenders can compare various deployments of proactive
cyber defenses in a quantitative manner and contrast tradeoffs
between security benefits and performance overhead. As such,
ASR provides a foundational capability in support of an
envisioned cyber planning tool that automatically suggests and
configures defenses given mission executions over systems.

This paper describes the ontologies used to model systems,
cyber defenses, adversarial capabilities, and mission con-
straints. Validation of the approach focuses on a specific class
of proactive cyber defenses, Moving Target Defenses (MTDs)
[7], [11]. MTDs claim to make entry points into networks
and systems harder to detect, thereby reducing vulnerabilities
and making the exposure to those vulnerabilities that remain
more transient. This introduced dynamism ought to render
attacks against MTD-protected systems less effective, but few
quantitative results are available to date, which makes MTDs
a prime choice for quantification.

The rest of the paper is organized as follows. Section II
describes related work in threat modeling and analysis. Section
III describes the set of ontologies we developed to support
attack surface reasoning. Section IV reports on the validation
results of applying the ontologies to cyber defense operations
of a small enterprise network. Section V concludes the paper.

II. RELATED WORK

The ontologies presented in this paper relate to several ap-
proaches for modeling cyber security systems and observables.

A. Security Standards
A number of different taxonomies exist for describing cyber

security related information. For threat information, this set of
standard includes the Common Vulnerabilities Enumeration
(CVE), Common Weakness Enumeration (CWE), Common
Vulnerability Scoring System (CVSS), Malware Attribute Enu-
meration and Characterization (MAEC), Structured Threat
Information eXpression (STIX), and Common Attack Pattern
Enumeration and Configuration (CAPAC). Taxonomies in use

for system modeling include the Cyber Observable eXpression
(CybOX) and the Common Information Model (CIM). These
standards focus on capturing detailed information about sys-
tem observables, cyber security events, indicators of compro-
mise, and vulnerabilities for the purposes of sharing specific
threat information (to yield enhanced intrusion detection) and
eliminating existing vulnerabilities (through continuous patch-
ing). In contrast, the ASR ontologies are expressed at a higher
level of abstraction and focus on design-level assessments of
attack surfaces. Another difference is that the ASR ontolo-
gies are expressed in OWL, while the community standards
mentioned above are prescribed in XML. Finally, the above-
mentioned standards focus on system and adversary modeling,
but provide no structured means for representing cyber defense
capabilities. In contrast, ASR contains a specific defense
ontology describing the protection provided by defenses and
the cost associated with various defense configurations.

B. Security Ontologies

A number of different ontologies exist for expressing
security-related properties, including [6] and [4], as summa-
rized in [13]. [5] applies semantic threat and defense modeling
to identify proper firewall configurations. [14] develops an
ontology for the HTTP protocol as well as attacks against
web applications (using HTTP), and then uses a separate
ontology for finding attack vectors. [10] focuses on a review of
existing cyber security taxonomies and ontologies and points
out several existing models. However, the review does not list
any ontologies for cyber defenses. [15] describes an extensive
ontology supporting forensic activities across disparate data
sources. Finally, work on modeling cyber defense decision
processes [3], [12] provides ontology support for learning and
extracting cyber defense workflows and decision procedures.

The ASR ontologies are in large inspired by the STRIDE
threat-modeling approach [16] used by Microsoft. One key
difference to existing ontologies is the focus on abstract
architectural concepts and high-level adversarial objectives.

III. ONTOLOGIES

The attack surface reasoning algorithms operate over a set
of models that together describe the system under examination,
its defenses, the assumed capabilities and starting point(s) of
the adversary, and optionally a mission or set of missions
which may operate over the defined system. In addition, the
set of metrics to be computed is itself described in a model
to allow for easy extension and modification by the user.

ASR models are defined in the WorldWideWeb Consortium
(W3C) semantic Web Ontology Language (OWL). Using a se-
mantic web substrate provides a number of benefits, including:

• Scalability: the OWL language and supporting tools allow
for scaling to very large models;

• Inference: OWL ontologies encode meaning in a formal
way, which enables inferring new facts from existing data;

• Cross-domain integration: OWL ontologies can connect
disparate domains without contaminating the sources;
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• Standards and community: OWL and associated lan-
guages such as Resource Description Framework (RDF)
and SPARQL Protocol And RDF Query Language
(SPARQL) provide interoperable libraries and tooling,
and active practitioner communities; and

• Relative maturity: semantic web languages provide tested
algorithms, established terminology, and relatively ma-
ture libraries. Tooling with predictable performance both
within and beyond the laboratory setting is also available.

One of the key challenges of modeling distributed systems
is to identify the level of abstraction most appropriate for
the modelers who will create the models, the algorithms that
will operate over them, and the results that are provided to
stakeholders. Modeling at the extreme of precision allows
exact answers to be derived, but creates models that are
difficult to accurately create and to keep up to date, and leads
to analysis outcomes that are brittle as the system changes. On
the other hand, modeling at too coarse of a level of abstraction
leads to easily created models, but models that can tell little
to interested parties about questions of importance.

We took a middle road with ASR. A number of the concepts,
and the level of granularity, were modeled after the Microsoft
STRIDE [8] threat-classification framework and related mod-
eling languages described in [16]. STRIDE expresses system
concepts through abstract concepts including processes, data
flows, boundaries, external entities, and data stores. We model
the different aspects of an attack surface separately in order
to facilitate modularity and extensibility. Table I lists the six
ontological models used in ASR and summarizes their content.

TABLE I
ASR USES A COLLECTION OF MODELS TO QUANTIFY ATTACK SURFACES

Model Concepts

System System components and their relationships;
e.g., computational entities, boundaries, and
data flows

Attack Generic attack logic as individual steps, vec-
tors, and templates

Adversary Adversarial starting position and goal
Mission Mission relevant system elements and key per-

formance metrics
Defense Cyber defense capabilities in terms of protec-

tions provided plus associated costs
Metric Metrics for security, cost, and mission impact

A. System Model

System models describe the business system against which
attacks can be executed and within or around which defenses
can be deployed. These models detail the hosts in the system,
the networks that connect these hosts, and the processes that
run on them. Data flows are modeled here at three different
layers: process, network, and physical. The three layers are
interconnected in the model such that one can determine for
a given process-layer data flow that the described data is sent
out through a given endpoint at the network layer, which in
turn is bound to a particular network interface card (NIC) at

TABLE II
MAIN SYSTEM MODEL CONCEPTS

Resource Description

Entity General concept
Boundary Trust realm for unrestricted access within a

boundary
Vertical Boundary subclassOf Boundary describing realm cross

layers
Horizontal Boundary subclassOf Boundary describing realm on a

single layer
Host subclassOf Vertical Boundary representing a

computer system
WAN subclassOf Horizontal Boundary representing

a wide area network
VLAN subclassOf Horizontal Boundary representing

a wide area network
Layer Logical layering of functionality into three

main layers
NetworkLayer subclassOf Layer describing network entities

and interactions
PhysicalLayer subclassOf Layer describing physical entities
ProcessLayer subclassOf Layer describing application-level

components and interactions
DataFlow Flow of bits between two entities
DataStore Persistent store of information
External An entity that is external to the system
User subclassOf External describing human actors
NetworkEndpoint Sockets used in network connections
NIC Network Interface Card
Process Operating System process
Resource Shared resource with certain capacity

the physical layer. Table II describes the main resource types
associated with the system model ontology.

The following properties have specific meaning:
• contains: expresses membership relationship between two

Entities. For instance, a Host contains Processes and a
VLAN contains NICs.

• connectsTo: expresses a data or control flow link between
two Entities. For instance, a User connects to a Process, a
Process connects to a NetworkEndpoint, and a Network-
Endpoint connects to a NIC.

• via: expresses a link between hierarchical data flows. For
example, a process-layer flow is realized via a network-
layer flow, which itself happens via a physical-layer flow.

B. Attack Model
The attack model describes the generic activities performed

by adversaries as a collection of potential attack steps. Table
III describes the main resource types associated with the
attack model ontology. Each attack step definition comprises
a number of attributes that specify an attack type (modeled
via the six high-level types of attacks whose initials define
STRIDE), the pre-conditions necessary for the attack step to
execute, and the post-conditions that holds once the attack step
executes successfully. Figure 3 shows an example of an attack
step definition that represents network sniffing, and Table IV
shows the set of attack step definitions that are currently
modeled in ASR, using the STRIDE attack types from Table
III.
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C. Adversary Model

The adversary model contains the following information:

• Starting Position: A reference to an entity in the system
model that describes the starting privilege an adversary
has for the purpose of a specific assessment.

• Target Goal: Information about the type of attack and the
intended target of the attack.

TABLE III
MAIN ATTACK MODEL CONCEPTS

Resource Description

AttackStep A specific instance of adversarial activity. At-
tack vectors consists of a collections of linked
attack steps.

AttackStepDefinition A reusable generic description of an adver-
sarial activity. Attack steps are derived from
definitions

AttackVectorElement Ordering and context around an AttackStep to
form an AttackVector

AttackVector Ordered execution of AttackSteps
AttackTemplate A templatized version of an attack vector
Attacker Captures aspects of the expected adversary,

including the starting position
SideEffect As part of executing this attack, these specific

facts are added to the model
AttackType The type of attack being executed

Spoofing subclassOf AttackType. Illegally accessing and
then using another user’s authentication infor-
mation.

Tampering subclassOf AttackType. Malicious modifica-
tion of data

Repudiation subclassOf AttackType. Deny performing an
action without other parties having any way
to prove otherwise

InformationDisclosure subclassOf AttackType. Exposure of informa-
tion to individuals who are not supposed to
have access to it

DenialOfService subclassOf AttackType. Deny service to valid
users

ElevationOfPrivilege subclassOf AttackType. An unprivileged user
gains privileged access and thereby has suf-
ficient access to compromise or destroy the
entire system

Fig. 3. Example of an attack step that performs a network sniffing action

TABLE IV
ATTACK STEPS CURRENTLY MODELED IN ASR

Name Type Pre-Condition Post-Condition

Sniff Information
Disclosure

Access to network Knowledge
about observed
network flows

PortScan Information
Disclosure

Network
reachability

Knowledge
about listening
sockets

TCPConFlood Denial of
Service

Network
reachability &
Knowledge about
the target endpoint

Depletes file
descriptors at a
given rate

OSFingerPrint Information
Disclosure

Knowledge on lis-
tening socket on a
host

Knowledge
about host OS
specifics

GetRoot Elevation
of Privilege

Knowledge on
host OS and
listening socket

Root privilege on
host

ShutDownServer Denial of
Service

Knowledge on
host OS and
listening socket
Root privilege on
host

Server
unavailable

• Attack Vector Template: Preconceived structure of attack
vectors specifying sequences of types of attack steps that
have not been bound to specific instances.

Given these assumptions about the adversary, ASR will au-
tomatically identify all applicable attack vectors as a partially
ordered sequence of bound attack steps.

D. Mission Model

Mission models describe mission-critical flows between
actors and services at the application layer. The mission
models are a strict subset of process-layer system entities and
data flows contained in the system model. Table V shows the
main concepts in the ASR mission models.Mission metrics
evaluate the fitness of a specific mission within the context
of a collection of other models. Like system metrics, mission
metrics are evaluated along the two dimensions of cost and
security, and mission-critical flows can specify requirements
on the cost and security of information exchanges. Most
mission metrics are rated on a normal, degraded, fail scale. To
allow for quick and easy comparison of mission metrics among
multiple configurations, we provide a mission aggregate cost
index (ACI) and a mission aggregate security index (ASI),
which return the minimum score along all cost or security
concerns, respectively (i.e., if a single data flow fails a cost
or security requirement, the mission aggregate cost or security
index indicates a fail also). The individual metrics are provided
for comparison purposes so that it is easy for the user to
distinguish between a configuration that only has one or two
poorly performing components for this mission, and an overall
equally rated configuration whose every component is rated
degraded or fail for this mission. Finally, the mission security
and cost metrics are folded into an aggregate mission index
(AMI), similar to the ACI and ASI. The value of the AMI
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is fail if either the mission aggregate security or cost indices
evaluates to fail, and equals the mission aggregate cost rating
otherwise (this is because security is evaluated on a pass/fail
scale, while cost follows the user-defined three-band ranking
explained in detail below).

Mission performance is constrained through four threshold
values, p1latency, p2latency, p1throughput, p2throughput, that
describe lower and upper allowable thresholds for percentage
overhead rates on latency and throughput. Not all mission-
critical data flows must specify a lower and upper threshold,
and, if there is no requirement on a data flow, user-configurable
default threshold values will be used. These thresholds are
used to define the following three bands:

• Normal (platency < p1latency): The mission operates
within normal parameters, i.e. the greatest latency penalty
incurred is still less than the lower threshold.

• Degraded (p1latency <= platency < p2latency): The
mission can continue, though with sub-optimal outcomes,
i.e. the greatest latency penalty incurred is more than the
lower threshold but less than the maximum allowable.

• Fail (p2latency < platency): The mission cannot continue
and misses objectives, i.e. the greatest latency penalty
incurred exceeds the maximum allowed and the mission
performance will be unacceptable.

For example, the user can specify that a latency penalty of
up to 10% is acceptable if it allows for a more sophisticated
defense to be deployed with a mission, but a latency penalty
of 40% or more leads to unacceptable delays and jeopardizes
the mission. In this case, if the cumulative latency along some
mission-critical data flows does not exceed 110% of the normal
value, these data flows are rated as normal; if the latency
exceeds 110% but is below 140%, corresponding data flows
are rated as degraded; and if the latency is over 140% of
the original value, those data flows are rated as fail. The
throughput calculations are analogous, with the exception that
a penalty means a decrease, not an increase, in throughput.

Mission security requirements specify any required secu-
rity attributes, which are delineated among confidentiality,
integrity, and availability. Not all mission-critical data flows
must specify a security requirement and if no requirement
is specified, the data flow is not considered when evaluating
mission security. Security metrics are evaluated on a binary
scale where a data flow either meets its security requirement
or violates it. A data flow is considered to violate a security
requirement if an attack step can compromise that requirement.

For example, since all attack steps are categorized using
STRIDE, if an attack step contributes to a denial of service on
a data flow and that data flow has an availability requirement,
the requirement is violated. If the same data flow also has
confidentiality or integrity requirements, those are evaluated
separately with respect to other attack steps that might compro-
mise them. If at least one mission-critical data flow is found to
violate a security-related requirement, that requirement is rated
as fail for the entire mission. For example, if there are three
data flows with integrity requirements and only one of them
violates a requirement, then the mission still gets a fail score

for integrity. If any of the individual percentages of data flows
that fail for confidentiality, integrity or availability are greater
than zero, the mission aggregate security index consequently
evaluates to a fail score on security overall.

TABLE V
MAIN MISSION MODEL CONCEPTS

Resource Description
Mission Description of mission requirements over data flows
Requirement Specifies thresholds for cost and minimum security

requirements for a data flow
MetricType Type of mission metrics
Integrity ⇢ MetricType. Security constraint
Availability ⇢ MetricType. Security constraint
Confidentiality ⇢ MetricType. Security constraint
Latency ⇢ MetricType. Cost constraint via performance impact
Throughput ⇢ MetricType. Cost constraint via performance impact

E. Defense Model
The defense models describe which static and dynamic

defenses are in place, what elements of the system they protect,
what types of coverage they provide, and what cost is incurred.
A single defense model can incorporate multiple defenses.
Table VI shows the main concepts associated with models of
cyber defenses. Different defenses operate over different types
of nodes and thus the coverage relationship from a defense
has a range of type Entity, which in the ASR ontologies
inheritance hierarchy is the parent of all system-level nodes
(processes, hosts, NICs, etc.). In this way, MTDs from Address
Space Layout Randomization (ASLR) to IP Hopping can all
integrate with the system model in a uniform manner, despite
the fact that they protect very different elements. Defenses
can be modeled both abstractly, such as a generic definition
for a firewall, and at the specific implementation level (e.g.,
IPTables).

Thanks to the ability of OWL to incorporate inheritance,
we can reap the benefits of reuse. We can define a generic
IP hopping MTD that describes the capabilities and require-
ments common to all IP hopping defenses, and extend this
definition to minimize the effort needed to model any specific
implementations of an IP hopping defense. We can even

TABLE VI
MAIN DEFENSE MODEL CONCEPTS

Resource Description
Defense Description of cyber defense mechanism
DefenseType Categorization into different types of defenses
Cost Characterization of the overhead defense incurred
Degradation ⇢ Cost. Reduction in metric.
Requirement Prerequisite requirements for installing the defense
Setup Description of the defense’s configurable items
Protection Security guarantees provided by the defense
Reconfiguration-
Detail

Description of dynamic behavior associated with
MTDs

ProtectionDetail Description of target entities being covered by defense
Randomization-
Detail

Description of the randomization space
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analyze this generic instance without reference to a specific
implementation to provide insight into how the entire class of
defenses operates. In order to support the dynamic nature of
MTDs, the defense model provides support for the proactive
elements of a defense to be described. An IP hopping MTD
may be configured to change IP addresses of the included
NICs every 5 minutes, for example.

Our current approach divides MTDs into three main kinds,
and Table VII shows the set of proactive defenses currently
modeled in ASR that cover two of the three categories:

1) Time-bound observable information on targets. In this
category, MTDs place limits on the useful life of in-
formation obtained in an execution step for use in a
later execution step. IP Hopping in the context of TCP
Connection flooding is an example of this.

2) Masquerade targets. MTDs in this category make a target
look like another kind of target, causing an adversary to
spend extra cycles. OS masquerading is an example of
this effect.

3) Time-bound footholds. MTDs in this category reset the
escalated privileges that an attacker has built up along
the middle of an attack path. An example of this is the
use of virtualization and watchdogs to proactively and
continuously restart VMs to clear out corruption.

TABLE VII
DEFENSES CURRENTLY MODELED IN ASR

Name Kind Requires Side Effect

IPHopping Time-bound
observable

Network
Endpoints

IP changes at
fixed intervals

OS Masquerading Masquerade Host OS image Host OS image
fake

OS Hopping Time-bound
observable

Multiple OSs
compatible with
applications

Host changes at
fixed intervals

F. Metrics Model
The metrics model enumerates all ASR metrics and defines

each metric’s name, the domain over which it is executed,
and the SPARQL query used to compute it. ASR computes a
diverse set of both system- and mission-based metrics over a
configuration. Most metrics are computed by querying other
models (e.g., to count the total number of listening endpoints
or of attack vectors found). Some metrics are post-processed to
compute statistical attributes such as mean (e.g. to compute the
average estimated duration of an attack vector) or maximum
or minimum values (e.g., to find the shortest attack vector).

These metrics are meant to give the user an overview
of how well a system is protected against a set of attacks
executed by a modeled adversary, as well as what costs (in
terms of latency and throughput) are incurred by the modeled
defenses. To facilitate this cost-benefit analysis, ASR provides
users with some index metrics that can be used to judge
a configuration’s fitness at a glance, and compare fitness
between alternative solutions. Figure 4 illustrates how the

Fig. 4. High-level ASR metrics

metrics are separated into security- and cost-related concerns
along one axis, and along system- and mission-wide metrics
along the other axis. Security and cost are frequently at
odds, with higher security necessitating a more expensive
defense. A single value may therefore be misleading to a
user because it could either represent the ideal case of high
security and low cost, or the clearly undesirable outcome of
low security and high cost. For these reasons, ASR provides
the user with a separate single-value index reflecting the cost
of any deployed defenses (the Aggregate Cost Index, ACI)
and another single-value index reflecting the security score
of the current configuration (the Aggregate Security Index,
ASI). If a mission model is specified, a third index reflecting
the fitness of the configuration with respect to mission goals
is also computed (the Aggregate Mission Index, AMI). The
index metrics are composed of several lower-level metrics,
as shown in Figure 5. The desired metrics are specified in
an OWL ontology, which is user-extensible and customizable.
The metric computation is done through SPARQL queries for
both simple and aggregate metrics, and the Jena API is used
to invoke the metric computation from the ASR server and
store the results.

Aggregate'Security'Index'(ASI)
• Attacker(Workload:
Minimum(length(of(attack(vectors

• Coverage(over(known(attacks:(
Number(of(attack(vectors

• Coverage(over(unknown( attacks:
Number(of(entry(points(and(exit(points

• Probabilistic(time@to@fail:(
Duration(distributions(of(attack(vectors(
and(estimated(probability(of(attack(success

Aggregate'Cost'Index'(ACI)
• Latency:
Overhead(on(critical(flows

• Throughput:
Overhead(on(critical(flows

Aggregate'Mission'Index'(AMI)
• Latency(&(Throughput:
Resource(use(on(critical(flows

• Confidentiality|Integrity|Availability:
Required(security(on(critical(flows

Security Cost

Mission

Integer Integer

Pass|Degraded|Fail

Fig. 5. The ASR index metrics take into account many submetrics

IV. EXEMPLAR APPLICATION OF THE ONTOLOGIES

To evaluate the modeling and reasoning performed by
ASR, we developed an enterprise information sharing scenario
involving several servers and both mobile and wired networks.
Figure 6 shows the main actors participating in the scenario
together with their interactions. An InformationProducer (e.g.,
a web camera) is sending videos and still images to a Website,
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Fig. 6. Example information sharing scenario used to validate the approach

which in turn disseminates both video and images to two
clients: an Information Consumer over a 4G mobile network
and an Information Monitor over a Local Area Network. The
Website is connected to an Image Database for persistence of
images received. Finally, an Administrator can change settings
on the Website through an administrative client.

A. Instance Models
Transcription of the components mentioned in the scenario

involves creating instance models that are consistent with the
ASR ontologies. To do this, we first define prefix shortcuts for
name spaces as follows, using TURTLE:
@prefix demo1: <http://www.bbn.com/asr/demo1#> .
@prefix def: <http://www.bbn.com/asr/def#> .
@prefix sm: <http://www.bbn.com/asr/sm#> .
@prefix IPHop: <http://www.bbn.com/asr/iphop#> .
@prefix owl: <http://www.w3.org/2002/07/owl#> .
@prefix rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#> .
@prefix xsd: <http://www.w3.org/2001/XMLSchema#> .

The “Acme Website” host and its components can be
expressed as:
% Acme Website from Figure 6
demo1:AcmeServer1
rdf:type sm:Host ;
rdf:type owl:Thing ;
sm:contains demo1:Endpoint2 ;
sm:contains demo1:ACME1 ;
sm:hasImage demo1:OperatingSystem_1 .

% Process running on the Acme Website Server
demo1:ACME1
rdf:type sm:Process ;
rdf:type owl:Thing ;
sm:connectsTo demo1:Endpoint2 .

% NetworkEndpoint that ACME1 process connectsTo
demo1:Endpoint2
rdf:type sm:ListeningEndpoint ;
rdf:type sm:NetworkEndpoint ;
rdf:type owl:Thing ;
sm:connectsTo demo1:MNE2 ;
sm:hasResource sm:FileDescriptorPool_1 .

% Acme Website’s MNE on the 4G Mobile Network
demo1:MNE2
rdf:type sm:MNE ;
rdf:type owl:Thing .

The MNE is plugged into a Mobile Network and there is a
network flow coming in over that network that is expressed at
three distinct layers that are linked through the “via” property.
% 4G Mobile Network from Figure 6
demo1:MobileNetwork1
rdf:type sm:WAN ;
rdf:type owl:Thing ;
sm:contains demo1:MNE1 ; % Information Producer’s MNE
sm:contains demo1:MNE2 . % Acme Website’s MNE

% Process-layer data flow from IP1 to ACME1
demo1:pDataFlow1
rdf:type sm:DataFlow ;
rdf:type owl:Thing ;

% Process on Acme Website defined above
sm:destination demo1:ACME1 ;

% Process on Information Publisher from Figure 6
sm:source demo1:IP1 ;
sm:via demo1:nDataFlow1 .

% Underlying network-layer data flow
demo1:nDataFlow1
rdf:type sm:DataFlow ;
rdf:type owl:Thing ;
sm:destination demo1:Endpoint2 ;
sm:source demo1:Endpoint1 ;
sm:via demo1:gDataFlow1 .

% Underlying physical-layer data flow
demo1:gDataFlow1
rdf:type sm:DataFlow ;
rdf:type owl:Thing ;
sm:destination demo1:MNE2 ;
sm:source demo1:MNE1 .

An Internet Protocol Address randomization (IP Hopping)
defense is installed to cover the data flow between Endpoint 1
(the Information Producer) and Endpoint2, the Acme Website.
The defense adds an additional data flow and processes for
key synchronization. It also specifies necessary setup and
configuration details and the incurred costs.
def:IPHopping1
rdf:type def:Defense ;
def:adds IPHop:DataFlow_pKeySharing ;
def:adds IPHop:IPHoppingProcess_ACME ;
def:adds IPHop:IPHoppingProcess_InfoProducer ;
def:atCost IPHop:Cost_1 ;
def:provides IPHop:Protection_1 ;
def:requires IPHop:Setup_1 .

IPHop:Protection_1
rdf:type def:Protection ;
def:for demo1:Endpoint1 ;
def:for demo1:Endpoint2 ;
def:inSupportOf def:Confidentiality ;
def:inSupportOf def:Discoverability ;
def:through def:Randomization ;
def:withSpecific IPHop:RandomizationDetail_1 .

IPHop:RandomizationDetail_1
rdf:type def:RandomizationDetail ;
def:disruptionLatency "5"ˆˆxsd:float ;
def:interval "10000"ˆˆxsd:float ;
def:space 6 .

IPHop:Setup_1
rdf:type def:Setup ;
def:includes demo1:Endpoint1 ;
def:includes demo1:Endpoint2 .

IPHop:Cost_1
rdf:type def:Cost ;
def:impactOn IPHop:Latency_1 .

IPHop:Latency_1
rdf:type def:MetricType ;
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def:forProperty def:Latency ;
def:increase "0.3"ˆˆxsd:float ;
def:on demo1:nDataFlow1 .

Further details and content for the remaining models, in-
cluding attack steps, adversary, metrics, and mission, are
included in the appendix to this paper and available at https:
//ds.bbn.com/projects/asr.html .

B. Quantification Results
To first step in quantifying an attack surface is creating a

configuration containing the five model types and the metrics:
C = (system, defense, attack, adversary,mission,metrics)

The purpose of this evaluation was to study the impact of
varying the hopping interval of one particular IP Hopping
defense between slow and fast. To achieve this, we created
three separate configurations where the only variable was the
defense, as follows:

1) Cbase = (sm1,?, as1, ap1,mi1,me1)

2) Cdef1 = (sm1, IPHopSlow, as1, ap1,mi1,me1)

3) Cdef2 = (sm1, IPHopFast, as1, ap1,mi1,me1)

Analyzing these three configurations using the ASR reason-
ing algorithms [2] yields the results shown in Table VIII. As a
reminder, these index metrics are computed as weighted sums
of several terms, as shown in Figure 5. Note that IPHopSlow
in Cdef1 and IPHopFast in Cdef2 both add considerable
cost compared to the base configuration, which contains no
defense. This makes sense intuitively, since the latency penalty
incurred by a defense with a shorter randomization interval
(in this case, an IP Hopping defense that hops faster) is
higher than the latency incurred by a defense with a longer
randomization interval. The base configuration has no defenses
deployed, so there is no latency penalty incurred and its ACI
is therefore 0.

TABLE VIII
RESULTS OF ANALYSIS PERFORMED ON CONFIGURATIONS

Config ASI ACI AMI
Cbase 49.55 0 FAIL
Cdef1 51.03 15.0 FAIL
Cdef2 121.4 21.25 FAIL
Cmin MAX 21.25 DEGRADED

Also note that as IPHopSlow in Cdef1 does not offer a
significant security gain over the base configuration whereas
IPHopFast in Cdef2 doubles the ASI with respect to the
base model. This is because in addition to submetrics that
are computed over the base ontological models and do not
change between the two configurations (such as the number
of entry and exit points), the ASI also takes into account the
probabilistic vector impact, which consists of vector dura-
tion distributions and their estimated probability of success.
Intuitively, it makes sense that an IP Hopping defense that
hops more frequently would provide better protection against
a comparable adversary, since the adversary would have less
time to complete a successful attack and would therefore be
less likely to succeed. Figure 7 gives a primer on how the

probability of success of attack steps and vectors is computed
using the underlying ontologies.

For this example, suppose an attack step requires from 1 to
4 seconds to be successful (the duration distribution is part of
the attack model) and we have a defense that hops every 1 to
3 seconds (this information is in the defense ontology). If the
defense hops before the attack finishes, then the defense wins,
else the attacker wins. Let us assume (for ease of computation)
that both the attack step duration and the defense hopping
interval are uniform random variables, which means that any
number in the stated time range is equally likely and this will
be captured in the sample data points. We also assume that
these random variables are independent; intuitively this means
that the attacker cannot detect when a hop has occurred and
launch the attack immediately after the hop (which would
give the attacker an unfair advantage). For this example, the
probability density function for attack time needed will be

• pattackDuration(x) =
1
3 8x | 1  x  4, and

• pattackDuration(x) = 0 8x | x > 4 or x < 1.
Similarly for defense we approximate
• pdefenseHoptime(y) =

1
2 8y | 1  y  3, and

• pdefenseHoptime(y) = 0 8y | y > 3 or y < 1.
Lastly, the probability that the defense wins is computed as:P
(pattackDuration(x) ⇥ pdefenseHoptime(y)), 8x, y | x > y,

which equals %66.7. Graphically, this is the normalized area
to the right of the line y = x in Figure 7, which represents the
probability that the defense hops faster than attacker is able
to successfully complete his attack.

Fig. 7. A graphical representation of probability reasoning in ASR. The x axis
represents the randomization interval of the defense. The y axis represents the
duration distribution of an attack step that the defense is protecting against.

In addition to computing metrics, the ontologies are pivotal
for another important innovation of ASR, its ability to semi-
automatically minimize attack surfaces [2]. Minimization is
supported through inspection and inference over all ontologies
in a configuration. Two different modalities of attack surface
minimization are supported:

• System minimization can find either entities that are not
used within a system model (for instance an extraneous
listening endpoint that no other endpoint connects to).

• Mission minimization, if a mission model is specified for
a configuration, can find entities that are not defined to
be mission-critical (e.g., an administrative interface that
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is only used for the initial configuration of the system
and never used during a mission).

Using the ontological models comprising a configuration
and these two minimization modalities, ASR identifies all
entities that can be safely removed and presents them to the
user for selection. The user can select any or all of these
entities to remove, and can save the minimized configuration
for further inspection and analysis. Because removed entities
may connect to other entities within the ontologies (e.g., an
unused endpoint that is removed may result in an unnecessary
process and its containing host, if they are not used for
any other purposes), a second round of minimization may
be necessary to remove all extraneous entities. The fourth
configuration, Cmin, in Table VIII is the fully minimized (i.e.
with all extraneous and non-mission-critical entities removed)
version of Cdef2. Since the minimized configuration no longer
contains all the entities that are not necessary (for instance,
the Administrator host and associated processes, endpoints,
and data flows), it has fewer entry points for an adversary to
exploit and results in a higher security metric.

In all but the Cmin configuration, the Aggregate Mission
Index, AMI, is “FAIL.” This is because none of them com-
pletely eliminate the attack vectors that threaten mission-
critical resources. Only after minimization are all vectors are
eliminated (thus the ASI score of “MAX”). The AMI is a
single rating of mission health with respect to both security
and cost and a single failing score on any requirement results
in a failing score for the AMI. After minimization, the AMI
improves from the initial “FAIL” score (initially the mission
fails because of violated security requirements on mission-
critical flows) to a “DEGRADED” score (the mission now
passes all security requirements, but is “DEGRADED” on
cost requirements). Intuitively, we have removed the security
vulnerabilities that threatened the mission through deploying
a faster defense and minimizing the attack surface. However,
the improvement is only partial (the mission’s rating is still
“DEGRADED,” not “PASS”) due to the increased latency
penalties incurred on mission-critical flows by an IP Hopping
defense that hops more frequently.

We evaluated the runtime of the analysis algorithm with
randomly generated models where the complexity of the
models (i.e. number of hosts and other system entities and
the number of available attack steps) vary in a controlled way.
The points on the graph are averages of 5 runs for the same
complexity configurations. The analysis time was measured on
a MacBook Pro 2.8 GHz Intel Core i7 with 16 GB of RAM.
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Fig. 8. ASR analysis runtime over system models of varying complexity

V. CONCLUSION

While it is common understanding that systems have attack
surfaces and that those surfaces need to be minimized, the cy-
ber security community has until now lacked a structured and
generalizable approach for modeling attack surfaces and ex-
pressing associated security, cost, and mission impacts through
concrete metrics. This paper presents ontologies including
semantic models of attacks, systems, defenses, missions, and
metrics, and supporting algorithms that quantify and minimize
attack surfaces. An application of the ontologies on a concrete
information-sharing demonstration scenario is also presented.

Next steps include extending coverage of the defense mod-
els beyond MTDs to include more traditional defenses, e.g.,
firewalls, VPNs, and host- and network-intrusion prevention
systems. Furthermore, we plan to generate system models of
realistic size systems, such as a model of the BBN network,
which comprises hundreds of machines. Finally, we plan to
improve the ontologies by including feedback provided by the
cyber security research community.
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Abstract—Human behavioral factors are fundamental to under-
standing, detecting and mitigating insider threats, but to date 
insufficiently represented in a formal ontology. We report on the 
design and development of an ontology that emphasizes individu-
al and organizational sociotechnical factors, and incorporates 
technical indicators from previous work. We compare our ontol-
ogy with previous research and describe use cases to demonstrate 
how the ontology may be applied. Our work advances current 
efforts toward development of a comprehensive knowledge base 
to support advanced reasoning for insider threat mitigation. 

Keywords— insider threat; sociotechnical indicators ontology; 
domain knowledge representation; SME knowledge modeling; hu-
man behavioral modeling; domain knowledge sharing 

I. INTRODUCTION 
Government and corporate organizations alike recognize 

the serious threat posed by insiders who seek to destroy, steal 
or leak confidential information, or act in ways that expose the 
organization to outside attacks. A widely accepted definition of 
the insider threat is “a current or former employee, contractor, 
or other business partner who has or had authorized access to 
an organization’s network, system, or data and who 
intentionally (or unintentionally) exceeds or misuses that 
access to negatively affect the confidentiality, integrity, or 
availability of the organization’s information or information 
systems” [1]. More generally, the insider threat may be defined 
in terms of internal risks to physical and human assets as well 
as organizational information. In light of recent government 
initiatives, Executive Order 13587 [2], and the National Insider 
Threat Policy that specifies minimum standards for establishing 
an insider threat program, there is increasing acknowledgment 
of the need to develop formal frameworks to represent and 
analyze vast amounts of data that may be collected by insider 
threat monitoring and mitigation systems. There is a notable 
lack of standards within the insider threat domain to assist in 
developing, describing, testing, and sharing techniques and 

methods for detecting and preventing insider threats [3]. The 
present research is directed toward a systematic and 
comprehensive representation of concepts in the insider threat 
domain that will support reasoning and threat assessment 
models. 

II. BACKGROUND 
Research on insider threat has sought to develop models 

and tools to identify individuals who pose increased insider 
threat risk. Most mitigation approaches focus more narrowly on 
(a) detecting unauthorized user activity and anomalous activity 
that may be malicious; and (b) preventing data exfiltration. 
Typical approaches attempt to prevent unauthorized access 
through the use of firewalls, passwords, and encryption. That 
is, they are primarily based on the tools and technology used to 
thwart external attacks. Unfortunately, these security measures 
will not prevent authorized access by an insider.  

Because a key element of insider threat is a “trusted” 
perpetrator with authorized access to organizational assets, 
monitoring and analysis approaches should not only address 
suspicious host/network activities (identifying so-called 
technical indicators) but also seek to identify broader aspects of 
human behavior, motivation, and intent that may characterize 
malicious insider threats. Thus, as noted in [4], approaches 
should seek to identify attack-related behaviors that include 
deliberate markers, preparatory behaviors, correlated usage 
patterns, and even verbal behavior and personality traits, all of 
which can be pieced together to detect potential insider threats. 
While a number of researchers [5-9] recommend including 
behavioral indicators that may be accessible to organizations 
prior to an attack, tools and methods that incorporate formal 
representations of these human behavioral factors are rare 
(exceptions are models described in [10-12]). The research and 
operational security communities require a comprehensive 
knowledge base of technical and behavioral indicators to 
stimulate the development of more effective insider threat 
mitigation systems. Existing ontologies include a knowledge Research reported here was supported under IARPA contract 2016-

16031400006.  The content is solely the responsibility of the authors and does 
not necessarily represent the official views of the U.S. Government. 
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base for technical indicators of insider threat [3][13] and a hu-
man factors oriented ontology for cybersecurity risk [14]; our 
work extends [13] and complements [14] by further specifying 
individual human and organizational sociotechnical factors.  

III. OBJECTIVES 
The objective of this research is to develop a formal 

representation of our current understanding of factors 
underlying insider threats, particularly relating to individual 
behavioral and psychological indicators and constructs reflect-
ing organizational factors. The work to date complements and 
extends extant insider threat ontology frameworks. First, it adds 
substantial detail (depth) to existing insider threat ontology 
frameworks that focus on cyber/technical constructs. Second, it 
defines formal ontological representations of individual and 
organizational sociotechnical constructs, which are insufficient-
ly represented in current ontological frameworks. The use of a 
formal, standardized language (ontology) for expressing 
knowledge about the insider threat domain facilitates 
information sharing across the insider threat research 
community and supports model development. A longer term 
goal is to inform the development of ontology-based reasoning 
systems and models to support insider threat detection and 
mitigation.  Adopting and using more comprehensive, formal 
ontological representations will also facilitate the systematic 
construction of scenarios that may be used in exercising and 
validating insider threat detection models. 

IV. APPROACH 
Our approach consisted of (a) developing a hierarchical 

taxonomy for insider threat risk that can be applied generally to 
all types of organizations; and (b) migrating the taxonomy into 
a formal ontology for insider threat risk. Care was taken to 
compare our representation with existing frameworks (par-
ticularly the ontology developed by Carnegie Mellon 
University's Computer Emergency Response Team CERT  
[13]) to maximize consistency and interoperability among 
formulations across the research community. Our approach to 
ontology development seeks to extend the ontological 
framework by incorporating probabilistic methods to express 
and reason with uncertainty, i.e., this work will inform the 
development of a probabilistic ontology to support reasoning 
about insider threat risk. 

A. Taxonomy Development 
A well-defined taxonomy provides an initial hierarchy of 

domain concepts as a starting point for our insider threat ontol-
ogy. The taxonomy is based on a systematic review, analysis 
and synthesis of existing research, case studies and guidelines 
that have been produced by the insider threat research 
community. Continually being expanded at the leaf nodes, the 
current taxonomy is 6-7 levels deep. There are 262 unique fac-
tors (leaf nodes) defined across the entire taxonomy: a total of 
223 constructs defined for the individual factors and 39 for the 
organizational factors. Our class structure overall contains 
more than 350 constructs. 

At the highest level we distinguish individual human 
factors from organizational factors. Individual human factors 

reflect behaviors, attitudes, personal issues, sociocultural or 
ideological factors, and various biographical factors that may 
indicate increased risk. The individual level also differentiates 
psychological traits from dynamic states, consistent with find-
ings that these two constructs are reliably distinct despite their 
admitted overlap (e.g., [15-16]) and with the diverse body of 
psychological research that hinges on (e.g., [17-19]) or capital-
izes on (e.g., [20-21]) that distinction.  This detailed branch of 
the taxonomy reflects a substantial body of work by a diverse 
set of researchers and practitioners focusing on psychosocial 
factors underlying insider threats (e.g., [5], [7-9], [22-33]). The 
constructs that comprise this branch are listed in Table I, which 
shows the main factors (or classes) in column 1 and sub-classes 
(in italics) in column 2. Column 2 also includes illustrative 
descriptions or instances that reflect lower-level constructs (not 
exhaustive). In column 1 we also indicate a count of the total 
number of constructs defined at the leaf node level for each 
class, to provide a sense of the extensiveness of the taxonomy. 

TABLE I.  CONSTRUCTS COMPRISING INDIVIDUAL HUMAN FACTORS  

Class(a) Sub-Class and Instances 
Concerning 
Behaviors 
(140) 

Boundary Violation -- Concerning work habits, attend-
ance issues, blurred personal/professional boundaries, 
threatening/intimidating behaviors, boundary probing, 
social engineering, minor policy violations, travel policy 
violations, unauthorized travel, unauthorized foreign 
travel, change in pattern of foreign travel, security viola-
tions 
Job Performance – Cyberloafing, negative evaluation 
Technical/Cyber Violation – Concerns about: authentica-
tion/ authorization, data access patterns, network patterns, 
data transfer patterns, command usage, data dele-
tion/modification, suspicious communications 

Life  
Narrative 
(34) 

Criminal Record – Court records 
Financial Concerns – Lifestyle incongruities (unex-
plained affluence, etc.), risky financial profile (bankrupt-
cy, large expenses-to-income ratio, bounced/bad checks, 
credit problems) 
Personal History – Demographics, employment, educa-
tion background, major life events, health status, marital 
history, U.S. Immigration/citizenship status 

Ideology 
(9) 
 

Disloyalty – Behaviors or expressions of disloyalty to the 
organization or to the U.S. government [2, 6] 
Radical Beliefs – Radical political beliefs, radical reli-
gious 
Unusual Contact with Foreign Entity –Unreported con-
tact with foreign nationals 

Dynamic 
State 
(14) 
 

Affect – Excessive anger/hostility, disengagement, mood 
swings 
Attitude – Lack of motivation, overly competitive, ex-
presses feelings of disgruntlement with job, overly criti-
cal, resentful, defensive 

Static Trait 
(25) 
 

Personality Dimensions – Neuroticism, disagreeableness, 
low conscientiousness, excitement seeking, honesty-
humility on six-factor personality scale 
Other Personality Traits – Characteristics associated with 
maliciousness or vulnerability to exploitation (Machiavel-
lianism, narcissism, psychopathy, sadism, authoritarian-
ism, social dominance orientation) 
Temperament – Various temperament issues that may be 
observed/reported by coworkers – Big ego, callousness, 
lack of empathy, lack of remorse, manipulativeness, 
rebelliousness, poor time management, preoccupation 
with power/grandiosity 

(a) In parentheses is the total # of sub-classes or instances populated to date 
within the class 
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Organizational factors focus on organizational and 
management practices, policies, and work setting 
characteristics that influence worker satisfaction, attitudes, 
safety, or protection/vulnerabilities of assets. These factors 
have received much attention by organizations that publish best 
practices—indicating situations or conditions that contribute to 
an increased likelihood of insider threats within an 
organization. Although they may play a role in triggering mali-
cious or unintentional insider threats, these factors have not 
generally been identified in insider threat ontologies to date. 
This branch of our taxonomy was constructed by consulting the 
broad and diverse literature on industrial/organizational 
psychology and human error research, including [34-36] and 
relevant discussion of these factors in the context of workplace 
violence and insider threat (e.g., [37-38]). Table II lists classes 
and sub-classes defined to date for organizational factors.  

TABLE II.  CONSTRUCTS COMPRISING ORGANIZATIONAL FACTORS  

Class(a) Sub-Classes 
Security Practices 
(14) 
 
 

Communication/training 
Policy clarity 
Hiring 
Monitoring 
Organizational justice 
Implementation of Security Controls 

Communication Issues 
(2) 

Inadequate procedures/directions 
Poor communications 

Work Setting (Man-
agement Systems)  
(6) 
 
 
 

Distractions 
Insufficient resources 
Poor management systems 
Job instability 
Lack of career advancement 
Poor physical work conditions 
Organizational changes 

Work Planning and 
Control 
(13) 
 

Job pressure/job stress 
Time factors/unrealistic time constraints 
Task difficulty 
Change in routine 
Heavy or prolonged workload 
Insufficient workload 
Conflict of work roles 
Work role ambiguity 
Lack of autonomy 
Lack of decision-making power 
Irregular timing of work shifts 
Extended working hours 
Lack of breaks 

Mitigating Factors 
(4) 
 
 

Flexible work schedule 
Employee Assistance Plan 
Effective staff training and awareness 
Reporting mechanism 

(a) In parentheses is the total # sub-classes or instances populated to date within 
the class 

B. Ontology Development Approach 
To date, insider threat ontology development has focused 

primarily on technical factors (e.g., [13]). In contrast, our 
approach is grounded in an extended problem space that in-
cludes methods, motivation, psychology, and circumstances of 
human behavior. As noted by previous authors (e.g., [13]), 
behavioral aspects of insider threat can be an extraordinarily 
complex domain to model. There are many overlapping con-
cepts (e.g., state and trait anger), many providing little meaning 
in isolation (e.g., surfing the web vs. surfing the web instead of 

working). Our task has been to contextualize behaviors with 
related concepts (e.g., underlying motivations and personality 
traits) that allow the cataloging of information pertaining to 
both the insider threat incident and the insider. Through this 
catalogue of information, researchers and organizations can 
index cases and gain further insight into common attack vectors 
driven by human behavior. Our ontology extends previous 
work [3][13][14] in two ways: (a) adding more detail to the 
technical indicator branch of the ontology and (b) adding 
material focusing on individual behavioral and organizational 
factors. 

Our approach is to migrate our taxonomy into a formal on-
tology expressed in the popular OWL-DL ontology language.  
OWL-DL balances expressiveness (ability to represent many 
kinds of domain entities and relationships), computational 
properties (conclusions are guaranteed to be computable in 
finite time), and functionality for drawing inferences from as-
serted facts. Enumeration of (potentially hundreds of) Compe-
tency Questions (CQs) for our ontology serves as a require-
ments specification as well as a means of testing the ontology 
implementation. An example of a simple CQ is “What are the 
components of class Attitude?” A more complex CQ is “What 
factors are associated with the observables attendance prob-
lems, unauthorized personal use of work computer, and hos-
tile? The CQs may be evaluated using SPARQL queries. Our 
OWL-DL implementation will enable automated inferences 
about class relationships. For example, from the assertion that 
an individual belongs to class Aggressive and class Manipula-
tive, the reasoning engine can infer that the individual fulfills 
the membership conditions of class Threat. 

V. ONTOLOGY IMPLEMENTATION 

A. Ontology Methods 
Following widely recognized guidelines for ontology de-

velopment [39], we used the Methontology ontology engineer-
ing methodology [40], which enables construction at the con-
ceptual level and allows for development, re-use, or re-
engineering of existing ontologies. In the Specification phase 
we defined the purpose of the ontology, its intended uses and 
its end users. In the Conceptualization phase we structured the 
domain knowledge into meaningful graphical models. In the 
Formalization phase we represented our conceptual models as 
a formal or semi-computable model. The Implementation phase 
supports the ontology development in the Web Ontology Lan-
guage (OWL). Updates and corrections take place in the 
Maintenance phase. Our development also included supporting 
Methontology activities of Knowledge Acquisition, Evaluation 
(verification and validation that the ontology represents the 
domain), Integration (reuse of other available ontologies), 
Documentation, and Configuration management. We also 
adopted IDEF5 methods in conceptualization and formalization 
phases to acquire knowledge and develop graphical knowledge 
representation models. We implemented our taxonomy using 
an off-the-shelf ontology development tool (Protégé).  

By default, the Protégé tool does not assume that classes are 
mutually exclusive. This is useful when concepts are most 
meaningful in combination. For example, high absenteeism, a 
weak indicator by itself, is made stronger in association with 
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other concerning factors [32], but the risk is mitigated when 
associated with documented illness, vacation or maternity 
leave. As another example, relaxation of the assumption of 
mutual exclusivity is especially useful when considering vari-
ous correlated psychological or personality characteristics such 
as those defined in the Five Factor Model (FFM) of personality 
traits [41]. There are numerous well-supported relationships 
between dimensions of personality and various types of coun-
terproductive work behavior [28].  

B. Description of the Ontology Classes 
We began by formalizing the hierarchy of concepts 

provided by the taxonomy discussed in Section IV-A, and 
translating the hierarchy into parent-child relationships of 
classes in our ontology. Classes represent objects with similar 
structure and properties Classes are arranged hierarchically; 
those without further subcategories are termed leaf nodes. 
Individuals in the ontology represent instances of classes.  
Class relationships other than parent-child are derived from the 
research literature, available material on insider threat cases, 
and the experience and judgment of subject-matter experts 
within the development team. As reuse of previous knowledge 
models is a key advantage of ontologies and an encouraged 
practice in ontology engineering, we included as much 
information from previous work as possible, especially the 
recent ontology developed by CERT [3][13]. In particular, the 
Actor, Asset, Action, Event, Temporal Thing and Information 
class structures are adopted in total. Selected classes from the 
Unified Cyber Security Ontology [42] were also incorporated 
into our ontology. For example the idea of “Consequence” 
class is adopted by our ontology but renamed to Outcome class 
since this terminology is more consistent with the insider threat 
cases scenario template used by CERT. The concepts of 
Vulnerability (e.g., [6]) and Catalyst/Trigger events (e.g., [43-
44]) are also formalized as classes in our ontology. To capture 
the temporal information involved in insider threat cases, we 
imported the Temporal Interval class from the CERT ontology.  

Figs. 1-3 show the hierarchy of classes in our ontology, as 
implemented in the Protégé tool. The ontology is derived from 
the extensive taxonomy described in Section IV-A. Due to 
space constraints we depict only selected classes with detail 
restricted to the 4th level of the hierarchy. A comparison of 
Tables I and II with Figs. 1-3, shows how the class hierarchy in 
the ontology represents the organization of domain concepts in 
the taxonomy. Fig. 1 shows how the ontology accounts for both 
malicious and non-malicious (unintentional) insider threats. 
Importantly, we distinguish between actions performed by em-
ployees (as insiders) and actions performed by organizations 
(which may, for example, include poor institutional policies 
and/or security practices as well as inadequate or exacerbating 
responses to potential threats). At the same root level we also 
include classes such as Industry, Insider Threat Risk, Effect, 
Location and Outcome as attributes of the organization. 
Industry may account for differences in organizational rules, 

regulations and policies that differ across industry sectors. The 
Effect class captures information about the impact of the insider 
criminal activity on the organization(s), for example the action 
of injecting a virus into an enterprise network can induce a 
malfunction in other workstations on the network and/or a full 
network shutdown. The concept of the consequences of an 
attack is captured by the Outcome class, for example the 
shutdown of the network has an outcome of a halt of 
organization’s operations and thousands of dollars of loss. The 
Location class encapsulates geographic information about the 
source of an attack. The Insider Threat Risk class captures the 
threat level that would be associated with the individuals of the 
Actor class based on the inference performed over the 
ontology.  

Fig. 2 expands the Human Factor node of Fig. 1, and Fig. 3 
expands the Organizational Factor node. Inspection of the 
human psychosocial factors in Fig. 2 reveal classes (and 
associated sub-classes) that correspond to elements of the 
taxonomy. Acknowledging the Capability-Motive-Opportunity 
(CMO) model (e.g., [4]), which postulates that the perpetrator 
of an attack must have the capability, motive, and opportunity 
to commit the attack, we include these constructs as classes in 
the ontology. Full implementation of CMO constructs is de-
ferred for future efforts to define relationships among these 
classes.  

Fig. 1. Top-Level Classes 

STIDS 2016 Proceedings Page 22



The capability to conduct an attack is in part dependent on 
an individual’s knowledge/skills/abilities that are represented in 
certain human behavioral factors (cf [14]), particularly the Bio-
graphical Data subclass within the Life Narrative factors class. 
Motive (or motivation) may be represented within the Intention 
class (and its malicious or non-malicious subclasses) in Fig 1; it 
is also related to psychological characteristics or 
predispositions such as Static Traits, Dynamic States, and Life-
Narrative factors (e.g., financial or health problems that may 
act as stressors)—which are sub-classes of the Human Factor 

class (see Fig. 2)—as well as Organizational Factors (Fig. 3) 
that may act as stressors or triggers that can motivate an attack. 

The sub-class Concerning Behavior, within the Human 
Factor class, contains a large set of individual actions that 
includes the subcategories Job Performance, Boundary 
Violation, and Cyber Security Violation. These in turn are bro-
ken down into more granular, lower-level constructs (shown in 
boxes); not shown are even lower levels of the hierarchy and 
individuals representing instances of the classes. 

 Fig. 2. Human Factor Classes (Lower level details for Life Narrative and Ideology classes are not shown due to space constraints) 
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The initial structure of the ontology grew out of the detailed 
taxonomic structure that we developed based on subject-matter 
expertise and our analysis/synthesis of research literature and 
numerous case studies. A more robust and richer representation 
has been informed by exploring complex relationships among 
constructs (e.g., classes, sub-classes, instances) spread across 
multiple branches of the hierarchy. As a simple example, the 
ontology recognizes that different types of attack are identified 
from their relationships with certain aspects of the 
cyber/technical exploit (e.g., exfiltration requires certain 
actions performed on sensitive information, such as saving to 
external media, printing, emailing, uploading to the cloud, etc.). 
A more complex example may be considered in using the 
CMO model (mentioned above) to reason about insider risk.  
By incorporating knowledge of relationships among detected 
behaviors, individual behavioral factors, and organizational 
factors, the ontology allows reasoning about the risk associated 

with detected behaviors in the context of possible motives, 
capabilities, and opportunity. Relationships and gaps (missing 
elements in classes) were further identified by exercising the 
knowledge base using known or fictitious use cases. 

C. Use Case and Application 
Use cases help to verify the comprehensiveness of the 

knowledge representation and to identify missing or ill-defined 
classes and relationships. In this section, we demonstrate the 
application of the ontology to use cases that include human 

behavioral factors and organization factors as well as 
cyber/technical indicators. In the scenarios described, we use 
[brackets] to identify significant indicators with actions de-
scribed in the scenario. 

 

Use Case #1 (see small text box) describes a simple cyber-
related insider threat incident. Use Case #2 (see large text box), 
which entirely subsumes the contextual and technical infor-
mation regarding the insider threat incident described in the 
first use case, injects additional human behavioral factors.  

Use Case #1 

John [PERSON: Insider X] is a long-time system administrator [LIFE 
NARRATIVE: PERS HISTORY] [CAPABILITY] with access to sensitive 
and classified information [OPPORTUNITY] in a company that performs 
government-sponsored R&D [ORGANIZATION: VICTIM 
ORGANIZATION].  

John uses his personal web-based email account from his work computer to 
communicate with prospective employers [DIGITAL ACTION: EMAIL 
ACTION]. Then he uses his administrative privileges to access some sensitive 
intellectual property information [BUSINESS INFORMATION: 
INTELLECTUAL PROPERTY] that will be of interest to a competitor. John 
saves these files to his computer [COMPUTER ASSET: WORK PC] and 
copies the files to a thumb drive [CONCERNING BEHAVIOR: 
TECH/CYBER VIOLATION–DIGITAL ACTION/COPY ACTION] 
[PHYSICAL ASSET: USB DRIVE], which he then sneaks out of the office 
with the intention of using the information to leverage a job offer with a 
competitor [THEFT EVENT: DATA THEFT]. Subsequently John resigns 
and accepts a job offer from a competitor.  

 It is evident that Use Case #1 lacks substantial contextual 
information described in Use Case #2 regarding possible 
contributing or mitigating factors, relevant personal 
predispositions, or concerning behaviors that may be associated 
with this individual’s insider threat risk. Fig. 4 is a concept map 
depicting Use Case #2, showing all the behavioral and 
technical concepts and their associated relations. The dashed 

Use Case #2 

John [PERSON: Insider X] is a long-time system administrator [LIFE NARRATIVE: PERS HISTORY] [CAPABILITY]  with access to sensitive and 
classified information [OPPORTUNITY] in a company that performs government-sponsored R&D [ORGANIZATION: VICTIM ORGANIZATION]. The 
following input was recorded in his personnel file: (1) One colleague states that John discounts the opinions of colleagues and he becomes hostile when 
colleagues discuss and critique his ideas [STATIC TRAIT: TEMPERAMENT: RESISTS CRITICISM] [DYNAMIC STATE: AFFECT—HOSTILE]. (2) 
A different colleague states that John seeks to control all aspects of a project and often insists on dominating the conversation about project tasks and approach 
[STATIC TRAIT: OTHER PERSONALITY DIMENSIONS—AUTHORITARIANISM]. (3) His manager corroborates these inputs and adds that John 
tends to become argumentative and irritated, and defensively cites his superior knowledge of industry best practices when others criticize his rigid protocols 
[DYNAMIC STATE: AFFECT–HOSTILE] [STATIC TRAIT: TEMPERAMENT—BIG EGO]. Staff development/performance review assessment 
includes criticism by colleagues that portions of his protocols are idiosyncratic with weak rationale, and that his rigid protocols have impacted company projects 
[CONCERNING BEHAVIORS: JOB PERF—NEGATIVE PERF EVALUATION]. 

John was passed over for a promotion to manage a new, prestigious project [LIFE NARRATIVE: PERS HISTORY: EMPLOYMENT–PASSED OVER 
FOR PROMOTION]. He files a complaint with HR claiming unfair treatment and his manager, compelled to meet with him, comes away with the impression 
that John still harbors resentment over not being promoted. John’s most recent evaluation cited a decline in performance [CONCERNING BEHAVIORS: 
JOB PERF—NEGATIVE PERF EVALUATION]; since being denied the promotion his attitude has been increasingly disgruntled [DYNAMIC STATE: 
ATTITUDE—DISGRUNTLEMENT]; and that there were multiple complaints from coworkers about frequent tardiness [CONCERNING BEHAVIORS: 
BOUNDARY VIOLATION—ATTENDANCE]. The attendance problem led to a formal, written warning [CONCERNING BEHAVIORS: BOUNDARY 
VIOLATION–POLICY VIOLATION]. After getting the warning, John talks to his manager and loses his cool—storming out of the office [DYNAMIC 
STATE: AFFECT–HOSTILE]. A colleague hears John’s outburst and tells the manager about John’s recent marital separation to provide some context to 
Johns behavior [LIFE NARRATIVE: PERS HISTORY—MAJOR LIFE EVENTS/RECENT CHANGE IN MARITAL STATUS (MARITAL 
SEPARATION)]. The incident prompts the manager to contact the company Security Office. The Security Office checks the local court records to learn that 
three weeks ago, John was arrested for allegedly driving under the influence (his first contact with the criminal justice system) [LIFE NARRATIVE: 
CRIMINAL RECORD—DUI]. 

Faced with these job and personal stressors, John begins to seek work with a competitor. John contacts a competitor to see if they are interested in him and in 
proprietary information he can provide. To avoid being noticed, John carries out email dialogue with the competitor by logging into his personal Yahoo web 
mail account from his work computer [CONCERNING BEHAVIORS: JOB PERFORMANCE—CYBERLOAFING]. Next, John carries out the insider 
threat attack and resigns, as described in second paragraph of Use Case #1. 

Fig. 3. Organizational Factor Class 
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box in Fig. 4 represents Use Case #1 (due to space limitations, 
not all details are shown). In a real scenario, detecting 
concerning behaviors or other factors may require multiple 
factors to meet threshold requirements for alerts—these are not 
described or represented here due to space constraints. Events 
depicted in the use case scenarios are numbered chronological-
ly. Shown in the lower right side of the figure is a timeline 
(spanning several months for illustrative purposes) suggesting 
that monitoring of sociotechnical factors may help achieve pro-
active mitigation goals (getting “left of the boom”). 

VI. COMPARISON WITH RELATED WORK 
The focus of our effort is to express and represent individu-

al and organizational sociotechnical factors in an ontological 
characterization of insider threat risk (e.g., [13-14]). Our ontol-
ogy provides a more robust, richer description of not only the 
nature of the attack but also possible contributing factors that 
more fully describe the insider threat to the organization. CERT 
[13] began with a database of insider threat case descriptions. 
The information framework underlying this database informed 
the vocabulary in the ontology. Namely, organizations grant 
access to persons that perpetrate events that harm the 
organization. Persons and Organizations are the actors in the 
CERT ontology, and their actions culminate in events (i.e., 
insider threat incidents). Instead of a focus on events, our on-
tology focuses on the insider. Our taxonomy and ontology are 
based on theories and models of insider threat in the literature 
that incorporate human behavioral as well as technical indica-
tors of threat (e.g., [10-12]). While the current CERT ontology 

only describes technical/cyber events, our ontology also in-
cludes non-technical or sociotechnical constructs that reflect 
actions and psychosocial indicators of persons of interest. As a 
specific example, consider the class Concerning Behaviors. A 
concerning behavior such as “Leaving a classified security 
container unlocked and unattended” can be described using two 
concepts in the CERT ontology: an Asset (e.g., Classified file) 
and an Action (e.g., Unlock). However, this may not be the 
focal event, or a precipitating event, in a case description, and 
there may be other related contributing factors. For example, a 
previous condition (e.g., organizational reduction in 
force/layoffs) or individual predispositions (e.g., personality 
traits, personal stress) may lead to actions that reflect a lack of 
diligence or motivation in an actor who later commits an act of 
insider threat (these contributing factors are in part identified in 
the cybersecurity human factors ontology (HUFO) by [14]. The 
CERT ontology, in particular, does not connect these 
behavioral constructs to technical/cyber actions that comprise 
the actual exploit. 

At a basic level, the Factor class, which contains much of 
the vocabulary in our ontology, can be placed alongside Assets 
in the CERT ontology. Both are non-temporal classes that a 
person can possess (i.e., Things). We integrated the two ontol-
ogies and eliminated duplications. All CERT ontology classes 
were incorporated in this way. There are, however, stark differ-
ences between the extent and scope of the CERT ontology and 
our ontology. The CERT ontology contains a standardized and 
well-defined vocabulary for describing the actions of insider 
threats. It contains 31 actions (e.g., Copy), along with six 
action modifiers (e.g., Suspicious), organized under four major 

Fig. 4. Concept map representation of Use Case #2 (Case #1 is within dashed box). Not all concepts and relations are shown due to space limitations. 
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classes to describe digital, financial, and job-related insider 
threat behavior. These actions can be taken on 26 assets (e.g., 
USB drive) in three major categories (i.e., Physical, Financial, 
and Digital) and/or 16 types of information (e.g., Password) 
organized in seven major categories (i.e., National Security, 
Technology, Financial, Medical, Classified, Business, and 
Uniquely Identifiable). Eleven focal events are also captured as 
classes in the ontology (e.g., Theft), for a total of 125 con-
structs within their class structure. In contrast to the CERT on-
tology, our framework is broader and deeper. In addition to 
containing these constructs, our ontology represents a 
knowledge base that is six to seven layers deep, comprising a 
total of over 350 constructs. In sum, we have greatly expanded 
the CERT ontology by adding classes representing human be-
havioral and organizational factors of insider threat. 

While not specifically addressing insider threat, the cyber-
security HUFO presented by [14], which focuses on trust, is 
similar to and largely compatible with our ontology; it defines 
roughly 48 human factors classes that address characteristics 
such as motivation, integrity, rationality, benevolence, person-
ality, ideology, ethics, and risk posture, as well as knowledge, 
skills and abilities. In comparison, our ontology probes several 
levels deeper than the HUFO ontology. Further work is 
planned to integrate relevant features of these ontologies. 

VII. CONCLUSIONS AND FUTURE WORK 
Our work addresses two major challenges. First, due to the 

large number of concepts and their complex interrelationships, 
the insider threat domain is cumbersome to model. Second, 
there is a need to establish a common terminology and shared 
understanding of the complex insider threat domain. We used 
an exhaustive approach that incorporates into our taxonomy 
most of the concepts we have encountered in the insider threat 
literature. We then developed a mapping that transforms the 
taxonomy into an ontology, and added relationships to the 
ontology to produce a formal representation of concepts and 
their interrelationships. By synthesizing the contributions of a 
diverse set of experts, we developed a knowledge representa-
tion that more fully characterizes insider threat indicators—
from the perspective of human behavior as well as 
cyber/technical indicators—and that can be made available in a 
shareable knowledge base to facilitate reuse and collaboration. 

Beyond its immediate use in providing a common, sharea-
ble knowledge base of insider threat problem space constructs, 
the present research will help to advance efforts to model and 
mitigate insider threats. Informed by extant research on human 
and organizational factors associated with insider threats, the 
constructs and indicators represented in the present ontology 
can be used to develop models to assess individual risk and 
organizational vulnerability, as well as to inform operational 
risk management practices. In addition, by specifying a more 
comprehensive knowledge base, our ontology facilitates the 
generation of diverse scenarios for use in red teaming and test-
ing of more holistic insider threat models. Finally, the 
knowledge base provided here may have further operational 
impact by informing the structure of data to be captured by 
enterprises for effective insider threat monitoring and analysis.  

A brief discussion of some limitations of the research re-
ported here may be useful in interpreting progress to date as 
well as motivating future work. First, our choice to define a 
taxonomy as a foundation for the ontology meant that the initial 
structure only specified hierarchical parent-child relationships 
among constructs. Other relationships were then defined as part 
of the process of transforming the taxonomy into an ontology. 
Because our primary interest (and recognized need in modeling 
insider threats) was to incorporate sociotechnical factors that 
have been suggested in research literature, there was also an 
inherent limitation in the ability to specify robust axioms that 
reflect more complex relationships among constructs. Ultimate-
ly this more complete specification will be required to support 
inferences about classes and individuals. There is a tradeoff 
between implementing the asserted classes and individuals 
versus the inferred constructs. While some of the classes in our 
ontology are defined by certain inference rules and axioms 
(e.g., the class Capability categorizes instances based on speci-
fied rules), much more work is needed to more fully specify 
relationships that will ultimately be required to support infer-
ences about insider threat risks. A second limitation is that, 
while the current ontology has captured salient constructs in the 
literature, there are certainly more constructs that can and 
should be added to the ontology. Research should continue the 
process of encapsulating the entirety of constructs related to 
insider threat. We are continually populating the individual and 
organizational classes of ontology with relevant instances (in-
formed by use cases); we plan to further develop the Capabili-
ties and Opportunities classes and associated relationships, 
building upon recent related work [14]. Future research should 
also focus on addressing the need to represent temporal rela-
tionships among constructs.   

We use the present forum and others to share these results 
with the research community. We also plan to extend our on-
tology into a probabilistic ontology by incorporating infor-
mation about uncertainty in the insider threat domain. The re-
sulting probabilistic ontology will support reasoning under 
uncertainty [45]. Probabilistic ontologies combine semantically 
rich representations that support interoperability and automated 
reasoning with mathematically well-founded uncertainty 
management. Advancing research and development of proba-
bilistic ontologies for insider threats will facilitate modeling 
and tool development. Our ontology provides a rich foundation 
for logical and probabilistic inferences necessary for protection 
against insider attacks. 
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Abstract— Ontologies have been commonly associated with 
representing a domain using deterministic information. 
Probabilistic Ontologies extend this capability by incorporating 
formal probabilistic semantics. PR-OWL is a language that 
extends OWL with semantics based on Multi-Entity Bayesian 
Networks (MEBN), a Bayesian probabilistic logic. Developing 
probabilistic ontologies can be greatly facilitated by the use of a 
modeling framework such as the Uncertainty Modeling Process 
for Semantic Technology (UMP-ST). An example of using UMP-
ST was the development of a probabilistic ontology to support 
PROGNOS (PRobabilistic OntoloGies for Net-Centric 
Operational Systems), a system that supports Maritime Domain 
Awareness (MDA). The PROGNOS probabilistic ontology 
provides semantically aware uncertainty management to support 
fusion of heterogeneous input and probabilistic assessment of 
situations to improve MDA. However, manually developing and 
maintaining a probabilistic ontology is a labor-intensive and 
insufficiently agile process. Greater automation through a 
combination of reference models and machine learning methods 
may enhance agility in probabilistic situation awareness (PSAW) 
systems. For this reason, a process for Human-aided MEBN 
Learning in PSAW (HMLP) was suggested. In previous work, we 
used UMP-ST to develop the PROGNOS probabilistic ontology. 
This paper presents an extended PROGNOS probabilistic 
ontology developed using HMLP. The contribution of this 
research is to introduce the extended PROGNOS probabilistic 
ontology and present a comparison between two processes (UMP-
ST and HMLP).  

Keywords—Probabilistic Ontology; Maritime Domain 
Awareness; Predictive Situation Awareness; Bayesian Networks; 
Multi-Entity Bayesian Networks; Uncertainty Modeling Process for 
Semantic Technology; Human-aided Machine Learning 

I. INTRODUCTION  
In information science, integration of heterogeneous, 

distributed, and unstructured information is a difficult and 
complex challenge. A major issue is ensuring information 
compatibility, for which ontologies have become a standard 
solution [18]. Traditional ontologies are limited to 
deterministic knowledge. Probabilistic Ontologies (POs) move 
beyond this limitation by incorporating formal probabilistic 
semantics. Probabilistic OWL (PR-OWL) [19] is a 
probabilistic ontology language that extends OWL with 

semantics based on Multi-Entity Bayesian Networks (MEBN), 
a Bayesian probabilistic logic [1]. PR-OWL has been extended 
to PR-OWL 2 [14], which provides a tighter link between the 
deterministic and probabilistic aspects of the Ontologies. 
MEBN is flexible enough to represent a variety of complex and 
uncertain situations. MEBN has been applied to systems 
[2][3][4][5][6][7] for Predictive Situation Awareness (PSAW), 
providing the ability to estimate and predict aspects of a 
temporally evolving situation.  

Developing probabilistic ontologies can be greatly 
facilitated by the use of a modeling framework such as the 
UMP-ST, a modeling process for constructing a probabilistic 
ontology [13]. The UMP-ST consists of four main disciplines: 
(1) Requirement, (2) Analysis & Design, (3) Implementation, 
and (4) Test. UMP-ST was used to develop a probabilistic 
ontology to support PROGNOS (PRobabilistic OntoloGies for 
Net-Centric Operational Systems), a system to support 
Maritime Domain Awareness (MDA). The existing system for 
MDA (e.g., US Navy's Net-Centric infrastructure, FORCENet) 
is used to fuse lower-level multi-sensor data, analyze the fused 
data by human analysts, and support decision-making for naval 
operations. However, the era of big data requires greater 
automation. The PROGNOS probabilistic ontology [7] 
supports ingestion of lower-level data, fusion of heterogeneous 
input, and probabilistic assessment of situations to improve 
MDA. PROGNOS is a prototype system that aims especially to 
identify threatening targets (e.g., terrorists and terrorist-ships).   

Manually developing and maintaining a probabilistic 
ontology is a labor-intensive and insufficiently agile process. 
Furthermore, it is important to make use of data when available. 
Therefore, greater automation through a combination of 
reference models and machine learning methods has the 
potential to enhance agility and effectiveness in modeling a 
probabilistic ontology for PSAW. For this reason, a process for 
Human-aided MEBN Learning in PSAW (HMLP) has been 
suggested [20]. HMLP contains three supporting 
methodologies, MEBN-RM [10], a reference MEBN model for 
PSAW [8], and MEBN learning algorithms [9][10]. These 
component methodologies enable efficient and effective 
modeling. MEBN-RM and the reference model are introduced 
in Section 2 below.   
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In previous work, we used UMP-ST to develop the 
PROGNOS PO. This paper presents an extended PROGNOS 
PO developed using HMLP. In the following sections, the 
paper (1) provides background information, (2) introduces the 
original PROGNOS PO derived from UMP-ST, (3) presents 
the extended PROGNOS PO derived from HMLP, and (4) 
compares two processes. 

II. BACKGROUND 
This section introduces (1) MEBN, (2) MEBN-RM 

Mapping Model, (3) A Reference MEBN Model for PSAW, (4) 
Uncertainty Modeling Process for Semantic Technology 
(UMP-ST), and (5) Human-aided MEBN learning in PSAW 
(HMLP). HMLP assumes input data based on the relational 
model (RM) as its data schema. We choose RM because it is 
the most popular database model and has the necessary 
expressive power to represent entities and their relationships. It 
is necessary to define how to convert elements of RM to 
elements of MEBN, so a mapping rule between MEBN and 
RM, called MEBN-RM, was developed. Also, we introduce a 
reference MEBN model for PSAW which provides a set of 
basic templates to support the design of a MEBN model for 
PSAW. HMLP is a modification of UMP-ST, so UMP-ST is 
introduced in this section. Some of the following background 
summaries are taken from [20]. 

A. MULTI-ENTITY BAYESIAN NETWORKS 
MEBN is a compact model combining Bayesian networks 

(BN) with First-order logic (FOL) to represent repeated 
structures in a joint distribution representing domain 
knowledge. MEBN is a highly expressive model for treating 
uncertainty and complex forms of data and information. A 
MEBN model, called an MTheory, is composed of fragments, 
called MFrags. An MFrag consists of a set of resident nodes, a 
set of context nodes, a set of input nodes, an acyclic directed 
graph for the nodes, and a set of class local distributions (CLD) 
for the nodes. A resident node is a random variable which is 
associated with a function or predicate of FOL and whose class 
local distribution is resident in an MFrag. A context node is 
derived from a resident node and determines conditions under 
which the class local distribution defined in the MFrag is valid. 
An input node has its distribution defined elsewhere and 
conditions the class local distribution defined in the MFrag. 
Nodes for an acyclic directed graph are associated with 
resident and input nodes. An FOL function or predicate of a 
resident node contains ordinary variables, which can be 
replaced with entity identifiers to generate multiple instances of 
the RVs. MFrags in an MTheory are used to generate instances 
of fragments of BN. The fragments of BN are combined to 
form a Bayesian network, called a situation-specific Bayesian 
Network (SSBN). An MTheory can be used to generate an 
unbounded number of different SSBNs. Further information 
about MEBN can be found in [1].   

B. MEBN-RM Mapping Model 
MEBN-RM [10] is a mapping model which provides a 

specification for how to convert relational databases [11][12] 
to MTheories [1]. The relational model (RM) is the most 
popular database model. MEBN-RM provides an entity 
mapping between a relation in RM and an entity in MEBN, a 
resident node mapping between an attribute in RM and a 

resident node in MEBN, an MFrag mapping between a relation 
in RM and an MFrag in MEBN, and an MTheory mapping 
between an RM and an MTheory. An MTheory can be 
constructed automatically from a relational database by using 
mapping rules in MEBN-RM. Therefore, MEBN-RM can 
support a MEBN learning algorithm, which develops an 
MTheory from a dataset, or an MTheory developer, who aims 
to develop an MTheory using domain knowledge and MEBN 
knowledge. HMLP exploits MEBN-RM for efficient 
development of an MTheory. 

C. A Reference MEBN Model for PSAW 
A reference model is an abstract framework to which a 

developer refers in order to develop a specific model. A 
reference MEBN model for PSAW is a reference model for a 
PSAW-MTheory which specifies references for MFrags, RVs, 
relationships of RVs, and entities. The reference MEBN model 
for PSAW can support the design of a PSAW-MTheory and 
improve the quality of the PSAW-MTheory. The references for 
entity are classified into five categories (Time entity T, 
Observer entity OR, Sensor entity SR, Target entity TR, and 
Reported target entity RT). Entities derived from these 
categories describe a situation in which an observer OR 
observes a target TR and interprets it as a reported target RT 
using a sensor SR at a certain time T [20]. The reference 
MEBN model for PSAW provides some referring random 
variables (RV), called PSAW-RVs. PSAW-RVs are classified 
into five categories (Observing condition RV, Reported object 
RV, Target object RV, Situation RV, and Context RV). These 
PSAW-RVs are defined in five types of MFrags (Observing 
condition MFrag, Report MFrag, Target MFrag, Situation 
MFrag, and Context MFrag). An observing condition RV 
defined in an observing condition MFrag represents 
probabilistic knowledge about conditions of a sensor (e.g., 
maintenance conditions for a sensor). A reported object RV 
defined in a report MFrag represents probabilistic knowledge 
about a relation or an attribute of observed targets (e.g., a 
reported target size). A target object RV defined in a target 
MFrag represents probabilistic knowledge about a relation or 
an attribute for actual targets (e.g., an actual target size). A 
situation RV defined in a situation MFrag represents 
probabilistic knowledge about situations of targets (e.g., a 
collaborating situation for targets). A context RV defined in a 
context MFrag represents probabilistic knowledge about 
conditions under which the class local distribution defined in 
the MFrag is valid. For example, an RV Predecessor(pre_t, t) 
can be a context RV. The context RV Predecessor(pre_t, t) 
means that the time interval pre_t occurs immediately before 
the time interval t. More specific information for the reference 
MEBN model for PSAW can be found in [20].   

D. Uncertainty Modeling Process for Semantic Technology 
(UMP-ST) 
UMP-ST is a framework to support the design of a 

probabilistic ontology [13]. The PROGNOS probabilistic 
ontology was developed using UMP-ST. UMP-ST provides 
processes for constructing a probabilistic ontology through four 
disciplines: (1) Requirement, (2) Analysis & Design, (3) 
Implementation, and (4) Test.  
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In the Requirement discipline, requirement statements are 
defined. The requirement statements can contain goals, queries, 
and evidence for a probabilistic ontology. Objectives to be 
achieved by reasoning with the probabilistic ontology are 
specified by statements for goals (e.g., detect a ship of interest). 
To achieve the objectives, specific query statements are 
specified in this discipline (e.g., what is the type of a ship?). To 
support the queries, evidence associating with the queries is 
determined in this discipline (e.g., an appearance of a ship). In 
the Analysis & Design discipline, entities, attributes, 
relationships, and probabilistic rules are defined. These are 
used to support the goals, queries, and evidence. For example, 
we are developing a probabilistic ontology, which aims to 
detect a ship of interest (the goals). The goal is achieved by 
identifying the type of a ship (the queries) given information 
about the appearance of the ship (the evidence). For this 
situation, a ship entity is required. Also, type and appearance 
attributes for the ship entity are required. Suppose that the 
appearance attribute may depend on the type attribute. This is 
specified by a probabilistic rule. In the Implementation 
discipline, a probabilistic ontology is developed using results 
from the previous disciplines. A probabilistic ontology based 
on MEBN is used to reason about uncertainty. Therefore, a 
probabilistic ontology contains OWL classes based on 
elements from MEBN such as an MFrag, an MTheory, a node, 
a probability distribution, and an entity. In this step, these 
OWL classes are defined. For example, the ship entity defined 
in the previous discipline is mapped to an entity type indicating 
a ship in the probabilistic ontology. The attributes ship 
appearance and ship type are mapped to random variables ship 
appearance and ship type, respectively. The probabilistic rule 
for the attributes ship appearance and ship type is converted to 
the joint probability for the random variables ship appearance 
and ship type. The random variables ship appearance and ship 
type may belong to an MFrag representing attributes of a ship. 
The MFrag ship and other MFrags related with a maritime 
domain may integrate into an MTheory representing a 
maritime situation. The Test discipline is used to assess the 
probabilistic ontology developed in the Implementation 
discipline. More specific information for UMP-ST can be 
found in [13].   

E. Human-aided MEBN learning in PSAW (HMLP) 
HMLP is a framework which aims the development of a 

probabilistic ontology in PSAW. HMLP provides specific 
development steps and supporting methods (MEBN-RM, the 
reference MEBN model for PSAW, and MEBN learning). 
HMLP improves MEBN learning by providing expert 
knowledge which is used to limit the search space of 
parameters, variables, and structures for a probabilistic 
ontology in PSAW.  

Similar to the four disciplines of UMP-ST, HMLP contains 
four steps (Fig. 1): (1) Analyze Requirements, (2) Design 
World Model and Rules, (3) Construct Reasoning Model, and 
(4) Test Reasoning Model. (See a full discussion of HMLP in 
[20]). A summary of HMLP is presented below. 

 

 

Fig. 1. Process for Human-Aided MEBN Learning (This figure was taken 
from [20] and was modified) 

 
Stakeholders who request the development of a reasoning 

model or a probabilistic ontology provide needs and/or 
missions as inputs of HMLP. An output from the end of HMLP 
is a reasoning model (in our case, a probabilistic ontology for 
PSAW). The followings describe the four steps in HMLP. (1) 
In the Analyze Requirements step, requirements which contain 
goals to be achieved, queries to answer, and evidence to be 
used in answering queries are defined. Also, the requirements 
include performance criteria, which are used in the Test 
Reasoning Model step, to evaluate the probabilistic ontology. 
(2) In the Design World Model and Rules step, a world model 
and rules are developed using the requirements in the previous 
step. This step contains two sub-steps (Design World Model 
step and Design Rules step). The Design World Model step 
defines the world model which may include entities, attributes, 
and relations (e.g., RM) using the requirements, domain 
knowledge and/or existing data schemas. The world model is 
used to identify rules. In the Design Rules step, the rules or 
influencing relationships between attributes in the world model 
are defined. (3) In the Construct Reasoning Model step, a 
probabilistic ontology is constructed using a training dataset, 
the world model, and the rules. This step includes two sub-
steps (Map to Reasoning Model step and Learn Reasoning 
Model step). The Map to Reasoning step maps the world model 
and rules to a candidate probabilistic ontology. The Learn 
Reasoning Model uses a MEBN learning method to learn the 
probabilistic ontology from a training dataset. (4) The Test 
Reasoning Model step evaluates the learned probabilistic 
ontology in the previous step to determine whether to accept it. 
The accepted probabilistic ontology is a final result from 
HMLP.   

III.  PROGNOS PO VIA UMP-ST   
To develop the PROGNOS PO, three iterations of the four 

steps in UMP-ST (Requirement, Analysis & Design, 
Implementation, and Test) were performed [14]. The following 
sub-sections summarize the four steps in UMP-ST to develop 
the PROGNOS PO.   

A. Requirements 
The Requirement step identifies requirements containing 

goals, queries, and evidence for a probabilistic ontology. The 
requirements for the PROGNOS PO were developed gradually 
over the three iterations. In the first iteration, a simple 
requirement regarding a ship of interest was identified [7]. In 
the second iteration, requirements for two types of terrorist-
ships were defined. In the third iteration, requirements for crew 
members in a ship of interest were specified. The following list 
shows part of the resulting requirements [14].  
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1. Identify if a ship is of interest, 
1.1 Is the ship being used to exchange illicit cargo? 
1.1.1 Was the ship hijacked? 
1.1.2 Does the ship have a terrorist crew member? 
1.1.2.1 Is the crew member associated with any terrorist 
organization?  
... 
1.2 Is the ship being used as a suicide ship to bomb a port? 
...  

The main goal was to identify a ship of interest (i.e., a 
terrorist-ship). In this requirement, we assumed the ship of 
interest may exchange illicit cargo and/or be used as a suicide 
ship to bomb a port. To support this goal, we needed to identify 
the type of a crew member of a ship. If the type of a crew 
member is a terrorist, the ship is highly likely to be a terrorist-
ship. To identify whether a crew member is a terrorist, we can 
check whether the crew member is associated with any terrorist 
organization.    

B. Analysis & Design 
This step defines the types of entities, their properties and 

relationships, and the rules that apply to them, i.e., the 
semantics of the domain model. The Unified Modeling 
Language (UML) diagrams can provide a convenient and 
understandable visualization of the classes and relationships for 
the model semantics. The requirements defined in the previous 
step are used to develop the model semantics. Thus, entities, 
attributes for the entities, and relationships between the entities 
were identified. For example, from Requirement 1, an entity 
was derived (i.e., a ship) and an attribute of the entity was 
derived (i.e., the type of a ship). From Requirement 1.1.2, a 
new entity was derived (i.e., a (terrorist) person) and a 
relationship between the entities was derived (i.e., a ship has a 
crew (terrorist) member). In the second iteration, Carvalho [14] 
developed the model represented by UML as shown in Fig. 2. 

Fig. 2. Entities, their attributes, and relations for the MDA model after the 
second iteration (This figure provided by permission of Carvalho [14]) 

 
The classes and relationships form six natural groups (i.e., 

Electronics, Behavior, Ship, Position, Plan, and Social 
Network). The ship types are NavyShip, FishingShip, and 
MerchantShip. Ship routes are UnusualRoute and UsualRoute. 
Two ships can meet each other at a position. A ship can use 

electronic devices such as Radio, Radar, and AIS (Automatic 
Identification System). A ship can show behavior such as 
Aggressive, Erratic, Evasive, and Normal. A ship can have a 
(terrorist) crewmember who may belong to a (terrorist) 
organization. A ship can have a terrorist plan such as 
BombPort and ExchangeIllicitCargo.  

After developing the model semantics, conditional rules 
were identified. There were three iterations of this process. The 
following list shows a few of the conditional rules from [14].  

1.(a) If a crew member is a member of a terrorist 
organization, then it is more likely that he is a terrorist. 
1.(b) If an organization has a terrorist member, it is more 
likely that it is a terrorist organization. 
... 
4.(a) Research shows that if a crew member has a relationship 
with terrorists, there is a 68% chance that he has a friend who 
is a terrorist. 
... 

These conditional rules were derived from extensive 
research about terrorism [16] and from the knowledge provided 
by a domain expert. These rules were used to develop the 
PROGNOS PO.  

C. Implementation 
In the Implementation step, the PROGNOS PO was 

designed. The PROGNOS PO can be found in [14][15]. Fig. 3 
shows the PROGNOS PO containing five groups of MFrags. 

Fig. 3. Original PROGNOS probabilistic ontology 

 
The first set of MFrags is for a ship of interest. It includes 

nine MFrags Aggressive Behavior, Terrorist Plan, Evasive 
Behavior, Erratic Behavior, Unusual Route, Bomb Port Plan, 
Ship Of Interest, Electronics Status, and Exchange Illicit Cargo 
Plan. These MFrags are used to reason about properties of a 
ship (e.g., unusual behavior and an illegal plan). The second set 
of MFrags is for a person of interest. It includes four MFrags 
Person Communications, Person Background Influences, 
Person Cluster Associations, and Person Relations. These 
MFrags are used to identify a person who may communicate 
with a terrorist, has a suspicious background and history, and 
has a relationship with a terrorist. The third set of MFrags is for 
information of relationships between two ships. It includes two 
MFrags, Radar and Meeting. These MFrags are used to 
identify whether one ship is within radar range of another ship 
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and whether two ships are meeting. The fourth set of MFrags is 
for information about the relationship between a person and an 
organization. It includes one MFrag Terrorist Person in which 
a person who belongs to an organization is identified. The last 
set of MFrags is for information about a relationship between a 
person and a ship. It includes two MFrags Has Terrorist Crew 
and Ship Characteristics. These MFrags are used to link a 
person and a ship, and to identify whether a ship has a terrorist 
crew member.  

The following list shows part of a partial PROGNOS PO 
containing information about MFrags (F), context nodes (C), 
resident nodes (R), resident parent nodes (RP), and input parent 
nodes (IP). Note that a partial probabilistic ontology doesn't 
contain a class local distribution and domain information for a 
random variable.  
PO 1: Original PROGNOS probabilistic ontology  
1 [F: ErraticBehavior_MFrag 
2  [C: isA(ship,Ship)] 
3  [R: hasErraticBehavior(ship) [IP: hasExchangeIllicitCargoPartition(ship)]] 
4  [R: hasEquipmentFailure(ship)] 
5  [R: isCrewVisible(ship)[RP: hasErraticBehavior(ship)][RP: hasEquipmentFailure(ship)]] 
6 ] 
7 [F: TerroristPerson_MFrag 
8  [C: isA(person,Person), isA(org,Organization)] 
9  [R: isTerroristOrganization(org)[RP: isTerroristPerson(person), isMemberOfOrganization(person, org)]] 
10  [R: isTerroristPerson(person)][R: isMemberOfOrganization(person, org)] 
11 ] 
12 [F: ShipCharacteristics_MFrag 
13  [C: isA(ship,Ship), isA(person,Person)] 
14  [R: hasCrewMember(ship, person)] [R: hasTypeOfShip(ship)][R: isHijacked(ship)] 
15 ] 
16 [F: EvasiveBehavior_MFrag 
17  [C: isA(ship,Ship)] 
18  [R: hasEvasiveBehavior(ship)[IP: hasExchangeIllicitCargoPartition(ship)]] 
19 ] 
20 [F: PersonCommunications_MFrag 
21  [C: isA(person,Person)] 
22  [R: communicatesWithTerrorist(person)[IP: isTerroristPerson(person)] ] 
23  [R: usesChatroom(person) [RP: communicatesWithTerrorist(person)]] 
24  [R: usesEmail(person) [RP: communicatesWithTerrorist(person)]] 
25  [R: usesCellular(person) [RP: communicatesWithTerrorist(person)]] 
26  [R: usesWeblog(person) [RP: communicatesWithTerrorist(person)]] 
27 ] 
28 [F: PersonBackgroundInfluences_MFrag 
29  [C: isA(person,Person)] 
30  [R: hasInfluencePartition(person) [IP: isTerroristPerson(person)]] 
31  [R: knowsPersonImprisionedInOIForOEF(person) RP: hasOIForOEFInfluence(person)]] 
32  [R: hasFamilyStatus(person) [RP: hasInfluencePartition(person)]] 
33  [R: hasOIForOEFInfluence(person) [RP: hasInfluencePartition(person)]] 
34  [R: knowsPersonKilledInOIForOEF(person) [RP: hasOIForOEFInfluence(person)]] 
35 ] 
36 [F: AggressiveBehavior_MFrag 
37  [C: isA(ship,Ship)] 
38  [R: hasAggressiveBehavior(ship) [IP: hasBombPortPlan(ship), hasExchangeIllicitCargoPartition(ship)]] 
39  [R: hasWeaponVisible(ship) [RP: hasAggressiveBehavior(ship)]] 
40  [R: isJettisoningCargo(ship) [RP: hasAggressiveBehavior(ship)]] 
41  [R: speedChange(ship) [RP: hasAggressiveBehavior(ship)]] 
42  [R: turnRate(ship) [RP: hasAggressiveBehavior(ship)]] 
43  [R: propellerTurnCount(ship) [RP: speedChange(ship)]] 
44  [R: cavitation(ship) [RP: speedChange(ship)][RP: turnRate(ship)]] 
45  [R: shipRCSchange(ship)  [RP: turnRate(ship)]] 
46 ] 
47 [F: ShipOfInterest_MFrag 
48  [C: isA(ship,Ship)] [R: isShipOfInterest(ship) [IP: hasTerroristPlan(ship)]] 
49 ] 
50 [F: ExchangeIllicitCargoPlan_MFrag 
51  [C: isA(ship,Ship)] 
52  [R: hasExchangeIllicitCargoPlan(ship) [IP: hasTerroristPlan(ship)]] 
53  [R: hasExchangeIllicitCargoPartition(ship)  
54   [IP: hasTypeOfShip(ship)][RP: hasExchangeIllicitCargoPlan(ship)]] 
55 ] 
56 [F: PersonRelations_MFrag 
57  [C: isA(person,Person)] 
58  [R: hasKinshipToTerrorist(person) [RP: hasTerroristBeliefs(person)]] 
59  [R: hasFriendshipWithTerrorist(person) [RP: hasTerroristBeliefs(person)]] 
60  [R: hasTerroristBeliefs(person) [IP: isTerroristPerson(person)]] 
61 ] 
62 [F: Meeting_MFrag 
63  [C: isA(ship1,Ship), isA(ship2,Ship)] 
64  [C: ( ¬ ( ship1 = ship2 ) )] 
65  [R: areMeeting(ship1, ship2) [IP: hasExchangeIllicitCargoPartition(ship1)]] 
66  [R: areMeetingReport(ship1, ship2) [RP: areMeeting(ship1, ship2)]] 
67 ] 
68 [F: BombPortPlan_MFrag 
69  [C: isA(ship,Ship)] [R: hasBombPortPlan(ship) [IP: hasTerroristPlan(ship)]] 
70 ] 
71 [F: HasTerroristCrew_MFrag 
72  [C: isA(ship,Ship), isA(person,Person)] 
73  [C: hasCrewMember(ship,person)] 
74  [R: hasTerroristCrew(ship) [IP: isTerroristPerson(person)]] 
75 ] 
76 [F: UnusualRoute_MFrag 
77  [C: isA(ship2,Ship), isA(ship1,Ship)] 
78  [C: ( ¬ ( ship1 = ship2 ) )] 
79  [R: hasUnusualRoute(ship1)  
80   [RP: hasNormalChangeInDestination(ship1)] 
81   [IP: hasBombPortPlan(ship1)][IP: areMeeting(ship1,ship2)]] 
82  [R: hasUnusualRouteReport(ship1) [RP: hasUnusualRoute(ship1)]] 
83  [R: hasNormalChangeInDestination(ship1) [IP: hasTypeOfShip(ship1)] ] 

84 ] 
85 [F: TerroristPlan_MFrag 
86  [C: isA(ship,Ship)] 
87  [R: hasTerroristPlan(ship) [IP: hasTerroristCrew(ship)][IP: isHijacked(ship)]] 
88 ] 
89 [F: ElectronicsStatus_MFrag 
90  [C: isA(ship,Ship)] 
91  [R: isElectronicsWorking(ship)] 
92  [R: hasResponsiveRadio(ship) 
93   [IP: hasEvasiveBehavior(ship)][RP: isElectronicsWorking(ship)]] 
94  [R: hasResponsiveAIS(ship) 
95   [IP: hasEvasiveBehavior(ship)][RP: isElectronicsWorking(ship)]] 
96 ] 
97 [F: Radar_MFrag 
98  [C: isA(ship1,Ship), isA(ship2,Ship)] [C: ( ¬ ( ship1 = ship2 ) )] 
99  [R: isWithinRadarRange(ship1, ship2)] 
100 ] 
101 [F: PersonClusterAssociations_MFrag 
102  [C: isA(person,Person)] 
103  [R: hasOccupation(person) [RP: hasClusterPartition(person)]] 
104  [R: hasEducationLevel(person) [RP: hasClusterPartition(person)]] 
105  [R: hasClusterPartition(person) [IP: isTerroristPerson(person)]] 
106  [R: hasEconomicStanding(person) [RP: hasClusterPartition(person)]] 
107  [R: hasNationality(person) [RP: hasClusterPartition(person)]] 
108 ] 
 

PO 1 shows the context nodes and the resident nodes in the 
MFrags, and the relationship between the resident nodes. For 
example, the MFrag ErraticBehavior_MFrag (Line 1~6) 
contains an isA context node and three resident nodes 
hasErraticBehavior, hasEquipmentFailure, and isCrewVisible. 
The resident node hasErraticBehavior is influenced by an 
input node hasExchangeIllicitCargoPartition. The resident 
node isCrewVisible is influenced by the resident nodes 
hasErraticBehavior and hasEquipmentFailure. This 
PROGNOS PO was tested in the next step. 

D. Test  
In this step, the PROGNOS PO was evaluated to determine 

whether to accept it. To do this, the case-based evaluation, in 
which various scenarios were defined and used to examine the 
reasoning implications of the probabilistic ontology, was used. 
For example, given a scenario which was developed by a 
subject matter expert (SME), some information (e.g., history of 
a target) from the scenario for a target was used as evidence for 
inference of the PROGNOS PO to identify some properties 
(e.g., whether the target is a terrorist) of the target. If the result 
of inference coincided exactly with the scenario from SME, we 
could think that the probabilistic ontology was reasonable. For 
this test, three qualitatively different scenarios were used [14].  

After three iterations for UMP-ST, an overall test for the 
PROGNOS PO was performed using a simulation. In the real 
world situation, it is very difficult to acquire a real dataset to 
develop such a probabilistic ontology which contains rare 
events. For this reason, the simulation was used to produce a 
test dataset given different scenarios generated randomly.   
Carvalho [14] and Costa et al [15] introduced some results for 
this test. In such a test, it is important that knowledge used to 
develop a probabilistic ontology and knowledge used to 
develop a simulation for testing the probabilistic ontology 
should not be same. If they are same, the test is meaningless, 
because the probabilistic ontology and the simulation are same 
models, but just in different forms. 

IV. PROGNOS PO VIA HMLP 
In this section, we introduce an extended PROGNOS PO 

derived from the HMLP process. The following shows how the 
development operates.  

A. Analyze Requirements 
This step is not much different from the requirement step in 

UMP-ST. Therefore, we can reuse requirements developed 
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from the PROGNOS project. The full requirements can be 
found in [14]. However, the reference MEBN model for 
PSAW can provide more items by which a PSAW modeler can 
consider predefined entities, RVs, and MFrags for PSAW. 
Recall the four MFrag groups from the reference model: 
Reported Object, Observing Conditions, Target Object, and 
Situation. The last of these, Situation, is of special note. In 
PSAW, understanding a situation in which targets operate for 
their own purposes is one of the important issues. Identifying 
just the type of a target is an insufficient task for PSAW. The 
meaning of awareness is not to perceive and estimate actual 
properties of a target but is to understand, interpret, and explain 
the relationships between targets. Kokar et al [17] stated: “The 
main part of being aware is to be able to answer the question 
of “what’s going on?””. Awareness of a situation is subjective 
according to an observer, who is aware of the situation. The 
modeler, who is developing a probabilistic ontology to support 
PSAW, should define what situation will be considered and 
explained through all observation from the world. For the 
awareness of the PROGNOS situation, we add the following 
new requirement.  

New Goal 1: Recognize emergency situation at sea  

  Query 1.1: How high is the potential terrorist 
       threat? 

   Evidence 1.1.1: Ship(s) of interest  

   Evidence 1.1.2: Crew member(s) of 
                interest 

The new goal aims to alert a response team when the threat 
reaches a certain level. This will be accomplished by 
estimating potential terrorist attacks in the field given 
estimation of terrorist ships and terrorist crew members.  

In HMLP, a requirement can contain a performance 
criterion specifying a measure of accuracy (e.g., the mean 
squared error or the Brier score [26]). For example, we might 
require that the mean squared error between ground truth and 
estimated results from the probabilistic ontology shall be less 
than a given threshold (e.g., a mean squared error < 0.1).  

B. Design World Model and Rules 
This step performs two sub-steps (Design World Model and 

Design Rules). The Design World Model step is to define a 
world model for PROGNOS from the requirements defined in 
the previous step.  

In this step, the reference MEBN model for PSAW can be 
used to identify possible entities, random variables, and 
relationships between the random variables. Fig. 4 shows a 
PROGNOS world model represented in an EER (enhanced 
entity–relationship) model. We develop the PROGNOS world 
model using the requirements and the reference model. 

The reference model suggests four groups: (1) Reported 
Object, (2) Observing Condition, (3) Target Object, and (4) 
Situation. A world model for the original PROGNOS PO 
included the seven relations (e.g., Target, Ship, Person, 
Organization, Person_Org, Ship_Person, and Ship_Ship). The 
original PROGNOS PO treated only the target object group. In 
other words, it did not emphasize sensing. We would expect 

evidence (e.g., reported objects) to be reported to estimate 
actual targets (e.g., target objects), so relations (i.e., 
Ship_Report, Person_Report, Organization_Report, 
Ship_Ship_Report, Person_Org_Report, Ship_Person_Report, 
and ReportedTarget) for the reported object group are added in 
the world model for the extended PROGNOS PO. 
Observations may contain observation errors influenced by 
observing conditions (e.g., weather). The observing condition 
group contains two relations Sensor and SensorProperty. In the 
previous step, a requirement for the awareness for a situation 
was added. Therefore, we added a relation Field for the 
situation group in Fig. 4. Relations (i.e., Location, SensorOf, 
and ActualTarget) which are not classified in these groups are 
supporting relations used to join the relations in the four groups.  

Fig. 4. Part of EER Model for a PROGNOS world model 

 
The reference model provides some rules or relationships 

between these groups as shown in the arrows (Fig. 4). The 
observing conditions group and the target object group can 
influence the reported object group. For example, the attribute 
sensorPerformance in the relation SensorProperty influenced 
the report attributes in the report relations Ship_Report, 
Person_Report, Organization_Report, Ship_Ship_Report, 
Person_Org_Report, and Ship_Person_Report. The arrows in 
Fig. 4 indicate these relationships. The following shows a few 
of these rules. 

Rule 1: causal ({hasErraticBehavior, sensorPerformance}, 
hasErraticBehaviorRPT)  

Rule 2: causal ({isShipOfInterest, isTerroristPerson}, 
PotentialTerroristAttacks)  

... 

Rule 1 means that two attributes hasErraticBehavior and 
sensorPerformance cause the attribute hasErraticBehaviorRPT. 
Rule 2 means that two attributes isShipOfInterest and 
isTerroristPerson cause the attribute PotentialTerroristAttacks.  
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C. Construct Reasoning Model 
This step performs two sub-steps (Map to Reasoning Model 

and Learn Reasoning Model) to construct the PROGNOS PO. 
MEBN-RM provides a converting rule from RM to a 
probabilistic ontology. Entity relations which contain only one 
attribute for the primary key of the relation (e.g., ship and 
person) can be defined as entity types in the probabilistic 
ontology. Each of the attributes in the relations could be 
mapped to a resident node in the probabilistic ontology using 
MEBN-RM. For example, the attribute hasErraticBehavior of 
the relation Ship became the resident node 
hasErraticBehavior(ship).  

Rules which are defined in the previous step are used to 
develop relationships between resident nodes in the 
probabilistic ontology. For example, from Rule 1, we had a 
conditional dependence P(hasErraticBehaviorRPT(ship_report) 
| hasErraticBehavior(ship), sensorPerformance(shipSensor, 
ship)). From Rule 2, we had a conditional dependence 
P(PotentialTerroristAttacks(field) | isShipOfInterest(ship), 
isTerroristPerson(person)). 

We could model the extended PROGNOS PO as shown in 
Fig. 5 using the resident nodes, the relationships between the 
resident nodes, and the MFrag groups. 

Fig. 5. Extended PROGNOS probabilistic ontology 

 
Fig. 5 shows a set of MFrags in the extended PROGNOS 

PO. The list on the left indicates the four MFrag groups. Each 
group is decomposed into sub-groups. For example, the target 
object group contains five sets of MFrags (Person MFrags, 
Ship MFrags, MFrags for the relationship between two ships, 
MFrags for the relationship between a person and a ship, and 
MFrags for the relationship between a person and an 
organization). The following list (PO 2) shows part of new 
MFrags added into the extended PROGNOS PO. 
PO 2: Part of New MFrags added into the original PROGNOS probabilistic ontology  
1 [F: Orgainzation_Report_MFrag 
2  [C: isA(sr,SENSOR), isA(tr ,ORGANIZATION), isA(rt,REPORTEDTARGET)] 
3  [C: SensorOf(sr, tr), tr = ReportedTarget(rt)]  
4  [R: isTerroristOrganizationRPT(rt) 
5   [IP: isTerroristOrganization(tr)] 
6   [IP: performance(sr, tr)] 
7  ] 
8 ] 
9 [F: Situation_MFrag 
10  [C: isA(ship,SHIP), isA(person,PERSON), isA(field,FIELD)] 
11  [C: field = Location(ship)] 
12  [C: hasCrewMember(ship, person)] 
13  [R: PotentialTerroristAttacks(field) [IP: isShipOfInterest(ship), isTerroristPerson(person)]] 
14 ] 
15 ... 
 

 

In PO 2, we added the ship report MFrag which can be used 
to reason about Rule 1. Also, we added the situation MFrag 
which can be used to reason about Rule 2.  

In the Learn Reasoning Model step, the extended 
PROGNOS PO can be refined using a MEBN learning 
algorithm. The goal of MEBN learning is to learn an MTheory 
from a training dataset. A basic MEBN learning method for 
relational datasets was suggested [9][10]. This approach 
assumes that the training dataset is stored in a relational 
database based on RM. MEBN learning searches parameters, 
variables, and structures to find an MTheory that provides a 
good fit to the training dataset. In our case, the structures are 
given by the above steps as suggested in the PSAW reference 
model. Therefore, only parameter learning is required. The 
goal of parameter learning is to estimate the parameters    of a 
class local distribution L given a training dataset D and the type 
of distribution being learned, which fit well the training dataset 
D. 

For a discrete random variable case, Dirichlet distribution is 
commonly used because it is conjugate to the multinomial 
distribution. With a Dirichlet prior distribution, the posterior 
predictive distribution has a simple form [21][22]. For 
continuous random variables, multiple regression can be used. 
Park et al [9] introduced a basic MEBN parameter learning and 
structure learning for a conditional Gaussian hybrid model in 
which no discrete random variable may have a continuous 
parent random variable. 

For example, parameters for a conditional Gaussian 
distribution can be estimated using multiple regression. The 
following class local distribution (CLD) is an illustrative 
example of a conditional linear Gaussian CLD for the node 
Speed_RPT(rt, tr), which means a speed report rt for a target tr. 
The CLD of the node is a continuous CLD with hybrid parents 
(Sensor_Condition and Speed). In this case, we assume that the 
discrete parent node Sensor_Condition(sr, tr), which means a 
condition of a sensor sr for a target tr, has two states (Good and 
Bad) and the node Speed (tr), which means an actual speed of a 
target tr, is continuous.  

CLD 1 [Conditional Linear Gaussian]: Speed_RPT(rt, tr) 
1 if some sr.tr have (Sensor_Condition = Good) [     
2  Ɵ1.0 + Ɵ1.1*Speed + NormalDist(0, Ɵ1.2)       
3 ] else [  
4  Ɵ2.0 + Ɵ2.1*Speed + NormalDist(0, Ɵ2.2)       
5 ]  
 

Parameter learning for this CLD estimates the parameters 
(Ɵ1.0, Ɵ1.1, and Ɵ1.2) in Line 2 and the parameters (Ɵ2.0, Ɵ2.1, 
and Ɵ2.2) in Line 4 using multiple regression.   

D. Test Reasoning Model 
This step performs two sub-steps (Experiment Reasoning 

Model and Evaluate Experimental Results) to evaluate the 
extended PROGNOS PO from the test dataset. In the 
Experiment Reasoning Model step, the performance of 
estimation and prediction for the extended PROGNOS PO can 
be assessed using a performance measure (e.g., the mean 
squared error or the Brier score). Each experiment consists of 
the following five steps. (1) The test dataset provides entity 
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information (e.g., ship1, person1, and field1) and ground truth 
information (e.g., isShipOfInterest_ship1 = true, 
isTerroristPerson_person1 = true) to the extended PROGNOS 
PO. (2) Given these, the extended PROGNOS PO is used to 
compute a marginal probability distribution (e.g., 
P(PotentialTerroristAttacks_field1 | isShipOfInterest_ship1 = 
true, isTerroristPerson_person1 = true) in response to a query. 
(3) The test dataset provides ground truth data (e.g., 
PotentialTerroristAttacks_field1 = High). (4) Steps 1-3 are 
repeated for all test cases. (5) Finally, for results for all cases, 
the measures are calculated. 

In the Evaluate Experimental Results step, we evaluate the 
measures using the performance criteria in the requirements 
defined in the Analyze Requirement step (e.g., a mean squared 
error < 0.1). If the evaluation is not satisfied (e.g., a mean 
squared error >= 0.1), we can return to the previous steps to 
improve the performance of the extended PROGNOS PO. We 
can investigate the extended PROGNOS PO in the Construct 
Reasoning Model step. Unsatisfactory performance can be 
caused by a training database of insufficient size. In this case, 
we may find more datasets and apply them to the learning 
process. Also, it is possible that the MEBN learning algorithm 
which we use is ineffective. In this case, the application of a 
more effective MEBN learning algorithm is required. The 
world model in the Construct Reasoning Model step can be 
incorrect. For this, we may need to conduct a further field 
investigation and research to develop a more accurate world 
model. The requirements in the Analyze Requirements step can 
be impracticable or requires a too high standard to address it. In 
this case, readjustments for the requirements can be performed 
by the stakeholders.  

V. COMPARING UMP-ST AND HMLP 
HMLP is a modification of UMP-ST that specifies some 

detailed sub-steps and uses two reference models (the reference 
MEBN model for PSAW and MEBN-RM). These reference 
models can support efficient modeling for a probabilistic 
ontology in PSAW. The first steps (Requirement) for both 
processes are same. In the case of HMLP, the reference MEBN 
model for PSAW provides some guidance on  groups of 
entities to be defined (i.e., Reported Object, Observing 
Condition, Target Object, and Situation). In the second step of 
HMLP, the reference model also supports developing a world 
model in terms of PSAW by providing candidate entities (i.e., 
T, OR, SR, TR, and RT), attributes, and relationships. In the 
third step of HMLP, MEBN-RM supports the development of 
entities, random variables, and MFrags from a relational 
schema. HMLP also makes use of MEBN learning algorithms, 
so given a training dataset, a probabilistic ontology can be 
efficiently constructed. The second and third steps are mainly 
different with UMP-ST. These steps in HMLP can accelerate 
the modeling for probabilistic ontologies in PSAW and 
produce more comprehensive models.  

Table 1 shows feature comparison between the original 
PROGNOS PO and the extended PROGNOS PO. Each 
number in the table means the number of the features (entities, 
random variables, relationships between random variables, and 
MFrags). For example, the number of entities in the original 
model is three (Ship, Person, and Organization), while the 

number of entities in the extended model is ten (Field, Ship, 
Person, Organization, ShipSensor, PersonSensor, 
OrganizationSensor, ReportedShip, ReportedPerson, and 
ReportedOrganization). Table 1 shows that the feature of the 
extended PROGNOS PO is more comprehensive than the 
feature of the original PROGNOS PO. The original 
PROGNOS PO contains 51 RVs, while the extended 
PROGNOS PO contains 115 RVs. This means that the 
extended PROGNOS PO can answer more various questions. 
For example, a reasoning about potential terrorist attacks in a 
field can be performed using the extended PROGNOS PO, but 
the original PROGNOS PO can’t. Also, the extended 
PROGNOS PO contains observing conditions for sensors, so 
this may enable us to perform more accurate reasoning.   

 
If we assume that there is a training dataset for MEBN 

learning, the development period for the PROGNOS PO can be 
reduced. Usually, to develop an RV and its parameter, we 
study literature related to the RV and find possible parameters 
for the RV. Another way for the development of such an RV is 
to use domain expert knowledge. A subject matter expert 
(SME) may provide values and parameters for the RV, and 
relationships between RVs. In the PROGNOS project, to 
develop one RV, we used the following steps: (1) an SME in 
the maritime domain explained domain knowledge to an RV 
developer, (2) the RV developer developed the RV using the 
MEBN/PR-OWL software [27], and (3) the RV in the 
MEBN/PR-OWL software was evaluated by the SME. These 
steps were implemented with at least one day per RV. If we 
assume that for each RV, one day may be required to develop it 
by one RV developer and one SME, then the original 
PROGNOS PO requires around 51 days. On the contrary, if we 
assume that all datasets are available, the development with 
MEBN learning may require around one day for setting the 
datasets and learning a PO using a MEBN learning algorithm. 

VI. CONCLUSION 
UMP-ST was applied for construction of a probabilistic 

ontology to support PROGNOS including the PROGNOS PO. 
The PROGNOS PO played an important role in the operation 
of PROGNOS. However, manually developing and 
maintaining a probabilistic ontology is a labor-intensive and 
insufficiently agile process. Therefore, HMLP containing the 
reference models and machine learning methods was 
introduced. In the previous work for PROGNOS, UMP-ST was 
applied to develop the PROGNOS PO. This paper applied 
HMLP to develop the extended PROGNOS PO which was 
more comprehensive than the original model and was 
developed more quickly.  

The following summarizes future research issues. (1) 
HMLP in this research was not fully applied with MEBN 
learning from a training dataset. Evaluation of effectiveness 
(i.e., reasoning accuracy) of reasoning models learned from 

TABLE 1. Comparison between the original PROGNOS probabilistic 
ontology and the extended PROGNOS probabilistic ontology 

  Entities Random 
Variables Relationships MFrags 

Original  3 51 53 18 
Extended 10 116 147 36 
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MEBN learning is required. (2) A probabilistic ontology can 
contain MFrags, context nodes, resident (or inputs) nodes, 
graphs, FOL formula for nodes, and class local distributions for 
nodes. These elements can be subject to MEBN learning. 
Especially, FOL formula learning in a probabilistic ontology is 
a difficult topic relative to the others. In our approach, a dataset 
for learning is given from a relational database. Because we 
rely on MEBN-RM, we do not need to perform the 
complicated task of FOL formula learning from text data. FOL 
formula learning in a probabilistic ontology can be supported 
by Inductive Logic Programming [23][24] and Statistical 
Natural Language Processing [25]. (3) Also, future steps for 
the extended PROGNOS PO are to apply it to a realistic 
reasoning system for Maritime Domain Awareness. 
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Abstract—Decision making is a big topic in Intelligence, 
Defense, and Security fields. However, very little work can be 
found in the literature about ontology languages that 
simultaneously support decision making under uncertainty, 
abstractions/generalizations with first-order expressiveness, and 
forward/backward compatibility with OWL—a standard 
language for ontologies. This work proposes PR-OWL Decision, a 
language which extends PR-OWL—an extension of OWL to 
support uncertainty—to support first-order expressiveness, 
decision making under uncertainty, and backward/forward 
compatibility with OWL and PR-OWL. 

Keywords—ontology, decision making, uncertainty, OWL 

I. INTRODUCTION 
Ontologies are engineering artifacts which consist of formal 

vocabularies of terms, usually describing specific domain 
knowledge and accessed by persons or computers sharing a 
common view or domain application. Various interdisciplinary 
works addressing the engineering aspects of this field have been 
held in the recent years by the information systems—in a 
broader sense—community [1, 2, 3, 4, 5]. The Web Ontology 
Language (OWL) is a standard ontology language which 
represents classes, properties, and individuals in Semantic Web 
documents [6]. In 2005, Probabilistic Web Ontology Language 
(PR-OWL)  [7] was formulated to address OWL’s lack of 
support for uncertainty—a ubiquitous factor in complex real-
world problems. As a continuing effort, version 2 of PR-OWL 
[8] was formulated in order to address some backward 
compatibility issues with its predecessor OWL. 

Nevertheless, continuous efforts have been performed in the 
field of decision support, especially with models supporting 
uncertainty [9, 10, 11, 12, 13, 14, 15]. Decision making is the 
process of selecting a course of action among several 
possibilities, based on values or preferences of some decision 
maker. Values and preferences play a very important role here, 
because they represent the desirability of an outcome, in a 
manner that is different from the likelihood or probability that 
the outcome will happen. 

For example, one’s probabilistic model may state that the 
probability of failing some exam is 20% if you do not study. The 
decision maker may consider this is an acceptable probability 
for choosing not to study, given that the impact of failing is 
nothing more than minor embarrassment. However, if the 

decision maker may lose his/her job as a consequence of failing 
the exam, the decision maker would definitely study hard. This 
well illustrates how difficult it would be for someone to make 
decisions based only on metrics of uncertainty (e.g. probabilities 
or likelihoods of events), and how important values and 
preferences are in actually taking some action. Consequently, 
ontologies for decision making need to support both uncertainty 
and values (or preferences of decision makers). Unfortunately, 
current ontology tools and languages often do not have 
standardized constructs for representing preferences. 

On the other hand, there are models that were not originally 
designed for ontologies, but can be used for decision making 
under uncertainty with explicit representation of values. For 
instance, classic probabilistic decision models like Influence 
Diagrams (ID) [16] can be enough to just represent and solve 
decision-making problems—with representation of actions and 
values or preferences of a decision maker—with support for 
uncertainty. However, IDs perform probabilistic reasoning 
about propositional (as in propositional logic) statements, which 
is not expressive enough to capture many important situations; 
thus we would like to have first-order expressiveness (as in First-
Order Logic), with functions, predicates, and quantification. 

OWL direct semantics [6, 17]—mainstream in ontology 
languages—offer first-order expressiveness, but they do not 
natively support uncertainty and decisions (i.e. support for 
efficiently representing and treating actions, values and 
preferences of decision makers). PR-OWL, being an extension 
of OWL, also offers first-order expressiveness, and it also offers 
support for uncertainty, but it lacks support for decisions. It was 
already stated that IDs offer support for decision and 
uncertainty, but have only propositional expressiveness. It thus 
becomes of interest to extend the results we have for the 
propositional cases to the first-order case. Therefore, there is a 
need to extend the syntax of PR-OWL and its underlying 
logic—Multi-Entity Bayesian Network (MEBN) [18]—to 
include elements of IDs. PR-OWL Decision, the extension 
proposed in this work, addresses this issue. 

Reuse receives special attention, because it is a common, yet 
powerful way to drastically reduce the development effort. This 
is why special care is taken for backward and forward 
compatibility (with OWL). Backward compatibility can be 
achieved by designing the new language so that systems meant 
for the new language will automatically function with the older 
language, due to syntactical similarities. This offers incentives 
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for legacy system users to migrate to new solutions. Forward 
compatibility can be achieved by composing the new language’s 
syntax with valid constructions of the older language. Legacy 
systems may not be able to handle the new portions perfectly, 
but it ought to be guaranteed that the new construction will not 
cause legacy systems to fail catastrophically. This increases the 
practical usefulness of a new solution, because part of new 
models can be built on well tested legacy systems. 

Examples of kinds of decision problems (and related tasks) 
that could particularly benefit from the new solution are: 

• Those which the number of decisions and available actions 
(choices) are not known in advance. For instance, we can 
have decisions that repeat over time and the number of 
choices may increase/decrease for each decision. Other types 
of repetitions (in probabilistic dependency, or on utility 
functions) can also be treated by PR-OWL Decision. 

• Those using abstractions/concretizations from OWL class 
hierarchy. For instance, an OWL ontology may indicate that 
a “Tablet” is a subclass of “Computer”, thus a decision 
making model developed for a “Computer” might work well 
with a “Tablet” (e.g. decision models about information theft 
involving computers/tablets). PR-OWL Decision handles 
such inheritance natively. 

• When the process involving decision making itself is 
performed or aided by multiple software systems, 
interoperability plays a major role. OWL has strong support 
for interoperability, so does PR-OWL Decision. 

• Iterative/incremental model development process may 
benefit from PR-OWL Decision, due to its aim in reuse. A 
PR-OWL Decision ontology can be developed 
incrementally, starting from a well-tested deterministic 
ontology, then creating a PR-OWL ontology which imports 
the deterministic ontology (so that the original ontology is 
kept unchanged), and finally a PR-OWL Decision ontology 
can import the PR-OWL ontology. Cost of verification and 
validation is reduced, because previously tested artifacts are 
reused in “as-is” basis. An example in Software Product Line 
domain is discussed in the following sub-section. 

A. Software Product Line (SPL) Domain 

Examples presented throughout this paper are based on a 
Software Product Line (SPL) ontology, which was developed as 
a Proof of Concept for PR-OWL Decision [19]. SPL is a “family” 
of software-intensive systems that share a common set of 
characteristics satisfying specific needs of a particular domain, 
and are developed from a common set of software assets [20]. 
The engineering process of SPL is often divided into two phases: 
domain engineering (the process of analyzing, architecting and 
developing reusable components among the family) and 
application engineering (process of producing a single product 
by integrating and/or customizing reusable components). Proper 
SPL practices enable fast production and customization. 

Quickly developing a series of configurable/customizable 
software systems is important not only because software is 
ubiquitous in any current intelligence, defense or security 
system, but also because such systems are becoming 

increasingly complex and competitive, both in terms of pricing 
and available functionalities. Problems in intelligence, defense, 
and security are diverse, thus it’s natural to think that not all 
clients will use of the entire set of available system features. 
Quickly—and automatically—offering a proper set of features 
to the client, given their particular needs, would help in 
establishing a competitive price, and also to avoid unnecessary 
use of computational resources caused by unused features (the 
latter may become rather critical in embedded systems). Our 
Proof of Concept model mainly addresses this issue. 

The following list summarizes some important concepts of 
SPL that are referenced throughout this paper: 

• Features are common and variant characteristics among a 
set of software systems. These are related to (or originated 
from) a set of domain requirements, and can be mapped to a 
set of software assets, so it can be thought as an abstraction 
that maps requirements to reusable components. 

• Configuration can be thought as a set of features which 
jointly satisfies constraints of consistency (e.g. dependency 
and compatibility). We can move from a configuration to 
another by adding, removing, or substituting features, of 
course, without breaking consistency rules. 

• Domain requirements are requirements identified and 
treated in the domain engineering process (i.e. “inter-
system” requirements that will derive features and related 
reusable components). 

• Application requirements are requirements treated in the 
application engineering process (i.e. emerging requirements 
that will result in a single product). A “requirement” in SPL 
can be either a domain or application requirement. 
The Proof of Concept ontology was developed in a 

iterative/evolving manner, starting from a simple, deterministic 
OWL ontology, which captured the features and their 
constraints. Then, a PR-OWL ontology which encodes some 
probabilistic relationships between the features, requirements, 
and assets was developed by reusing (importing) the original 
ontology. Finally, a PR-OWL Decision ontology was developed 
in order to represent the costs and profits (with associated risks) 
of incorporating new features to some configuration given 
emerging requirements. The resulting ontology is able to solve, 
for example, a decision problem of choosing the set of features 
to (re)use during application engineering, under maximum 
expected profit (or minimum expected cost) criteria. 

II. PR-OWL 
Traditional ontologies have no built-in mechanism for 

representing or drawing inferences under uncertainty. The 
Probabilistic Web Ontology Language (PR-OWL) consists of a 
set of classes and properties (relationships) that collectively 
form a framework for building and reasoning with probabilistic 
ontologies, yet keeping syntactical compatibility with OWL. 
The purpose of a probabilistic ontology is to describe knowledge 
about a domain and its associated uncertainty in a principled, 
structured, and sharable way, so that it can be applied to support 
semantic applications working in complex open-world 
environments. PR-OWL 2 is an extension of OWL 2 with 
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enhanced meta-level 1  support for specifying probability 
distributions of OWL properties [8]. Constructs of PR-OWL 
basically follow an abstraction inherent from Multi-Entity 

Bayesian network, which is explained in next sub-section.  

A. Multi-Entity Bayesian Network 

Multi-Entity Bayesian Network (MEBN) [18] is the 
underlying logic of PR-OWL (and its version 2). For this reason, 
a PR-OWL specification can be informally seen as a scheme for 
describing a MEBN model in OWL.  

MEBN extends BN [21] by combining the expressiveness of 
First-Order Logic and the inference power of BN. MEBN 
represents the world as a collection of inter-related entities, their 
respective attributes, and relations among them. Knowledge 
about attributes of entities and their relationships is represented 
as a collection of repeatable patterns, known as MEBN 
Fragments (MFrags). A set of well-defined MFrags that 
collectively satisfies first-order logical constraints ensuring a 
unique joint probability distribution is a MEBN Theory 
(MTheory). The probabilistic portion of a consistent PR-OWL 
2 ontology represents an MTheory. 

An MFrag represents uncertain knowledge about a 
collection of related random variables (RVs). RVs, also known 
as “nodes” of an MFrag, represent the attributes and properties 
of a set of entities. A directed graph represents dependencies 
among the RVs. Since an MFrag is in fact a template that can be 
repeatedly instantiated to form Situation-Specific Bayesian 

Networks (SSBNs), their RVs usually contain as arguments one 
or more ordinary variables, which are variables that are 
substituted by instances of entities during the instantiation 
process. SSBNs are regular BNs that are formed, usually in 
response to a query, to address a particular situation that may 
occur in the domain. Since a SSBN is just a regular BN, 
traditional BN algorithms, like junction tree algorithm [22], can 
be applied to it with no special adaptations. Usually, a SSBN 
would look like a collection of “similar” nodes, differing only 
by their arguments’ values. 

MEBN provides a compact way to represent repeated 
structures in a Bayesian Network. An important advantage of 
MEBN is that there is no fixed limit on the number of random 
variable instances, which can be dynamically instantiated as 
needed. Some may see MFrags as tiny “chunks of knowledge” 
of a given domain. Since a MTheory is a consistent composition 
of such “chunks”, MEBN (as a formalism) is suitable for use 
cases addressing reuse of information. This property is used in 
this work in order to achieve efficient reuse of ontology. 

Finally, MEBN categorizes random variables into three 
different types. See Figure Fig 1 for a graphical representation. 
Directed arrows going from parent to child variables represent 
dependencies. The list of arguments in parenthesis are replaced 
by unique individuals when the SSBN instantiation process is 
triggered. The following list describes the elements presented in 
Fig 1: 

                                                             
1 The language offers means for specifying or extending information 
or rules about other elements in the ontology.  

• Resident nodes (rounded yellow rectangles) are predicates 
(as in First-Order Logic) which represent the actual random 
variables that form the core subject of an MFrag. MEBN 
logic requires that the local probabilistic distribution of each 
resident node should be uniquely and explicitly defined in its 
home MFrag. The possible values of a resident node can be 
instances of entities (e.g. individuals of an OWL class). In 
this example, the resident node “fulfills” represents a 
relationship between a feature and a set of requirements (of 
any type) that the feature satisfies/fulfills. 

• Context nodes (green pentagons) are Boolean (i.e. logical 
datatype) random variables representing conditions that 
must be satisfied to make a distribution in an MFrag valid. 
First-Order Logic formula (which may reference predicates 
in other MFrags) can be used in order to express complex 
conditions. For instance, the context node 
is_derived_from(req,domReq) indicates that the MFrag is 
only valid if req (a requirement) is derived from domReq (a 
domain requirement). Any combination of req and domReq 
not satisfying the context node will cause the instances of the 
nodes in that MFrag to be marked as invalid and thus some 
default probability distribution (instead of the distribution 
specified in the MFrag) will be applied. 

• Input nodes (grey trapezoids) are basically “pointers” 
referencing to some resident node. Input nodes also provide 
a mechanism to allow resident nodes’ re-usage between 
MFrags. In the example, the input node fulfills(feature, 

domReq) is a reference to the resident node fulfills in the 
same MFrag. The arc from fulfills input node to fulfills 
resident node (i.e. the recursive dependency) indicates that 
whether a feature fulfills or not some requirement depends 
on whether the feature fulfills or not a domain requirement 
which derived the requirement in question. 

• Ordinary variables appear as arguments of nodes in the 
example (see labels feature, req, and domReq). They are 
“non-random” variables that can be replaced with instances 

 
Fig 1. Structure of MEBN Fragment. 
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of entities in order to fill the arguments of nodes. Constraints 
about the type of ordinary variables are declared in “isA” 
context nodes, whose first argument is an ordinary variable 
and the second argument is a name of some entity (e.g. some 
OWL class). 

III. MULTI-ENTITY DECISION GRAPH 
Multi-Entity Decision Graph (MEDG) provides a 

framework for modeling and solving decision problems which 
require both first-order expressiveness and handling of 
uncertainty; and it forms the semantics, mathematical 
formalism, and a graphical abstraction of documents written in 
PR-OWL Decision. Consequently, in a technical view, PR-
OWL Decision documents can be seen as a computer-readable 
representation of MEDG models that can be persisted in storage 
media or streamed to a network. 

MEDG extends MEBN by combining the expressiveness of 
a probabilistic First-Order Logic—MEBN—with the ability to 
represent decisions and values (utilities) and to perform decision 
making under uncertainty, with maximum expected utility 
criterion, of Influence Diagrams (ID) [16]. IDs are a 
generalization of Bayesian Networks (BN) [21] which consist of 
a directed acyclic graph of probabilistic nodes (just like nodes 
in BN, it corresponds to random variables), decision nodes (they 
correspond to decisions to be made, and represent available 
actions), utility nodes (corresponds to utility functions, which 
quantifies values or preferences of a decision maker), 
conditional arcs (arcs that points to a probabilistic node and 
represent probabilistic dependence), information arcs (arcs that 
points to decision nodes and represent information that have to 
be available at the time of the decision), and functional arcs (arcs 
that points to utility nodes and represent inputs for the utility 
function). The main idea of MEDG is, therefore, to augment 
MEBN with decision nodes, utility nodes, information arcs and 
functional arcs. 

Following the convention of MEBN, the world is 
represented in MEDG as a collection of inter-related entities, 
their respective attributes, and relations among them. 
Knowledge about attributes of entities and their relationships is 
represented as a collection of network fragments that represent 
repeatable patterns, known as MFrags (now, this name stands 
for MEDG Fragments instead of MEBN Fragments). A set of 
well-defined MFrags that collectively satisfies logical 
constraints is called MTheory (similarly, this name now stands 
for MEDG Theory). A consistent PR-OWL Decision ontology 
represents an MTheory. Fig 2 shows the components of a 
MEDG Fragment, and the following list is a description of such 
components:  

• Decision resident node: this orange rectangular node is a 
new type of node in MEDG and it represents the class of 
decision nodes. It can be used in input nodes or context 
nodes, and just like resident nodes it needs to be uniquely 
and explicitly defined in some home MFrag. As in IDs, arcs 
pointing to these nodes are information arcs that represent 
information that are assumed to be known at the time of 
taking the action. In the example, incorporateFeature 
represents the decision of whether to add or not some feature 
“feat” to the current configuration “config”, given 

information of hasSuggestion (whether such feature can be 
suggested to the configuration or not). 

• Utility resident node: this blue diamond node is a new type 
of node in MEDG which represents the class of utility nodes. 
MEDG logic requires that the utility function of a utility 
resident node must be uniquely and explicitly defined in 
some home MFrag. Utility resident nodes cannot be parents 
of resident nodes or decision resident nodes, and cannot be 
used in context nodes. Arcs pointing to these nodes are 
functional arcs and represent inputs of the utility function. 
Under the multi-attribute utility criteria, we can represent the 
“global” utility function as a combination of sub-functions 
(i.e. the utility function can be decomposed to multiple sub-
functions involving only a smaller subset of variables, and 
each of such sub-functions can be represented by utility 
resident nodes). In such context, when some utility resident 
node is a child of utility resident nodes, it represents the 
combining function over the parents. If no such combining 
function is specified, then the unweighted additive function 
(i.e. a simple sum over the sub-functions) is implicitly 
assumed by default. In Fig 2, transitionCost represents the 
cost of adding the feature “feat” to the current configuration 
“config” (given the decision about whether to actually add or 
not such feature). 

• Resident node (or “probabilistic” resident node), input 
node, context node, and ordinary variables: these 
elements play the same role as in MEBN. However, input 
and context nodes can now have references to Decision 
resident nodes. The three context nodes in Fig 2 are declaring 
that the type of the ordinary variable config and feat are 
respectively the Configuration and Feature entities, and the 
values of these ordinary variables must not be equal. The 
input node hasSuggestion is a reference to a resident node in 
another MFrag (not shown in the figure, though). The 
resident node hasError is the probability of the new feature 
feat to cause error to current configuration config, and it has 
direct impact on the utility. 

 
Fig 2. Structure of MEDG Fragment. 
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From a semantic viewpoint, backward compatibility (i.e. 
tools that support MEDG should also support MEBN) is only 
possible if MEDG models without presence of decision and 
utility nodes are equivalent to the respective MEBN model. This 
explains why components of MEBN (e.g. resident nodes, input 
nodes, context nodes) are fully reused in MEDG. It is worth 
noting that these approaches for backward compatibility are 
directly applicable to PR-OWL Decision as well, because PR-
OWL Decision ontologies semantically represent MEDG 
models, and they share the same abstractions (i.e. nodes, entities, 
states, etc.). 

On the other hand, forward compatibility (i.e. tools that 
support MEBN should be able to open MEDG models) is not 
directly guaranteed at the logic level, obviously because MEBN 
semantics cannot handle decision and utility nodes. Instead, 
forward compatibility is achieved at the syntactical level in PR-
OWL Decision by asserting that decision resident nodes and 
utility resident nodes in PR-OWL Decision are subclasses of 
resident nodes of PR-OWL. This shall enable tools compatible 
with PR-OWL to open PR-OWL Decision ontologies, and allow 
decision and utility nodes to be displayed and edited as if they 
were just resident nodes. This is why decision resident nodes and 
utility resident nodes in PR-OWL Decision are defined 
respectively as resident nodes with no probability distribution, 
and single-valued resident nodes in PR-OWL Decision. 

A. Entailments of PR-OWL Decision: MEDG Inference 

Entailments of PR-OWL Decision are information that can 
be inferred from a PR-OWL Decision ontology document, based 
on its underlying semantics—MEDG. This includes anything 
that can be deterministically inferred (by First-Order Logic or its 
subsets), anything that can be inferred by first-order 
probabilistic reasoning (which requires combination of First-
Order Logic and probabilistic inference), and anything that can 
be inferred by combining the previous inference with decisions 
and utility functions. The former two can be achieved with 
MEBN and PR-OWL (actually, the first one can even be 
achieved with OWL direct semantics and description logic 
reasoning), so they are not important in the context of this 
document. The last one is our focus, because it requires 
inference in MEDG semantics. 

Namely, the tasks of calculating expected utility, and to find 
optimal policy under maximum expected utility criterion are 
important entailments of PR-OWL Decision that will be 
considered in this research. We propose an algorithm (described 
in Listing 1) adapted from [23] for grounding a MEDG Theory 
based on entity information and evidence currently available in 
the knowledge/data base (in the context of PR-OWL Decision, 
the knowledge/data base is the ontology itself, or it can be a 
separate ontology, but consistent with PR-OWL Decision) to 
generate a Situation-Specific Influence Diagram (SSID) in order 
to solve the above tasks.  

Fig 3 illustrates grounded inference of MEDG in the context 
of PR-OWL Decision. In the figure, data/evidences retrieved 
without probabilistic inference (e.g. OWL individuals or OWL 
property assertions) will be combined with elements of MEDG 
in order to instantiate the SSID. Once SSIDs are generated, they 
are equal to ordinary IDs, so any algorithm for solving (e.g. 

calculate expected utility or find optimal policy) IDs can be used 
to solve SSIDs.  

 
Fig 3. Grounded inference of MEDG. 

Inputs: 

• Queries: a list of nodes (instances of decision or resident nodes) 

that will be guaranteed to be present in SSID. 

• Instances of entities: collection of all known instances of entities. 

These can be OWL individuals in PR-OWL Decision. 

• Evidence: list of all random variables and decision nodes with 

known values (and their respective values as well). 

1 Include all nodes in evidence and queries in SSID. 

2 Include all possible instantiations of utility nodes (by instantiating all 

possible values of arguments of utility resident nodes) to SSID. 

3 Mark all nodes in SSID as “unfinished”. 

4 For each “unfinished” node “n” in SSID, do: 

4.1 Find the resident node (or decision/utility resident node) “res” 

whose “n” is its instance. 

4.2 If the MFrag of “res” is marked as “unsatisfiable”, set “n” to use 

default distribution, mark “n” as “finished”, and continue at line 4. 

4.3 For each context node “cx” in the same MFrag 

4.3.1 If “cx” is unsatisfiable (i.e. 100% false), then mark the 

MFrag as “unsatisfiable”, set “n” to use default distribution, 

mark “n” as “finished”, and continue at line 4. 

4.3.2 Else if “cx” is unknown (i.e. neither 100% true or 100% 

false), then: 

4.3.2.1 Virtually transform the context “cx” to input node.  

4.3.2.2 Create arcs from new input node to all resident 

nodes (and decision nodes) in same MFrag. 

4.4 For each parent “p_res” of “res”, do: 

4.4.1 Instantiate arguments (ordinary variables) of “p_res” that 

match the formulae in context nodes in the same MFrag. 

4.4.2 Instantiate “p_res” with the combination of arguments 

found in previous step. 

4.4.3 For each instance “p_n” of “p_res”, do: 

4.4.3.1 Mark “p_n” as “unfinished”, and add it to SSID (if not 

already there). 

4.4.3.2 Add arcs from “p_n” to “n” in the SSID. 

4.5 Mark “n” as “finished”. 

5 Prune (remove) from SSID all nodes that are d-separated or 

disconnected from queries and utility nodes. 

6 Compile the LPD/utility scripts of all probabilistic and utility nodes, so 

that the scripts are translated to actual probability distributions/tables 

or actual utility functions/tables. 

7 Return (output) SSID. 

Listing 1: pseudocode for generating SSID. 
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B. A Script Language for Utility and Probability Distribution 

A resident node in MEDG specifies a Local Probability 

Distribution (LPD), a generic specification of conditional 
probabilities of random variables that can be instantiated from 
that resident node, given their parents. However, since MEDG 
represents generalizations, LPDs cannot be specified in a 
“propositional” manner, like a table of conditional probabilities 
for all possible combinations of parents’ states. Similarly, utility 
functions of utility resident nodes also cannot be specified in a 
“propositional” manner. 

We propose a scripting language for specifying LPDs and 
utility functions in MEDG in a uniform and “non-propositional” 
manner, by extending the scripting language of [23, pp. 17-18] 
with more support for first-order syntax, such as support for 
ordinary variables in conditions, support for arguments in nodes, 
more support for nodes with states dynamically instantiated, and 
support for non-normalized values (for utilities, which do not 
necessarily sum up to 1). Special care was taken for backward 
compatibility, so that old scripts are also valid in the new 
grammar.  

Listing 2 shows a tentative version of the new grammar in 
Backus–Naur Form [24] for a script for specifying utility and 
LPD. Listing 3 is an example of LPD script that complies with 
the proposed LPD grammar (it specifies the probability 
distribution of node fulfills of Fig 1).  

Table I is an example of a conditional probability table that 
can be generated from Listing 3, when SSID is instantiated. In 
this example, the ordinary variable “feature” was substituted by 
an entity instance called “F1”, and the ordinary variable 
“domReq” (i.e. a domain requirement) was substituted by entity 
instances “R1” and “R2”. We can see in the table that if at least 
one parent is true, then the probabilities are set to true = 0.7, and 
false = 0.3. When no parent is true, but at least one parent is 
false, then the probabilities are set to true = 0.1, and false = 0.9. 
Otherwise, the probability of absurd is set to 1. This complies 
with Listing 3.  

Scripts for specifying LPDs are not formally part of PR-
OWL, so such scripts are directly stored as literal data 
properties. We will follow the same approach and store scripts 
in the new grammar as literal (text) data properties in PR-OWL 
Decision as well. Consequently, the new LPD scripting 
language is not formally a part of the specification of PR-OWL 
Decision. 

IV. PR-OWL DECISION 
PR-OWL Decision, the language proposed in this research, 

extends PR-OWL in order to support decision variables (i.e. 

actions that a decision maker can take) and utility variables (i.e. 
values and preferences) in probabilistic ontologies.  

The new language provides definitions of special classes and 
properties (relationships) that collectively form a framework for 
building and reasoning with decision problems expressed as 
probabilistic ontologies. These new components are defined in 
terms of existing PR-OWL and OWL elements, so that 
syntactical compatibility with PR-OWL (and OWL) is achieved. 
In this chapter we define such new components and how they 
relate to PR-OWL and OWL.  

We primarily extend PR-OWL version 2 (PR-OWL 2), 
because it offers enhanced meta-level features—not present in 
version 1—that allows us to represent probability distributions 

<distribution> ::= <statement> | <if_statement> 

 <if_statement>  ::=  

  "if" <allop> <varsetname>  

 "have" "(" <b_expression> ")" <statement>  

  "else" <else_statement>  

 <allop> ::= "any" | "all" 

 <varsetname> ::= <ident>[["."|","]<ident>]* 

 <b_expression> ::= <b_term> [ "|" <b_term> ]* 

 <b_term> ::= <not_factor> [ "&" <not_factor> ]* 

 <not_factor> ::= [ "~" ] <b_factor> 

 <b_factor> ::= "(" <b_expression> ")"  

 | <ident> ["(" <arguments> ")"]   

 "=" <ident> ["(" <arguments> ")"]  

 <arguments> ::= <ident>[["."|","]<ident>]* 

 <else_statement> ::= <statement> | <if_statement> 

 <statement> ::= "[" <assignment_or_if> "]"  

 <assignment_or_if> ::= <assignment> | <if_statement> 

 <assignment> ::= <ident> "=" <expression> [ "," <assignment> ]* 

 <expression> ::= <term> [ <addop> <term> ]* 

 <term> ::= <signed_factor> [ <mulop> <signed_factor> ]* 

 <signed_factor> ::= [ <addop> ] <factor> 

 <factor> ::= <number> | <function> | "(" <expression> ")" 

 <function> ::= <possibleVal>  

  | "CARDINALITY" "(" [<varsetname>] ")" 

  | "MIN" "(" <expression> ";" <expression>")" 

  | "MAX" "(" <expression>";" <expression>")" 

  | <external_function> 

 <possibleVal> ::= <ident> 

 <addop> ::= "+" | "-" 

 <mulop> ::= "*" | "/" 

 <ident> ::= <letter> [ <letter> | <digit> ]* 
Listing 2: BNF grammar of LPD/utility script. 

TABLE I.  EXAMPLE OF CONDITIONAL PROBABILITY TABLE THAT CAN BE OBTAINED FROM SCRIPT IN LISTING 3. 

 

if any feature,domReq have ( fulfills(feature,domReq) = true ) [ 

   true = .7, false = .3 

] else if any feature,domReq have ( fulfills = false ) [ 

   true = 0.1, false = 0.9 

] else [ absurd = 1 ] 
Listing 3: Example of LPD script. 
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of existing OWL properties [8]. These features are necessary 
conditions for semantic-level compatibility with OWL, because 
they enable entailments of OWL ontologies to be also contained 
in the entailments of PR-OWL 2. We also offer an alternative 
extension of PR-OWL version 1 (PR-OWL 1) for decision 
support in ontologies originally written in this older version as 
well. However, this is only kept for backward compatibility, and 
is superseded by the extension of PR-OWL 2. The version of 
PR-OWL Decision which extends PR-OWL 2 is called PR-
OWL 2 Decision, and the version that extends PR-OWL 1 is 
called PR-OWL 1 Decision; but for simplicity, in this document 
We’ll simply use “PR-OWL Decision” to refer to the one that 
extends PR-OWL 2. 

A. PR-OWL Decision Schema Vocabulary 

Just like any OWL and PR-OWL document, a PR-OWL 
Decision document needs to be built by combining a set of pre-
defined building blocks. A PR-OWL Decision document is said 
to be syntactically valid if the document is validated against a 
schema vocabulary. A schema vocabulary is a document that 
partially defines another document’s structure with a list of legal 
elements, attributes, built-in classes and properties.  

Fig 4 illustrates how the PR-OWL Decision schema 
vocabulary relates to other vocabularies. The vocabulary 
(schema) files of PR-OWL 1 Decision and PR-OWL 2 Decision 
reuses constructs from PR-OWL 1 and PR-OWL 2 respectively. 
While the vocabularies of PR-OWL are valid ontologies in 
OWL direct semantics (thus, we can use the OWL “import” 
mechanism to reuse the entire document), the OWL RDF/XML 
syntax vocabulary file/document has some constructs that are 
not defined in OWL direct semantics, so only a subset of OWL 
vocabulary document is used in PR-OWL vocabulary. Finally, 
as the name implies, the OWL RDF/XML syntax document 
combines syntaxes from XML (and XML Schema) and 
Resource Description Framework (RDF)  and its schema 
(RDFS) [25]. 

From the foundation of OWL, any ontology component is 
identified by an Internationalized Resource Identifier (IRI), a 
standard defined by the Internet Engineering Task Force to 
extend the Uniform Resource Identifier (URI) scheme. URIs 
and IRIs are both text identifiers that resemble web addresses, 
but URIs are limited to ASCII characters, while IRIs allow 

Unicode characters to be used. The stereotype <<owl:imports>> 
in arcs represents a property that is used for importing other 
OWL ontologies entirely. The World Wide Web Consortium 
(W3C) recommends not to import the OWL schema vocabulary 
directly to ontologies using direct semantics of OWL, because it 
will break some compatibility with Description Logic. 
Therefore, the stereotype <<uses>> indicates that only a subset 
of features are referenced. The stereotype <<Definition>> is 
used instead of <<Vocabulary>> in XML Schema Definition 
(XSD) simply because the word “definition” is part of its official 
name.  

In the syntax viewpoint, backward compatibility with PR-
OWL is forced because we explicitly import the PR-OWL 
schema vocabulary into the new schema (thus, tools compatible 
with PR-OWL Decision are forced to handle PR-OWL schema 
as well). Forward compatibility (i.e. tools compatible with OWL 
or PR-OWL will be able to open PR-OWL Decision 
documents—but not necessarily execute some reasoning 
process) is achieved because PR-OWL Decision schema 
vocabulary only uses building blocks of OWL and PR-OWL, 
and the PR-OWL schema vocabulary only uses building blocks 
compatible with OWL’s RDF/XML syntax and vocabulary—
thus the entire import closure is forward compatible. 

B. Syntactical Differences with PR-OWL 

PR-OWL Decision introduces the concept of decision nodes 
and utility nodes to PR-OWL. No changes will be made to 
existing syntactical blocks of PR-OWL, which will be fully 
reused—imported—by the PR-OWL Decision. Fig 5 illustrates 
the classes of PR-OWL 2 Decision and their relationships to PR-
OWL 2 classes. Fig 6 illustrates the classes of PR-OWL 1 
Decision and their relationships to PR-OWL 1 classes. The 
remaining paragraphs of this section basically discusses about 
the contents of the figures. 

The prefixes of IRIs of classes in PR-OWL 2 Decision are 
the IRIs of its schema vocabulary (i.e. IRIs of these classes starts 
with the IRI of the schema vocabulary of PR-OWL 2 Decision, 
and the IRI fragment—suffix after “#”—is the name of the 
class). Similarly, prefixes of IRIs of classes in PR-OWL 1 
Decision are the IRIs of the schema vocabulary of PR-OWL 1 
Decision. For example, the IRI of class DomainDecisionNode 
of PR-OWL 2 Decision is <http://www.pr-owl.org/pr-owl2-

 
Fig 4. IRI/URI of vocabularies. 
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decision.owl#DomainDecisionNode>. The IRIs of the other 
classes follow the same pattern, so IRIs are omitted in the figures 
for sake of visibility. These classes can be mapped to 
components of its underlying logic—Multi-Entity Decision 
Graph (MEDG)—which is presented in later section. 

The following list describes the main elements of PR-OWL 
2 Decision in Fig 5—again, please refer to the section about 
Multi-Entity Decision Graph for the semantics of these 
elements: 

• DomainDecisionNode: this class represents decision 
resident nodes of MEDG (see next section for descriptions 
about MEDG). It extends DomainResidentNode, a class 
which represents resident nodes in PR-OWL, because all 
properties that are valid for the DomainResidentNode (for 
instance, it should be associated with possible values, can 
have parents and children, and can be used as arguments of 
other nodes) are also valid for DomainDecisionNode, except 
for the fact that LPDs are not used in DomainDecisionNode. 

• DomainUtilityNode: this class represents utility functions 
(utility resident nodes in MEDG). This is represented as 
subclass of DomainResidentNode for forward compatibility, 
so that tools compatible with PR-OWL can open utility 
nodes as if they were resident nodes with a single possible 
value (the utility instance).  

• UtilityMExpression: this is an extension of MExpression of 
PR-OWL 2 for DomainUtilityNode. The MExpression 
connects Node to its arguments, types, or possible values, 
and UtilityMExpression specifies some restrictions that force 

DomainUtilityNode not to be used in arguments of context 
nodes (this is achieved by “isTypeOfArgumentIn exactly 0 

MExpressionArgument” restriction), and by forcing the type 
of DomainUtilityNode to be always UtilityVariable. 

• UtilityVariable: this is an extension of RandomVariable, a 
class which describes the type of MExpression. 
UtilityVariable is used to force DomainUtilityNode to be 
associated with only a single possible value: the utility. This 
asserts that tools compatible with PR-OWL will see 
instances of DomainUtilityNode as being resident nodes with 
a single value. 

• utility: this OWL individual is a possible state of 
DomainUtilityNode created for compatibility with PR-OWL 
(thus, this OWL individual does not actually represent the 
“concept” of utility), because constraints in PR-OWL forces 
any node to have at least one possible state. Please, notice 
that numerical values of utilities in PR-OWL Decision are 
represented in terms of utility functions, not by some OWL 
individual or literal called “utility”. This is similar to the 
approach in PR-OWL for probabilities, because such values 
are represented as probability distributions, not by some 
individual or literal called “probability”. 
The following list describes the elements of PR-OWL 1 

Decision (Fig 6) and compares them with PR-OWL 2 Decision: 

• Domain_Decision: same of DomainDecisionNode of PR-
OWL 2 Decision. 

• Domain_Utility: same of DomainUtilityNode of PR-OWL 2 
Decision. The “isArgTermIn exactly 0 ArgRelationship” 
forces Domain_Utility not to be used as arguments in context 

 
Fig 5. PR-OWL 2 Decision classes and relations to PR-OWL 2.  

 
Fig 6. PR-OWL 1 Decision classes and relations to PR-OWL 1.  
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nodes; and the restriction “hasPossibleValues utility” 
enables tools compatible with PR-OWL 1 to see 
Domain_Utility as a resident node with single value. 

• UtilityLabel: this is the same of utility in PR-OWL 2 
Decision. The difference is that a constraint in PR-OWL 1 
forces a possible state of a node to be an individual of Entity, 
while in PR-OWL 2 this constraint is relaxed. For this 
reason, utility in PR-OWL 1 Decision is an individual of 
MetaEntity—subclass of Entity. 

V. CONCLUSION AND FUTURE WORK 
PR-OWL Decision was formulated as an extension to PR-

OWL in order to support decision making under uncertainty. 
Backward and forward compatibility was ensured by reusing 
both syntax and semantic elements from PR-OWL. MEDG, the 
underlying logic of PR-OWL Decision, augments MEBN with 
decision and utility variables, so that entailments of PR-OWL 
Decision can be obtained with MEDG inference. An example of 
grounded inference/solving algorithm and a script for specifying 
probabilities and utilities in MEDG was described in this 
document. This work is part of an ongoing Ph.D. research, thus 
further details on MEDG, related algorithms, and software 
implementations will be coming in future works. 
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Abstract— Clinical medical practice and biomedical research 

utilize genetic information for specific purposes. Irrespective of 
the purpose of obtaining genetic material, methodologies for 
protecting the privacy of patients/donors in both clinical and 
research settings have not kept pace with rapid genetic advances. 
When the usage of genetic information is not predicated on the 
latest laws and policies, the result places all-important 
patient/donor privacy at risk. Some methodologies err on the side 
of overly stringent policies that may inhibit research and open-
ended diagnostic activity, whereas an opposite approach advocates 
a high-degree of openness that can jeopardize patient privacy, 
identifying patient relatives and erode the doctor-patient privilege. 
As a solution, we present a unique approach that is based on the 
premise that acceptable clinical treatment regimens are captured 
in workflows used by caregivers and researchers and therefore 
their associated purpose can be extracted from these workflows.  
We combine these purposes with applicable consents (derived 
from applicable laws) to ascertain the releasability of genetic 
information. Given that federal, state and institutional laws 
govern the use, retention and sharing of genetic information, we 
create a three-level rule hierarchy to apply the laws to a request 
and auto-generate consents prior to releasing. We prototype our 
system using open source tools, while ensuring that the results can 
be added to existing Electronic Medical Records (EMR) systems. 

Keywords—genetic privacy, electronic medical records, 
ontology, health care, genomic medicine, SWRL 

I. INTRODUCTION  
Genetic studies match genotypic and phenotypic 

data to associate genetic markers with onset of 
diseases [1]. Studies have shown that preventive care 
costs significantly less than treatment upon disease 
onset and diagnosis [2, 3]. Furthermore, rapid 
advancement of genetic research continues to 
lengthen the list of predictable diseases.  Examples 
include genetic mutations causing some breast 
cancers (BRC-1 and BRC-2), ovarian cancer, sickle 
cell anemia, β-thalassemia, left ventricular 
noncompaction cardiomyopathy and Alzheimer’s 
disease.  However, both research and clinical use of 
genetic information entail privacy challenges that 
differ from usage of other medical data in following 
ways: 

*  Ethics - Privacy of genetic data differs from 
traditional medical information privacy.  For 
example, protecting patients’ private information 
(e.g., Protected Health Information - PHI) is an 
important medical ethics and legal obligation. Data 
for genotype-phenotype matching can be used to 
stigmatize or discriminate against genetic relatives of 
a donor, so the dangers of its exposure must be 
carefully weighed against the benefits of its use [1, 4, 
5]. There is an ongoing ethical debate between the 
two different  schools of thought, one in which the 
donor gives open consent for using his/her data vs. 
the other that advocates explicit purpose-based 
consent [6]. 

* Legal Issues - Due to the unusual situation of 
being able to expose relative’s genetic composition, 
genetic privacy has been proposed as categorical 
privacy that differs from traditional individual-
centered concepts of privacy in literature [7]. Federal 
(HIPAA and GINA) [8, 9], state laws and 
institutional polices provide the legal framework for 
the sharing of genetic information. Furthermore, 
genetic privacy laws vary from state-to-state and may 
be inconsistent with, or more or less stringent than, 
federal regulations.  

*  Social Implications - Societal views are often 
reflected in law and/or organizational policies, so 
their implications are likely inextricably intertwined 
with laws and policy governing genetic privacy and 
what constitutes informed consent. 

   As a solution, we provide an encompassing 
framework consisting of workflow-enforced genetic 
privacy as well as biomedical consent management, 
consistent with state and federal genetic privacy laws 
such as statute, regulation and precedent.  Following 
this Introduction, Section 2 addresses related work; 
Section 3 reviews the prototype design and ontology, 
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Section 4 describes the implementation of our genetic 
services workflow that enforces appropriate informed 
consent based on applicable law to achieve genetic 
privacy; and, finally, Section 5 presents conclusions. 

II. RELATED WORK 
Many researchers have suggested adopting 

traditional information protecting methodologies to 
protect patients’ confidentiality. Yet, this might not 
be effective due to the uniqueness of being traceable 
to an individual or group of individuals [10, 11]. 
After all, some genetic information of an individual 
may not only precisely identify him/her as high risk 
of certain hereditary disease(s), but also indicate that 
his/her relatives have the same risks due to a 
heritable gene.  
 

Prince et. al. describe three practical genetic 
counseling cases that illustrate genetic 
discrimination [12]. The fundamental covenant of 
protecting patient privacy is embodied in patient-
doctor privilege. Conversely, many scholars believe 
genetic information is essentially familial in nature 
and is referred to as the Genetic Information is 
Familial Thesis (GIFT) [13], since sharing such 
information will benefit related groups of 
individuals. Some countries have regulations to 
enforce sharing such information among family 
members [14, 15]. However, many publications 
discuss and debate the familial approach, with their 
authors advocating the view that humans possess the 
rights of privacy and to protect those that do not want 
to know [13, 16]. Conversely, rapid innovations in 
genetic research require wide accessibility to many 
genetic databases. The idea of open access in the 
field of genomic research is expressed in the 
Bermuda Principles and the Fort Lauderdale 
Agreement, which has been applied in North 
America and in the UK for funded research [17]. 
Genetic research typically requires additional 
metadata with genetic data sets, such as demographic 
details family relationships, medical history, etc. 
These metadata elements can be exploited for tracing 
an individual’s identity.   

 
In general medicine, an informed consent, 

especially informed privacy consent, provides the 
proper opportunity and knowledge for patients and 

research participants to understand and decide how 
the medical community can use and share their 
identifiable medical information. Analogously, 
informed consent tailored for genetic research, 
clinical usage and counseling constitutes a strong 
basis for ensuring appropriate genetic privacy. Some 
genetic medical practices and biomedical research 
are performed without obtaining appropriate 
informed consent such as enticing participants in a 
study without obtaining the proper informed consent. 
To address this issue, some researchers advocate 
different methodologies such as using highly-
stringent policies to maintain patient confidentiality, 
but this approach potentially risks limiting scientific 
innovation [18]. Yet, other researchers have 
proposed a new, open-consent model for medical and 
scientific genetic research [7] or open-access policies 
for genetic data sharing [19]. As the underlying 
predicate for us undertaking this effort, we proposed 
a prototype system capable of automatically 
generating or obtaining appropriate informed 
consent forms for genetic data sharing under various 
situations.  

 
EMRs play a vital role of sharing medical 

information among participating actors based on 
their usage scenarios.  Using EMRs for genetic 
services present a unique set of challenges [20]. 
Belmont et al. highlighted the privacy, ethical and 
legal issues of handling genetic data in EMRs [21]. 
Scheuner et al. conducted a case study to validate if 
current EMR systems meet genetic information 
needs [22]. This study shows an overall lack of 
support for functionality, structure, and tools for 
clinical genetic practice. A more recent study of the 
state of EMRs supporting genomics for personalized 
medicine identifies structure of data as a challenge 
[23]. Therefore, it is necessary to implement an 
informed consent management system in current 
EMRs. 

 
Some researchers suggested that the legislation 

for generating and using genetic information 
properly is pivotal to improving genetic privacy [24]. 
In 2013, the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) [8] Omnibus 
Rule included genetic information as PHI to be 
regulated under the privacy portion of HIPAA. 
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Nonetheless, states may have different definition of 
genetic information. The combination of Federal 
privacy laws along with the various state laws form 
a fragmented regulatory and statutory landscape for 
permissible information sharing and consent 
management. To be valid, informed consents for 
genetic privacy must comply with these laws and 
regulations. Indeed, significant regulatory gaps 
create additional burdens in providing automated 
ways to obtain and generate information consent in 
EMRs. 

III. SYSTEM DESIGN 
We developed a functioning prototype that 

addresses the various aspects for an automated and 
integrated informed genetic information consent 
system. The prototype brings together the data 
gathered during interactions with the medical 
provider with the applicable laws, regulations and 
policies to address the privacy issues specific to 
genetic information.  There are three components of 
the prototype as shown in Fig. 1:  

x Workflow to gather the information, display 
the outcome and obtain acceptance from the 
user of the results and any pre/post conditions 
for using the data. 

x A ontological rule-base that takes the data 
from the workflow, evaluates the applicable 
laws, determines prerequisites (such as 
consents and obligations), and decides on the 
releasability of genetic data.  

x A consent service that  interacts with the 
workflow engine and ontology to pass data 
back and forth.  The service includes the Rule 
Hierarchy Algorithm which combines the 

outcomes from the three levels (Federal, State 
and Organization) and provides a final result 
for permitting or denying access. The outcome 
includes the consolidated list of conditions for 
all three levels. For example, the list of consent 
clauses required by both the Federal 
regulations and organizational policies. 

The first component of implementing the genetic 
privacy enforcement is to gather the required 
information through the workflow.  As the usage 
scenario is executed (under the workflow engine) the 
meta-data required to determine the releasability of 
data is gathered and passed to the consent service. 
The consent service then creates the objects and 
relationships in the ontology for evaluation by the 
reasoner. Next the service retrieves the results and 
calls our 3-level rule hierarchical algorithm. The 
service  determines if access is permitted and passes 
the access results back to the workflow engine. The 
acknowledgment steps in the workflow display the 
results along with the decision source (specific law or 
regulation referenced), the consent clauses, 
obligations to be enforced for information released, 
and the specific rules used in the ontology to generate 
the answer.  

To support the consent service, we developed an 
ontology to capture the various aspects of enforcing 
privacy laws and policies. As seen in the Fig. 2 the 
prototype requires four related data items. 

x Requester: the person making the request to 
access the medical information including 
their role, associations with a specific 
organization, and information about this 
organization,  

x Request: details on the purpose for requesting 
the information, and where the information 
will be used. The four purposes applicable to 
genetic information are disclosure, research, 
testing and treatment. The prototype currently 
implements the information disclosure 
component with the applicable specific 
instances for Self-Request by the Patient, Law 
Enforcement, etc.  

x Response: the results of the reasoner applying 
the appropriate rules along with a list of any 
obligations that must be enforced by the EMR 
and specific consent clauses that are needed 
for the associated approvals. (A subclass for 

 

 
 

Fig.1.  Prototype Components 

STIDS 2016 Proceedings Page 48



Federal Responses allows information about 
HIPAA-specific requirements to be 
gathered.) 

x  Resource: the part of the electronic medical 
record being requested along with 
information about the subject (or patient). The 
Resource instances can be used to categorize 
detailed levels of rules such as enforcing 
restrictions to specific parts of the genome 
that can be used to identify individuals or 
grant permission to components used in 
genomic medicine.  

The ontology does not need to contain all the 
information from the EMR because the current focus 
is on rules implementation. Many entities in the 
ontology provide reference information such as the 
organizational meta-data or a list of specific Consent 
Clauses that are not described presently. 

The Rule Hierarchy Algorithm evaluates the 
interactions between Federal and State laws, 
regulations and institutional policies. The access 
evaluation is done at each level (Federal, State and 
Organization) in the hierarchy that is applicable for 

the specific access request. By definition, Federal 
laws are at the top of the hierarchy, followed by State 
laws, and then organizational policies.  The hierarchy 
algorithm dictates how conflicts between laws and 
policies can be resolved based the decisions made at 
each level.  

In order to address these potential conflicts, 
Federal and State laws have an override flag 
associated with them in the ontology to indicate 
whether lower level rules can change the answer. If 
two levels come to the same conclusion (both permit 
access), the supplemental clauses and obligations are 
combined into one complete response. For example, 
HIPAA permits access to medical records for 
treatment. In Georgia, there are additional obligations 
and consent requirements when the resource being 
accessed is from genetic testing.  

The Response structure allows both sets of 
answers to be passed back to the EMR for evaluation 
and execution. However, if the results were different, 
the previous answers are discarded in favor of the 
lower level requirements in order to resolve the 
inconsistency. For example, if Federal law permitted 
access and allowed an override to the Permit decision, 

 
 

Fig. 2. Genetic Privacy Ontology 
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the organizational policy may come to a different 
conclusion and set the response to Deny.  

The Rule Hierarchy Algorithm follows:  
INIT {resAns, resObl, resDec, resCl, resRule} to {fedAns, 
fedObl, fedDec, fedCl, fedRule}   (1) 
IF fedOver = true THEN    (2) 
 IF stAns <> null THEN   (3) 
  IF stAns = fedAns THEN  (4) 
   resAns = resAns + stAns  (5) 
   resObl = resObl + stObl   (6) 
   resAns = resDec + stDec  (7) 
   resAns = resCl + stCl (8) 
   resAns = resRule + stRul  (9) 
  ELSE    (10) 
   resAns = stAns  (11) 
   resObl = stObl  (12) 
   resAns = stDec  (13) 
   resAns = stCl   (14) 
   resAns = stRule  (15) 
  END IF    (16) 
 END IF     (17) 
 IF (orgAns <> null) AND (((stAns <> null) AND 
(stOver = true)) OR (stAns = null))) THEN   (18)  
 
  IF orgAns = resAns THEN (19) 
   resAns = resAns + orgAns (20) 
   resObl = resObl + orgObl (21) 
   resAns = resDec + orgDec (22) 
   resAns = resCl + orgCl (23) 
   resAns = resRule + orgRul (24) 
  ELSE    (25) 
   resAns = orgAns  (26) 
   resObl = orgObl  (27) 
   resAns = orgDec  (28) 
   resAns = orgCl   (29) 
   resAns = orgRule  (30) 
  END IF    (31) 
 END IF     (32) 
END IF      (33) 
 
RETURN resAns, resObl, resDec, resCl, resRule (34) 
 
In (1) the Result variables for the Answer, 
Obligations, Decision Source, Clauses and Rules are 
initialized to the corresponding federal variables, 
which were retrieved from Protégé. In (2) the Federal 
Override variable is evaluated to determine whether 
other rules are to be evaluated. If so, (3) checks for 
State answer existing and, if found, (4) determines if 
the Federal and State answer match. Lines (5)-(9) 
adds the State variables to the Result variables when 
the Federal and State match while (11)-(15) set the 
Results variables to the State results when there is no 
match.  

For the Organization level, Line (18) determines if 
there is an Organization result and whether there is a 
State result with a State Override flag set to true or 
there is no State answer. If (18) is true, then (20)-(24) 
adds the Organization variables to the Result 
variables, while (26)-(30) set the Results variables to 
the Organization results.  At the end of processing 
(34) the Results variables are passed back to the 
workflow via the YAWL API. 

IV. SYSTEM IMPLEMENTATION 
The prototype was developed using the YAWL 

(Yet Another Workflow Language) workflow engine 
with Java classes that respond to the YAWL event 
handlers to trigger the ontology processing and Rule 
Hierarchy Algorithm. As seen in Fig. 3, the consent 
workflow gathers additional information regarding 
aspects of the tasks being performed, the requester 
and the subject before executing a call to the Consent 
Service in the “Check Consent” step. A final step is 
provided for validating that the results are 
acknowledged before returning the response to the 
associated EMR.  

The first YAWL screen shown in Fig. 4  is for the 
“Get Request Information” step in the workflow 
process to describe why the request is needed, what 
part of the medical record is to be accessed, in what 
state the action is being performed and, for research 
purposes, whether the request is for an individual or 
group. Each of the three Get steps have a similar 
screen. The “AckPermit” screen in Fig. 4 shows the 
results, pre and post-conditions for using the 
information, and an input box to enter in acceptance. 
For an implementation such as an integration with the 
OpenMRS, these YAWL screens will be replaced 
with others that will be embedded in the EMR 
product.  

 
 
Fig.3. Genetic Privacy Workflow 
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Once the consent service is called and the results 
generated, the latter are displayed for validation by 
the user. EMR integration will allow some of the 
tasks, such as generating consent letters, to be 
implemented and enforced within the product. The 
Consent Service serves as the integration engine 
between the workflow/EMR and the ontology. The 
Java-based Consent Service is triggered by a YAWL 
event handler on the Check Consent workflow step. 
The service then gathers all the data from the 
workflow entries to create and populate the ontology 
instances including the data and object properties. 
The object properties link the instances such as 
establishing the makesRequest relationship between 
the Requester instance and the Request. Once the data 
has been populated in the ontology, the reasoner 
generates the responses and stores the information. 
The service extracts the response information for 
evaluation using the Rule Hierarchy Algorithm.  

The ontology is implemented using the Protégé 
platform with the laws and regulations (Federal and 
State) plus the organization policies enforced via 
SWRL rules and the Pellet reasoner. The predicate of 
each rule uses the Request instance with the 

associated object properties to gather additional 
information on the Requester, Subject, Purpose and 
the Resource. (These values were all gathered and 
populated by the workflow and consent service.)  For 
example, the Request instance is linked in the 
ontology to the associated Purpose using the 
hasPurpose object property. The appropriate 
Response instance (Federal, State or Organization) 
stores the outcome of the rule regarding whether 
access is permitted or denied, whether an override is 
allowed (Federal and State), the HIPAA Category 
(Federal), the specific law or policy that generated the 
result, any appropriate obligations and clauses (via 
hasObligation and hasClause object properties), and 
a rule number that maps to the SWRL rule. 

An example of the implementation is a request to 
access the Genetic Test Results resource for the 
Treatment purpose in Georgia. As seen in Fig. 5, 
there are two different aspects to the Request: 
establishing relationships to other objects with 
relevant information and specific data properties for 
this request. The first object property assertion links 
the request to the part of the medical record the 
requester would like to access. The next three object 
assertions link to response objects that will hold the 
access permission (permit/deny) and other 
information associated with the rules for each level 
(Organization, State and Federal). The next two 
object assertions link indicate which person is the 
subject of the request (generally a patient) and the 
purpose for accessing the medical record. The data 

 

 
Fig.4. Workflow Screen Shots 

 
 

Fig.5. Request Properties 
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assertion states that the request is being made in the 
state of Georgia (“GA”).   

The first SWRL rule below as seen in Protégé 
addresses the Federal law for access under the 
Treatment purpose.  
 
makesRequest(?r, ?req), forPurpose(?req, ?pur), 
purposeDesc(?pur, "Treatment"), 
hasResponse(?req, ?res), responseLevel(?res, 
"Federal") -> isAllowed(?res, true), 
canOverride(?res, true), hipaaCategory(?res, 
"Permitted"), decisionSource(?res, "HIPAA"), 
hasRule(?res, 4) 

In this example,  

x ?r is for the Requester for the Request 

x ?pur is the Purpose for “Treatment” 

x ?req is the Request being made for the 
Federal Level with the Treatment Purpose 

x ?res is the Federal Response that is 
associated with the Request. 

The explanation for each of these SWRL 
statements is provided in Table I.  

TABLE I.  SAMPLE FEDERAL RULE 

SWRL Statement Explanation 

makesRequest(?r, ?req) Links Requester to the Request 

forPurpose(?req, ?pur) Links Request with the Purpose 

purposeDesc(?pur, "Treatment")  Restricts the rule to only execute for 
the Treatment purpose description 

hasResponse(?req, ?res) Links the Request with a Response 
to store answer 

responseLevel(?res, "Federal”) Gets the Response for Federal level 

-> isAllowed(?res, true) Sets access to true in Response  

canOverride(?res, true) Sets override to true 
hipaaCategory(?res, 
"Permitted") Sets HIPAA category to Permitted 

decisionSource(?res, "HIPAA”) Sets the decision source as HIPAA 

hasRule(?res, 4) Sets the rule number to 4  

 
When the Pellet reasoner finds a set of instances 

that matches the Treatment and Federal conditions, 
the rule is executed and the ?res data properties 
populated with the values indicated. As seen in Fig. 
6, the Federal Response is updated with the final 
values. 

The next part of the example below shows the 
SWRL rule for the State response, the SWLR 
statements explained in Table II, and the response in 
Fig. 7. In the SWRL rule, the predicate sets the 
location as Georgia and that the rule can be executed 
if the Federal response allows an Override. The 
predicate also retrieves an additional obligation for a 
Consent Agreement and the agreement must have 
text specific to Georgia.  The State response then is 
set to allow access with no override and information 
that the decision was based on Georgia Law. The 
response is linked to an obligation for a Consent 
Agreement and the consent clause with text specific 
to Georgia.  

 
isSelf(?r, false), makesRequest(?r, ?req), 
inState(?req, "GA"), forResource(?req, ?resource), 
forPurpose(?req, ?pur), purposeDesc(?pur, 
"Treatment"), resourceName(?resource, 
"GeneticTestResults"), hasResponse(?req, ?res), 
responseLevel(?res, "Federal"), canOverride(?res, 
true), hasResponse(?req, ?resst), 
responseLevel(?resst, "State"), oblName(?obl, 
"ConsentRequired"), clauseName(?clause, 
"GAGeneticConsent") -> isAllowed(?resst, true), 
canOverride(?resst, false), decisionSource(?resst, 
"GA_LAW"), hasObligation(?resst, ?obl), 
hasClause(?resst, ?clause), hasRule(?resst, 5)  

 
Fig.6. Federal Response 

 
 

Fig.7. State Response 

STIDS 2016 Proceedings Page 52



In the State example, the additional instances used 
are:  

x ?resource is for the “GeneticTestResults” 
part of the medical record  

x ?r is the Requester associated with the 
Request 

x ?obl has the Obligation that 
ConsentRequired must be obtained for this 
request 

x ?clause indicates the consent agreement 
for the patient must include the 
GAGeneticConsent clause 

x ?resst is the State response associated with 
the Request 

The explanation for each of these SWRL 
statements is provided in Table II.  

TABLE II.  SAMPLE STATE RULE 

SWRL Statement Explanation 

isSelf(?r, false),) Verifies Requester is not the subject 

makesRequest(?r, ?req),  Links Requester for the Request 

inState(?req, "GA"),  Verifies Request is for Georgia 

forResource(?req, ?resource)  Links Request with the Resource 

forPurpose(?req, ?pur) Links Request with the Purpose 
purposeDesc(?pur, 
"Treatment"), 

Restricts the rule to only execute for the 
Treatment purpose description 

resourceName(?resource, 
"GeneticTestResults") 

Verifies Resource request is for the 
Genetic Test Results 

hasResponse(?req, ?res) Links the Request with a Response to 
check previous rule results 

responseLevel(?res, 
"Federal") 

Limits the previous Response to 
Federal 

canOverride(?res, true) Verifies the Federal rule allows 
overrides 

hasResponse(?req, ?resst)  Links the Request with a Response to 
store answer 

responseLevel(?resst, "State") Gets the Response for State level to 
store answers 

oblName(?obl, 
"ConsentRequired") 

Gets the Obligation for Consent 
Required 

clauseName(?clause, 
"GAGeneticConsent")  Gets the Clause for Consent Required 

-> isAllowed(?resst, true)  Sets the State response to access is 
allowed 

canOverride(?resst, false)  Sets the state Response to not allow 
override by organization 

decisionSource(?resst, 
"GA_LAW") 

Sets the State response to reflect the 
decision source as state law 

hasObligation(?resst, ?obl)  Links the retrieved Obligation with the 
State response 

hasClause(?resst, ?clause)  Links the retrieved Clause with the 
State response 

hasRule(?resst, 5)  Sets the rule number to 5 for reference 

When the Pellet reasoner finds a set of instances 
that matches the Treatment for someone besides the 
Requester in GA for GeneticTestResults and the 
Federal response has Override set to True, the rule is 
executed and the ?resst data properties populated 
with the values indicated.  In addition, the ?obl and 
?clause instances are associated with the response as 
conditions to accessing the record.  

V. CONCLUSION 
Our prototype brings together the operational data 

in an EMR workflow for protecting genetic 
information privacy with the applicable laws, 
regulations and policies to provide a definitive and 
consolidated response for access and the associated 
pre/post conditions for use. Currently, we continue to 
implement additional Federal and State rules, policies 
and regulations to develop a comprehensive 
repository and rule base.  The following phase in the 
prototype will build upon these capabilities for 
Federal/State laws and regulation enforcement to 
accommodate the policies and procedures for a 
selected medical organization. The resulting 
prototype will demonstrate the overall capabilities 
needed to meet the medical community’s access 
requirements while balancing the individual rights to 
privacy and ownership of their genetic medical data. 
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Abstract— Planning air warfare operations has always been a 
complex endeavor. However, as technology evolves at an 
increasingly fast pace, so does the complexity of managing its 
resources. In modern air operations, planners have to deal with a 
highly changing environment influenced by enemy air defenses, 
weather forecasts, among many other factors, demanding much 
effort to handle the great number of constraints and uncertainties 
presented by them. As a result, a number of decision-support 
systems have emerged attempting to facilitate the planning of air 
warfare operations. These systems usually rely on a wide variety 
of methodologies, which sometimes present a challenge in 
themselves when it comes to assessing the feasibility and 
effectiveness of the produced plans. Computer simulations are a 
practical way of providing this assessment, usually by running the 
resulting plans multiple times and checking the results against key 
criteria. Yet, establishing the right criteria, properly accounting 
for the “fog of war,” and avoiding impractical simulation run 
times and costs are still major challenges. This paper addresses 
such challenges by proposing the development of a decision-
support framework that combines ontology-based agile knowledge 
and a simulation-based mission planning methodology that 
accounts for the inherent uncertainties that air operations face. 
We avoid costly computation times required by simulation-
intensive course-of-action analyzers by initially pruning the 
solution space through ontological reasoning. Moreover, the 
approach complies with the Effects-Based Approach to 
Operations, having a clear correspondence of processes with it. 
The explanations are focused on a specific scenario concerning 
intelligence, surveillance, and reconnaissance operations. 

Keywords—ontologies; effects-based planning; modeling and 
simulation; semantic matchmaking 

I. INTRODUCTION 
The fast pace by which complexity of current military 

operations is increasing has become a major challenge for 
mission planners, requiring a much more meticulous planning 
process to handle all the factors that might influence the 
outcomes of an operation. Several planning methodologies have 
been observed in the last years, yielding a number of systems to 
support air operations planning. To deal with complexity, these 
systems usually rely on heavy computing power, as well as on 
specialized operators that must be highly trained in the 
methodology associated with the system.  Such requirements 
make the planning process brittle, as both the hardware and the 

operators become scarce resources that usually are centralized 
and not easily accessible by those who conduct the operations.  

To put from a different perspective, this centralization of the 
planning resources results in distancing the plan development 
from those who will execute it, since the required planning 
resources are hardly available on the operations commands. It 
also impacts the agility of the process, especially when 
considering highly dynamic mission planning contexts that 
usually require re-planning to address emerging situations. 

The framework presented in this paper leverages semantic 
technologies to formalize the knowledge required for planning 
air warfare operations. The reasoning behind this approach is 
two-fold, (1) to avoid the need for highly trained system 
planners, and (2) to decentralize the plan building and evaluation 
process, thus reducing the dependence on heavy computing 
power.  

The planning knowledge to be captured is based on the 
Effects-Based Approach to Operations (EBAO). This paradigm 
has been extensively sought by several research and 
development efforts in the last decades, paving the way to its 
fruition and further application on the field [1]. According to [2], 
“EBAO informs every aspect of how the Air Force designs, 
plans, executes, assesses, and adapts operations.” Therefore, it 
should guide any framework that proposes to aid the planning 
process of air operations. Following this premise, the backbone 
of the matchmaking process within this work is the Effects-
Based Approach to Planning (EBP), which ultimately defines 
the semantic description of the domain and how it relates to the 
planning procedure. 

Once the initial states of the EBAO knowledge is made 
explicit through ontology engineering, the focus of our 
development becomes to provide a solution that does not require 
large amounts of computing power and time. Rather, it may be 
done using portable computers by the operations planners. We 
achieve that by leveraging the EBAO mission concepts via a 
logical engine that pre-selects the possibilities given the 
planning data provided, greatly limiting the solution search 
space. This way, optimization methods can be used in a much 
more effective way, applied to scenarios that are simulated in a 
simplified fashion, and allowing for a quick means of assessing 
the optimization parameters. In a second step, these generated 
low-resolution solutions are evaluated based on criteria derived 
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from the EBAO ontology. The most promising ones then go 
through a more complex simulation environment that, through 
entity-level simulation, would provide a much more detailed 
outcome that includes mission-specific prognostics.  

For providing a clearer view of how this framework can be 
operationalized, an ISR (intelligence, surveillance, and 
reconnaissance) scenario is built with unclassified data from the 
Brazilian Air Force. The database includes a number of 
platforms and sensors that have to be assigned to tasks, leading 
to actions that generate the desired operational effects. Since not 
all sensing sources can provide the needed information to task 
requirements, because the sources are context sensitive [3], this 
assignment can be very challenging to the planning staff. 

ISR operations proved to be a good choice for this initial 
scenario, since they contain multiple factors that directly affect 
the planning process, and also make its optimization very 
important. Also, since ISR assets are oftentimes highly complex 
and valuable, a less than adequate planning will lead to the loss 
of costly flight hours and very specialized crews work. 
Nevertheless, the application on the planning process of other 
air operations can be made based on the same framework 
structure, converting the sensor matchmaking phase to a weapon 
to target matching in the case of airstrike or managing electronic 
warfare (EW) measures on a suppression of enemy air defense 
(SEAD) mission, both sharing many complexities with ISR 
operations. 

At this stage of our development, we did not yet reach full 
circle or obtained conclusive results of a detailed simulation. 
Thus, our focus on this paper is to provide the long-range vision 
of the framework, its goals, and an overview of the technical 
approaches determined by our preliminary research efforts to 
solve the challenges encountered so far. 

The paper is organized as follows. Section II gives a brief 
overview of previous research on operation planning 
frameworks like the one proposed, as well as on semantic 
matchmaking efforts. Section III provides the main concepts 
involved on EBAO, emphasizing the EBP process. Section IV 
presents the framework, including the description of the 
software applications to be used on its implementation. Section 
V focuses explicitly on the semantic part of the framework. 
Section VI displays the considered scenario, describing 
resources and critical conditions that may influence how the 
image requirements can be met. Finally, Section VII 
summarizes the paper, pointing to the next steps to be taken. 

II. BACKGROUND 

A. Planning Simulation Framework 
Several planning frameworks are available within the 

military research context. However, much of the work available 
is either too complex or remains inaccessible (e.g., classified). 
The complexity is often directly related to the high resolution 
required to generate reliable results. 

While trying to present an alternative to this complexity 
problem, some authors have proposed the use of lower 
resolution simulation and optimization methodologies, which 
deal with less factors at a time.  

Rosenberg et al. [4] suggest a collection of decision-support 
tools for planning generation that consists of  “a method to 
define an operational scenario, an optimization engine to 
generate a diverse set of solutions, and a suite of visualization 
and analysis tools to review, analyze, and visualize generated 
plans.” To provide a solution in a timely manner, the authors 
propose a rapid evaluation of candidate solutions through agent-
based modeling and simulation (ABMS). They leveraged the 
same software used in our proposed framework. 

Similarly, [5] – also using the same software application – 
focuses on a Joint Suppression of Enemy Air Defenses (JSEAD) 
scenario in which plans are generated, optimized, and simulated. 
The authors also rely on an ABMS of two sides containing 
different types of entities, usually targets and air defenses for the 
opposing side and strikers and JSEAD units for the friendly side. 
Their results illustrated the potential of low-resolution 
simulation as a rapid evaluation tool of generated plans, which 
will be in time described within our own approach. 

Unlike in our approach, these research efforts do not apply 
semantic methods as a form of structuring the modeling and 
simulation process (e.g. [6]), or as a conceptual basis for the 
framework as those in the subsection below. 

B. Semantic Matchmaking Framework 
The literature on assigning sensors to missions or tasks is 

vast, but the use of semantic techniques for this purpose is rather 
limited. Therefore, it is worth pointing out [7], which advocates 
for an ontological problem-solving architecture to facilitate 
automated inference of assigning sensors to missions. This work 
limits the solution domain as a means of including a 
coordination system to emulate the assets and complete bears 
similarities with the aforementioned planning simulation 
frameworks and the one we propose in this paper. 

One of the most productive solutions is sponsored by the 
U.S. Army Research Laboratory and the United Kingdom 
Ministry of Defence ([8], [9], [10], [11], [12], [13]). Its authors 
conceive a system that relies on a series of ontologies for 
assigning sensors to missions. The backbone of this process is 
the “Mission and Means Framework” that is claimed to “provide 
a model for explicitly specifying a military mission and 
quantitatively evaluating the mission utility of alternative 
warfighting solutions” [12]. The three basic elements of their 
methodology are [14]: 

• Top-to-bottom solution to the problem of deploying 
sensors to meet the information needs of tasks in a 
mission context; 

• Combination of reasoning at mission-planning time, and 
optimization algorithms at mission execution-time; and 

• Dynamic deployment configuration of selected sensor 
instances by means of a sensor infrastructure. 

The work includes modular ontologies that cover task 
requirements, sensor capabilities, and a structured framework to 
associate tasks with sensors. The ontologies specify the 
requirements of the missions and the capabilities of the sensors 
so that the framework is able to decide between combinations of 
sensors to satisfy the requirements of a given mission [12]. 

STIDS 2016 Proceedings Page 56



Even though providing a proven assignment system [3], with 
very well-structured ontologies, this work does not focus on 
dealing with the uncertainties that a planning scenario presents. 
This is due to the use of logical reasoners and mostly 
deterministic functions. Stochasticity is not considered, just 
comparisons between deterministic possibilities. In addition, the 
Mission and Means Framework ontology focuses on tasks 
instead of effects. Thus, although providing a direct and clear 
way of breaking down missions [9], the approach does not 
emphasize the holistic view advocated in our work. Finally, [15] 
also provides more details on how this framework may be 
structured as an ontology. 

III. EFFECTS-BASED PLANNING 
Even though utilizing the Mission and Means Framework, 

[9] states that alternative mission planning approaches, such as 
effects-based planning, may be structured in a similar way, with 
the goal of assigning resources to missions.  

“Planning to achieve an effect” has been used naively as a 
rather straightforward definition of EBP. However, the vast 
majority of planners would argue that any previous approach to 
military planning would include this asseveration [16]. 
Therefore, it is imperative to clearly define this concept upfront. 

The US Air Force doctrine [2] holds that “there is no single 
‘effects-based planning’ methodology or process. Rather, 
understanding the principles of an effects-based approach to 
operations should yield certain insights and enhance 
comprehension of many general planning concepts”. This is the 
reason why it is important to first understand what EBAO 
means. 

Reference [17] presents the US Joint Forces Command 
definition of EBAO as “a process for obtaining a desired 
strategic outcome or effect on the enemy through the synergistic 
and cumulative application of the full range of military and 
nonmilitary capabilities at all levels of conflict”. Another 
definition presented on [1] is that “effects-based operations are 
operations conceived and planned in a systems framework that 
considers the full range of direct, indirect, and cascading effects, 
which may—with different degrees of probability—be achieved 
by the application of military, diplomatic, psychological, and 
economic instruments”.  

What both of these definitions emphasize is that the process 
of planning has to be much more intentional on the pursuit of a 
holistic view of the operation. There is a focus on addressing not 
only direct physical effects, but several types of indirect effects, 
which are influenced by each other. Planners are encouraged to 
maintain a very broad view of the “big picture”, especially 
during execution, not being caught up in details that can tarnish 
the end state visualization.  

A better understanding of our approach requires exploring 
EBO’s main concepts, which are described in the next Section. 
However, our framework greatly relies on the EBO principles 
listed below, which were suggested by [1]. 

A. Uncertainty 
The first principle says that effects-based operations (EBO) 

planners have to rely on methods that explicitly deal with 
probabilities and randomness to properly address the inherent 

uncertainties contained in the air operations. EBP has to fully 
confront the scope and magnitude of these uncertainties, 
especially when dealing with outcome predictions.  

B. Qualitative modeling 
Secondly, in this uncertainty-sensitive framework it is 

imperative to possess a trustworthy qualitative modeling, 
including frictional, credibility and cognitive factors that are 
oftentimes closely related to indirect effects. This is highly 
dependable on the availability of subject matter experts (SME) 
to provide information about systems and operations. 

C. Agent-based modeling 
The qualitative modeling also requires a focus on decision-

making, which can be addressed by agent-based modeling 
approaches, accurately depicting the C4ISR aspects of the 
operations. Cognitive models may be housed in agent 
architectures, allowing analyzes of emerging scenarios closer 
to the reality and with a clear focus on the command and control 
structure. 

D. Capability planning 
Is expected from EBP to determine a range of circumstances 

that provides degrees of confidence towards the meeting of the 
conditions that characterize a desired end state. These 
operational circumstances have to be linked to the necessary 
capabilities to provide this confidence, not only the necessary 
means. 

E.  Empirical information 
As stated when speaking of the qualitative modeling, 

empirical information provided by SMEs is extremely important 
for a successful EBP. In addition to that, information from 
history, war-gaming, simulations and experiments should be 
strongly pursued so that the complex models can be modelled 
and uncertainties reduced. 

F. Adaptation 
The last principle relates to planning for adaptation. Since a 

lot of uncertainties are present and the scenarios may present 
emergent behavior, it is very important to be able to adapt and 
dynamically change plans even during execution time. 

IV. FRAMEWORK 
Before presenting our framework itself, we must first 

provide the necessary context, which is conveyed in Fig. 1. In 
EBAO, effects are defined as results of actions. These actions 
are simply assigned tasks. The ontology described in Section V, 
is used to support a matching process between effects and 
resources. The resources in the analyzed scenario are platforms 
and sensors, which may be mounted to the platforms or not. The 
objectives that defined the desired effects are then translated to 
fitness values within the simulation, providing a means for the 
plans optimization. On the tactical level, these objectives form 
a specific mission that, on the operational level, leads to the 
desired end state. 

ABMS is used to represent this mission, possessing 
cognition models that encompass the available expert 
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information as well as showing the interaction and coordination 
between the agents, representing the C4ISR processes involved. 
With several runs of the simulation scenario, uncertainties can 
be added mostly on the hostile units’ locations, on available 
capabilities, and on different behavior patterns employed. Also, 
time issues may be initially addressed, since the agents’ 
interactions allow for identifying some of the interferences they 
generate on each other through the simulation run. 

 
Fig. 1. Air operations planning framework. 

Generating cognition models can be a strenuous process, 
especially when dealing with rule-based scripts for the agent 
behavior definition, which, besides being hard to implement, do 
not capture the uncertainties present on military operations. 
This is why the approach for the friendly and enemy forces’ 
threat assessment process relies on probabilistic models, such 
as Bayesian networks, capable of representing the dependencies 
between the entities’ actions and the evidence accrued from the 
C4ISR sources available. 

From the ABMS, each of the generated plans can be 
properly simulated and consequently evaluated based on 
criteria originated from the three superior goals defined by [18]: 
flight safety, combat survival, and mission accomplishment. 
The first goal relates to the need of the pilot to concentrate on 
flying the aircraft in a safe way, for instance assuring that it has 
the necessary amount of fuel, that it flies through proper fly 
zones, avoiding collisions with other aircrafts and the terrain. 
The second focuses on the chances of enduring through the 
mission, considering the capabilities of the hostile forces and 
the exposure to them. Lastly, the third goal illustrates the 
original objective of the mission performed, such as gathering 
intelligence information, striking a ground target, or 
suppressing the enemy’s air defenses. 

During the optimization parameters definition there is a need 
of defining a prioritization of these three basic goals. This 
process depends on several factors, such as rules of engagement, 
value of the assets, and criticality of the mission. These factors 
have to be properly valued by the leadership and then 
parametrized by the analysts to correctly represent the 
commander’s intent (CI) on a top-to-bottom fashion. 

At the end, the framework consists of a deeper and more 
thorough entity-level simulation with the goal of determining if 
the conditions that define the end state are met within a feasible 
timeframe by the previously selected best plan. Also, this phase 
allows for mission rehearsal and order generation. 

To summarize, as extracted from [2] and [19], the right-
hand side terms of Fig. 1 can be individually defined as: 

• Resources: all the available assets to generate the desired 
effects; 

• Tasks: an action or actions that have been assigned to 
someone to be performed; 

• Actions: result of assigned tasks; 

• Effects: all the physical, functional or psychological 
outcomes, events or consequences that results from 
specific military or nonmilitary actions; 

• Objectives: the clearly defined, decisive, and attainable 
goals towards which every operation is directed; and 

• End state: the set of required conditions that defines 
achievement of the commander’s objectives.  

As one can notice, the elements presented in the previous 
Section are met, since the resources are approached as 
capabilities and contain several qualitative and empirical 
information, which also permeates the other concepts of the 
framework. Uncertainty is handled through simulation layers, 
with the ABMS suggestion alongside. Lastly, the design for 
adaptation is taken in consideration through the process of 
generation of multiple plans, and mostly by the ontological 
reasoning that can quickly change the initial constraints, 
leading to a faster plan evaluation during dynamic re-planning. 

Each of the last four boxes on the left-hand side of Fig. 1 is 
performed by a different software application that are 
respectively described as follows:  

A. Semantic Modeling: Protégé 
Protégé is one of the most popular knowledge-modelling 

environments. It not only allows users to interactively edit 
knowledge-bases within its graphic user interface, but also 
presents a series of plugins that add a number of functionalities 
and services, such as ontology management tools, multimedia 
support, querying and reasoning engines, and problem solving 
methods. Also, it has experienced several actualizations in the 
last decades and has a vast user community, featuring high 
stability and usability ratings. As well as the two following 
applications, it is written in Java, allowing for a smoother 
integration in the future ([20], [21], [22]).  
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B. Optimization: ECJ 
ECJ is a general-purpose evolutionary computation and 

genetic programming framework designed for large, heavy-
weight experimental needs. It is a free open-source application 
developed by the Department of Computer Science of George 
Mason University. In spite of being more than 10 years old, it 
shows great stability and an optimized design, attested by a 
large number of users in the genetic programming community. 

Besides its main goal of attempting to permit as many valid 
combinations as possible of individual representation and 
breeding method, fitness and selection procedure, evolutionary 
algorithm, and parallelism, it contains multi-objective 
optimization algorithms, island models, master/slave 
evaluation facilities, coevolution, steady-state and evolution 
strategies methods, parsimony pressure techniques, and various 
individual representations ([23], [24], [25]).  

C. Agent-Based Simulation: MASON 
MASON is a single-process discrete-event multi-agent 

simulation toolkit written in Java that comprises a fast core 
engine and a fully separated visualization display. It is very 
versatile and easily expandable, providing friendly licensing 
options and excellent performance. In addition, it is designed to 
support large numbers of agents relatively efficiently on a single 
machine in models that are entirely encapsulated. Even the 
elements of the system itself are highly independent, providing 
a modular and consistent way to combine its different parts in 

various ways. Some of these parts form a large set of utilities 
that has the goal of supporting model design. Finally, as well as 
ECJ, it is developed and maintained by a research group from 
George Mason University ([26], [27], [28], [29]). 

D. High-Resolution Simulation: VR-Forces 
VR-Forces is a simulation environment created by VT MÄK 

for scenario generation [30]. The platform is widely used 
throughout the industry, and provides a well-engineered basis 
for integrating CGFs with urban, battlefield, maritime, and 
airspace activity. Apart from the graphical interface (front-end), 
VR-Forces consists of a back-end application, which is its actual 
simulation engine. As such, VR-Forces scenarios can be scaled 
up by running multiple front-ends and/or back-ends, 
communicating through its networking toolkit. Moreover, both 
the VR-Forces front-end and back-end can be extended either by 
being embedded into another application or through plug-ins, 
using the C++ API provided. 

 Reference [31] provides a study comparing several CGF 
simulation software in terms of autonomy, learning and 
adaptation, organization, realism, and architecture. VR-Forces 
was considered to be the most suitable as a development 
platform, mostly because its AI capability built-in, very good 
documentation and technical support, and support for data 
logger export. The same conclusion was drawn by [32] in a 
much more thorough analysis. 

 

 
Fig. 2. EBP concepts and relationships. 

V. EBO ONTOLOGY 

A. Knowledge-base 
One of the main reasons why this work advocates for the use 

of ontologies for EBP planning is that they can contain detailed 
information about the military domain in a very structured way. 

This is made very formally, explicitly expressing clear and 
precise definitions of concepts and relationships [33]. Besides, 
it provides a domain conceptualization of EBAO as expressed 
on Fig. 2, allowing for a better understanding and application of 
its features. 
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Some of the information contained on our knowledge-base 
will be presented on the next section, but Fig. 3 shows a 
screenshot taken from the proposed ontology on Protégé. It is 
structure from three basic domain concepts: capabilities, sensors 
and platforms. The two latter are the resource descriptions, with 
their properties and limitations taken into account. The first, is 
related to the actions that can generate the desired effects, but 
also to some of the constraints that can influence the mission, as 
discussed in the next section.  

After properly modeling the domain with the most 
significant parameters and properties, the semantic component 
of the framework needs to perform the matchmaking between 
resources and the required tasks for effect generation. This calls 
for a semantic breakdown of the effects, so that the available 
capabilities may be used as generation factors for them. After 
that, the matchmaking methods are able to assign the proper 
resources as follows.  

B. Semantic matchmaking 
The notion of matchmaking consists of a procedure to find 

correspondences between entities in ontologies [34]. Whereas 
process is made by several existing techniques, this work will 
focus on a description logic approach as advocated by [35]. 

First, it is important to define that matchmaking takes place 
as a process in which a requester party triggers the mechanism 
of finding resources relevant to the request., while the provider 
party describes the available resources in advance. With that, the 
matchmaking is made through automated analysis and 
comparisons of the semantic descriptions of the involved 
resources.  

For doing so, the entities of an ontology and their 
relationships have to be carefully modelled, representing the air 
operations domain as a set of concrete resources that vary on 
several properties. This variance is intended to allow the 
specification of the resources, having different parameters. 
However, due to incomplete information, these specifications 
not necessarily describe all the parameters completely. To deal 
with that, the notions of entailment and satisfiability back the 
testing if all request formulas hold in all models of a knowledge 
base and if these formulas are logical consequences of it. 

There are several matching infrences that are able to account 
for this variance and that can be directly realised by description 
logic, ranked in the following way according to their degrees of 
matching [36]: 

1) No match: empty intersection between two descriptions; 
2) Intersection: non-empty intersection between two 

descriptions; 
3) Non-Disjointness: non-empty intersection between two 

descriptions in every possible world; 
4) Specialisation: subsumption between two descriptions 

holds from right to left; 
5) Generalisation: subsumption between two descriptions 

holds from left to right; and 
6) Equivalence: subsumption between two descriptions 

holds in both directions. 

As stated in section VII, our next step is to test this 
implementations to verify if the limitations of classical 
description logic matchmaking are significant for in this context, 
generating undesired matching behaviors. If so, other 
methodologies may be embraced, such as the use of 
nonmonotonic formalisms, such as terminological defaults, 
autoepistemic and circumscriptive description logic [35]. 

 
Fig. 3. Air operations planning framework. 

VI. SCENARIO 
The proposed scenario represents the definition of a desired 

effect yielding intelligence requirements. These requirements 
are influenced by several factors including the resource 
availability, environment conditions, and hostile activity. Each 
factor imposes restrictions on the matching process. The 
availability is directly related to the instantiation, the 
environment produces constraints for some sensors and 
platforms, and the opposing forces impact on the survivability 
probabilities as well as on the mission success measurements.  

To illustrate the EBP focus, the chosen scenario contains the 
requirement of an effect of assessing, gaining, and maintaining 
air superiority in support of land and maritime schemes of 
maneuver, as proposed by [37]. The author already exemplifies 
how this effect yields ISR actions, such as: detect, discover, and 
degrade key components of defense systems; confirm damage to 
target acquisition radars and height-finding radars. 
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Fig. 4. Scenario factors of influence. 

With these actions in hand, the system needs to take into 
consideration the available sensors and platforms to determine 
which ones are capable of properly performing them. However, 
their characteristics have also to be confronted with the instance 
availability, environment conditions and the hostile threats 
expected, since this will directly influence the matchmaking 
process, as depicted in Fig. 4. 

A. Sensors 
Aircraft mounted sensors present different characteristics 

that may also require different flight altitudes and visibilities in 
order to properly work. Besides, depending on the applications 
the image demands may be different, providing alternative 
information from various sensors. The available sensors 
considered in this work are: 

• OPT: Optical sensors; 

• FLIR: Forward-looking infrared cameras; 

• MSS: Multispectral Sensors; 

• SAR: Synthetic Aperture Radar; 

• NCES: Non-communications exploitation systems; and 

• CES: Communication exploitations systems.  

B. Platforms 
As showed in Fig. 4 the considered platforms are some of 

the aircrafts used by the Brazilian Air Force as ISR assets. These 
platforms mount the aforementioned sensors according to 
TABLE I. Besides, each one presents different values for range 
and average speed, which may considerably influence the 
operations. The aircrafts are: 

• Elbit Systems Hermes 450 (RQ-450): medium size 
unmanned aerial vehicle (UAV); 

• Lockheed P-3 Orion (P-3AM): four-engine turboprop 
maritime surveillance aircraft; 

• Embraer EMB-111 Bandeirante Patrulha (P-95BM): 
twin-turboprop maritime patrol aircraft; 

• Embraer EMB-145 RS (R-99): twinjet remote sensing 
aircraft; and 

• AMX International AMX-R (RA-1): ground-attack 
aircraft for reconnaissance. 

TABLE I.  SENSORS ATTACHMENTS TO PLATFORMS 

Platform Sensors 

RQ-450 FLIR, SAR 

P-3AM FLIR, NCES, SAR 

P-95BM NCES, SAR 

R-99 CES, FLIR, MSS, NCES, OPT, SAR, 

RA-1 FLIR, OPT 

VII. CONCLUSION AND FUTURE WORK 
The main goal of this paper was to provide an analysis of the 

problem and a preliminary structure of the framework advocated 
to solve it. The work focused on establishing a theoretical basis 
for delineating this solution, adapting it to effects-based 
approach to operations concepts. An added constraint was to 
utilize free and open source applications to form the framework, 
at least on its initial phases (the only exception being VR-Forces, 
because of the lack of open alternatives that would provide 
similar simulation capabilities). Moreover, these applications 
should be light enough to allow for the execution of the 
framework on a single machine, what they arguably are. 

The development of the framework not only justifies itself 
as being an explicit representation of EBAO, but also on the 
combination of simulation methods with an initial semantic 
matchmaking process that reduces the solution space, allowing 
for a potentially more agile way of determining operational 
plans. Additionally, the ABMS phase allows for numerous and 
fast simulation runs, acting as a fitness evaluation tool for the 
optimization process as well as an analyzer of emerging 
behaviors and complex C4ISR interactions. 

At the time of this writing, only the initial implementations 
of the ontology described have been performed. Next steps 
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include the full development and implementation of the 
matchmaking process. This step is needed so the optimization 
can be executed giving continuity to the proposed methodology. 

Finally, more information regarding the scenario has to be 
gathered, also allowing for an expansion of its scope, including 
gradually more Air Force related activities, for instance airstrike. 
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Abstract—Several vulnerability databases and standards are
currently available for assessing the degree of security of IT
infrastructures in general. These standards focus on different
aspects of the systems, while generally failing to provide support
for holistic analyses - a key aspect in ensuring a secure IT
infrastructure. This work aims to address this gap by presenting
a new methodology for evaluating the overall security risks of
a networked system that adopts an ontology-based approach we
presented in previous work. We leverage current security stan-
dards and databases, while also considering the human factors
to build a broader and interconnected view. Our methodology is
meant to achieve a more realistic picture of the network security,
hence improving situation awareness for its administrators. To
illustrate our approach, this paper brings a case study applying
the new methodology to a few target networks. The proof of
concept is meant to underscore the methodology’s effectiveness
in assessing the security of the whole network.

I. INTRODUCTION
Cyber security assessment has a importance role in a mod-

ern society. has become more interconnected through computer
systems and networks. It is well-established that cyber threats
can cause on corporations severe economic losses and damages
to their reputation [1]. As a result, investments on cyber
security has been growing significantly, even during market
crises [2].

A basic standard for cyber security assessment is the Com-
mon Vulnerabilities and Exposures (CVE), which is the de
facto standard to report and communicate software vulnerabili-
ties between organizations and entities. Currently, the CVE has
been standardized by the Telecommunication Standardization
Sector of the International Telecommunication Union (ITU-
T) [3] and is being heavily used by automatic security assess-
ment tools (e.g., Nessus and OpenVAS) to identify software
vulnerabilities on target hosts.

On top of CVE, another standard was established to score
the vulnerabilities with respect to their severity, impact and
exploitation capacity. This standard is called Common Vul-
nerability Scoring System (CVSS). One of the most important
CVSS databases is hosted and managed by the National
Vulnerability Database (NVD), which provides the scores for
most known vulnerabilities.

Although those standards are very efficient in cataloging and
prioritizing software vulnerabilities, system administrators are
usually interested in knowing how vulnerable is their entire
network, no only individual hosts.

For instance, if a web server is highly protected against
external threats, but vulnerable hosts in the same local area
network have open access to the server, this condition should

Fig. 1: How secure is this network?

impact the overall score of the system. In addition, users can
also be considered vulnerabilities of the system, as they could
be deceived (or “exploited”) somehow to execute malicious
software. Then, security unaware or careless users should also
impact the overall score of the system.

In this work we propose to analyze those aspects (CVE,
CVSS and human factors) in a unified manner for a target
network, where vulnerabilities scores are propagated through
the network’s trusted relationships (intentional or not). This
way, we provide an overall security metric that can be used
to classify entire networks.

This work is organized as follows: Sec. II briefly details
the main attributes of CVE and CVSS; Sec. III presents the
proposed metric; and Sec. IV concludes with final remarks.
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II. OVERVIEW

A. Common Vulnerabilities and Exposures

The Common Vulnerabilities and Exposures (CVE) is a
standard for cataloging vulnerabilities of computer systems.
It consists of a list of information of security vulnerabilities
and exposures, mainly reported by the community, aiming
to provide common names for publicly known problems. It
allows to share data about vulnerability capabilities (tools,
repositories, and services).

The main attributes of a CVE are:
• CVE identifier number (i.e., CVE-1999-0067);
• Vulnerability type: buffer overflow, cross site request

forgery (CSRF), cross site scripting (XSS), directory
traversal, incorrect access control, insecure permissions,
integer overflow, missing SSL certificate validation, SQL
injection, XML external entity (XXE), and others or
unknown;

• Vendor of the product(s);
• List of vulnerable products and versions;
• Attack type: context-dependent, local, physical, remote,

other;
• Impact: code execution, denial of service, escalation of

privileges, information disclosure, other.
Currently, the MITRE Corporation is responsible for man-

aging CVE identifiers generation and publication through its
web site [4]. In addition, MITRE also delegates this attribution
to its several CVE numbering authorities (CNAs).

B. Common Vulnerability Scoring System

The Common Vulnerability Scoring System (CVSS) is
an open framework for describing specific characteristics of
software vulnerabilities. It consists of three metric groups:
base, temporal, and environmental.

The base group represents the intrinsic qualities of a vul-
nerability, the temporal group reflects the characteristics of a
vulnerability that changes over time, and the environmental
group represents characteristics of a vulnerability that are
unique to the user’s environment.

In this work, we focus on the base metric, which produces
a score ranging from 0.0 to 10.0. It is composed by the impact
subscore (ranging from 0 to 6) and the exploitability subscore
(ranging from 0 to 4). However, the overall CVSS score of
a single vulnerability is also impacted by the temporal and
environmental metrics. Readers are encouraged to refer to [5]
for more information on CVSS specifications and formulas.

The main attributes of CVSS base score are:
• Attack vector (AV): network (N), adjacent network (A),

local (L), and physical (P);
• Attack complexity (AC): low (L), high (H);
• Privileges required (PR): none (N), low (L), high (H);
• User interaction (UI): none (N), required (R);
• Scope (S): unchanged (U), changed (C);
• Confidentiality impact (C): none (N), Low (L), high (H);
• Integrity impact (I): none (N), Low (L), high (H);
• Availability impact (A): none (N), Low (L), high (H);

Usually, the CVSS is represented as a vector string, a
compressed textual representation of the values used to derive
the score. String (1) below is an example of a CVSS vector
string.

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:H (1)

The equations adopted to calculate the CVSS base score are
provided in Sec. III.

C. Human Factors

Human factors play an important role in the security of
an organization, since users are used as both targets and
vectors of attacks. Several social engineering methods can
be employed to obtain key information and select the most
vulnerable employees.

In this work we propose to model the users’ “vulnerabili-
ties” as a CVSS-like metric. In other words, the users would
also be rated by the impact and exploitability subscores. As
an example, users with high privileges in the network would
have a high impact factor, because if they get “compromised”
that would grant intruders deeper access to the network.

On the other hand, users unaware of security issues or
careless about it can be considered highly “exploitable”, that
is, they can be easily deceived to execute malicious software
on their computers. There are numerous methods to do so,
such as telephone calls from fake IT staff, phishing campaigns,
malicious websites, etc.

To prevent such situations, the staff should perform security
awareness training. Besides, the corporation should have a
solid information security policy and all means should be
employed to enforce it.

III. THE PROPOSED METRIC

System administrators usually focus heavily in protecting
their networks against external cyber attacks. For this reason,
the insider threats might receive insufficient attention and,
consequently, the security can be impacted. Considering that
every host connected to the Internet is a potential attack vector
through phishing campaigns (someone trying to convince the
user to execute the malicious code) and applications vulnera-
bilities (browsers, e-mail and document readers), and that the
protection against known hosts is reduced, then a single host
can severely compromise the security of the entire network.

The proposed metric in this work is obtained by a five-
step approach, each one being required for computing the
overall security of a given network. The technique involves
building a graph representing the overall network as well as
the relationship between each step. The relative importance
of each step is assessed using multi-criteria decision analysis
concepts.

There are different approaches for building such graph
and defining the metric. However, the specific aspects of the
cyber security domain involving different perspectives (e.g.
technical, human factor, standards, etc.) naturally led us to
reuse/adopt the ontology-based approach previously presented
in [6]. The general idea is to use semantic techniques in
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Fig. 2: Mission Ontology

supporting the definition of the target mission, its support task,
as well as the services and network configuration required
to accomplish a mission. As in the aforementioned previous
version, in this work we use the DoDAF Conceptual Data
Model to represent the concepts involved in the mission.
The difference, however, is that in this work we extend this
approach by incorporating time and event descriptions [7].

The ontology is presented in Figure 2, which conveys the
queries that can be performed in cyber-situation awareness:
WHAT (Activity), WHY (Goal and Desire Effect), HOW
(Resource and Guidance), WHO (Performer), WHERE (Lo-
cation), and WHEN (Timestamp and Event).

1) Complete inventory: The first step consists in obtaining
a complete and detailed asset inventory record of the target
network, including hubs, switches, routers, software list, etc.
This is fundamental for every security approach and should
not be a problem for security aware corporations.

2) Communications: The second step consists in mapping
the communication between the assets (including the users).
If the network contains N assets, this can be mapped into a
N ⇥N matrix.

Taking Fig. 1 as example, we can derive its access matrix as
presented in Table I, where the rows represent the asset with
communication initiative, the columns represent the communi-

cation destination, and a cell filled with a ‘Y’ informs that such
communication is allowed (or that there is nothing forbidding
such communication).

TABLE I: Trusted relationships between assets (matrix).

1 2 3 4 5 6 7 8 9 10
1 - Y
2 Y - Y Y Y Y Y
3 Y - Y Y Y
4 - Y Y Y
5 Y - Y Y
6 Y Y Y Y Y - Y
7 Y -
8 Y -
9 Y -

10 Y Y -

To generate the aforementioned table, a SPARQL query is
performed on the Mission Ontology. This greatly simplifies
the otherwise complex task of discovering and mapping con-
nections, in spite of these being hidden or not.

An alternative representation of Table I can be achieved
through directed graphs, as depicted in Fig. 3. The main
advantage of this approach is that it makes relatively easier
to identify nodes with a higher impact higher to the overall
security of the network. Also, it becomes possible to derive
attack chains throughout the network.
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Fig. 3: Trusted relationships between assets (graph).

3) Vulnerabilities assessment: The third step is to obtain
the CVE IDs and CVSS base vector string for all N hosts of
the network. There are many automated tools that can help in
obtaining this information, such as the Nessus Vulnerability
Scanner [8] and the Open Vulnerability Assessment System
(OpenVAS) [9].

4) Calculating Scores: Once the vulnerabilities are ob-
tained, for every CVSS string we need to compute the impact
sub score ↵ and the exploitability sub score �.

The impact sub score ↵ can be computed according to (2):

↵ =

8
><

>:

6.42⇥ ISCBase, if S = U,

7.52⇥ [ISCBase � 0.029]�
3.25⇥ [ISCBase � 0.02]15 , if S = C

(2)

where

ISCBase = 1� [(1��C)⇥ (1��I)⇥ (1��A)] . (3)

The confidentiality impact (C), integrity impact (I) and
availability impact (A) parameters are given by:

�C/I/A =

8
><

>:

0.56, if C/I/A = Low (L),
0.22, if C/I/A = High (H),
0, if C/I/A = None (N).

(4)

The exploitability sub score can be computed as:

� = 8.22⇥�AV ⇥�AC ⇥�PR ⇥�UI. (5)

The attack vector (AV) parameter is given by (6):

�AV =

8
>>><

>>>:

0.85, if AV = Network (N),
0.62, if AV = Adjacent Network (A),
0.55, if AV = Local (L),
0.20, if AV = Physical (P).

(6)

On the sequence, the attack complexity (AC) parameter is
given by (7)

�AC =

(
0.77, if AC = Low (L),
0.44, if AC = High (H).

(7)

For unmodified scope (S:U), the following equation applies
for the privileges required (PR) parameter:

�PR =

8
><

>:

0.85, if PR = None (N),
0.62, if PR = Low (L),
0.27, if PR = High (H).

(8)

However, for modified scope (S:C), the following equation
applies for PR:

�PR =

8
><

>:

0.85, if PR = None (N),
0.68, if PR = Low (L),
0.50, if PR = High (H).

(9)

Finally, the user interaction (UI) parameter can be given by
(10):

�UI =

(
0.85, if UI = Not Required (N),
0.62, if UI = Required (R).

(10)

5) Computing the proposed metric: After computing the
impact sub score (↵) and exploitability sub score (�), for every
vulnerability found in previous steps we need to assemble a
P matrix, where the first column (pi,1, 8i) corresponds to
the impact sub score (↵), and the second column (pj,2, 8j)
corresponds to the exploitability sub score (�). Then, we need
to append three additional points to this matrix such that its
final version is according to (11):

P =

2

66666664

p1,1 p1,2
...

...
pN,1 pN,2

0 0

max(p1,1, . . . , pN,1) 0

0 max(p1,2, . . . , pN,2)

3

77777775

(11)

where the function max(· ) returns the maximum value of its
arguments and N denotes the number of vulnerabilities found
on previous steps.

Finally, we must compute the convex hull of the matrix
P and its 2D area (considering the outmost vulnerabilities
as vertices of the polygon), and divide resulting area by the
highest possible CVSS subscores (6 ⇥ 4 = 24). Conducting
the calculations this way ensures that the proposed metric is
presented as percentage. The results are then used to rate the
network security according the intervals presented on Table II.

Fig. 4 depicts an example of a fictitious network composed
of three nodes. The overall vulnerability metrics has been ap-
pointed as 70.4476 %, which corresponds to the rating Highly
Vulnerable, according to Table II. Every marker on this figure
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TABLE II: Ratings

Min (%) Max (%) Rating
00.00 00.00 None
00.01 39.99 Low
40.00 69.99 Medium
70.00 89.99 High
90.00 100.0 Critical
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Fig. 4: Vulnerability assessment using the proposed metric for
a highly insecure network.

corresponds to a CVSS metrics (impact and exploitability sub
scores).

Likewise, Fig. 5 presents a second network with less se-
vere individuals vulnerabilities throughout the nodes of the
network. Notice that the overall vulnerability was 16.7402 %,
which corresponds to the rating Low, according to Table II.
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Fig. 5: Vulnerabilities of hosts of the network.

IV. FINAL REMARKS

This work presented an ontology-based approach for ana-
lyzing the vulnerability of a network in a holistic way, using

multiple-criteria analysis and modeling the human factor as
CVSS v3 base scores. An example on a fictitious network was
performed in order to demonstrate the practicality of the pro-
posed metric. Further, the reuse of concepts previously defined
in an existing ontology we had developed suggests that the
approach can be generalized to encompass the diverse aspects
that permeate the way different corporations are structured.
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Abstract—In this paper, we present work in progress on using
the Information Domain ontologies of CCO (Common Core
Ontologies) as a domain model for land combat. Our goal is to
use the domain model as a common semantics for multiple land
combat logical models. In the paper, we show how our domain
model can be mapped to different logical models in a manner
that is less labor intensive than the approach commonly used
by users of CCO. We demonstrate our approach by describing
how our domain model, which is a domain ontology of CCO, is
mapped to logical models created in Ecore and NIEM (National
Information Exchange Model).

I. INTRODUCTION
There are three primary forms of a data model, domain

model, logical model, and a physical model [1]. A domain
model specifies the concepts that data represents, the properties
of the concepts and the relationships between concepts. A
logical model species the logical structure of data. A physical
model species how data is represented in machine readable
format. Ideally, a logical model is derived directly from a
domain model or a formal relationship is defined between
the domain model and the logical model. In these cases, the
domain model serves as the semantics of the logical model.
Semantics is assigned to the logical model via a mapping
between the domain model and the logical model.
There are multiple approaches of performing this mapping.

One approach is to develop a mapping between objects in
the domain model and and objects in the logical model.
For example, the domain model could be defined using an
ontology. The mapping specifies how to convert objects in the
logical models to individuals in the ontology.
We used this approach for several projects where the domain

models were domain ontologies of CCO (Common Core
Ontologies) [2]. CCO is a collection of upper, middle, and
domain ontologies in OWL that extend BFO (Basic Formal
Ontologies) [3]. Figure 1 contains a diagram of the ontologies
in CCO.
One of the authors of this paper has used CCO for creating

domain ontologies for a motion imagery analysis application
[4] and other projects. In all of these projects, we sought to
use ontologies conformant to the CCO as domain models. In
addition, we sought to create mappings from the logic models
of existing tactical military software systems to the domain
models. We required the assistance of an ontologist with in-
depth knowledge of CCO to create the mappings. As a result,
using CCO may have a higher cost than an approach that
allows programmers or data architects to develop the mapping
independently. As a result, the government sponsor of the

projects considered the use of CCO impractical for tactical
military systems.
We believe that CCO is practical for tactical military sys-

tems. The problems we encountered were due to how CCO
was used. The problems we encountered occurred because
of differences in the modeling objectives of a logical model
and a domain model defined as a formal ontology. A logical
model defines the symbolic structure of entities for automated
processing and analysis. The structure is chosen in order to
simplify processing and analysis. For example, the essential
properties of a person, such as name and birth date, are
modeled as attributes of the same object in a logical model.
However, the domain ontologies of CCO are specifications
of the metaphysical make up of entities. Therefore, essential
properties of the same entity may have different structural
representations as individuals in the CCO. In other words, the
graph patterns of the triples representing the essential attributes
of the same entity may be different. For example, a birth date
for a person is a temporal interval for a birth event that occurs
on a person agent. A name of a person is an information
bearer that inheres on a person agent. This means to map
a person entity in a logical model requires determining how
each attribute is represented metaphysically and then create
the triples accordingly.
An approach that requires examining each attribute equates

to defining a separate function for converting each attribute to
individuals in the domain model. If we measure the cost of
creating a mapping based on the number of functions that have
to be created, then an approach that used a single function for
mapping sets of entities to concepts may be less expensive
than an approach that required a function for each attribute.
To develop an approach based on converting sets of entities

to concepts, we propose modeling a domain model as infor-
mation about the metaphysical properties of entities. In other
words, consider the domain to be the terms that designate the
entities and relationships between the entities. For example,
Aircraft and F-14 would be concepts where F-14 is subsumed
by Aircraft. In this case, there are multiple Aircraft individuals
and multiple F-14 individuals which are also Aircraft indi-
viduals. However, in an information model, there is only one
designator term for all aircrafts and one designator term for all
F-14s. The subsumption relationship between Aircraft and F-
14 could be modeled using a descriptive term, such as derives-
from. More specifically, the relationship could be modeled as
the triple ‘F-14 derives-from Aircraft’. This means the domain
ontology has to extend the Information Domain ontologies of
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Fig. 1. The ontologies of CCO and the Land Combat Information Ontology.

CCO. However, we have to ensure that the domain ontology
isn’t just an OWL encoding of a logical model. This approach
is used by some techniques for automatically creating schema
from ontologies [5].
Using this approach, we do not map objects in the logical

model to individuals in the ontology. Instead, we create a
mapping where the domain model represents concepts that
have direct mapping to syntactic classes in the logical model.
This mapping should be more intuitive to data architects since
it requires little knowledge of CCO and ontology development.
In this paper, we demonstrate a method for creating domain

ontologies in CCO that can be systematically mapped to
logical models. In Section II, we provide an overview of the In-
formation Domain ontologies of CCO. Then in Section III we
describe how a domain ontology should extend the Information
Domain ontologies by creating a proof–of–concept domain
ontology for land combat. Then in Section IV we describe
how the domain ontology maps to logical models in ECore
[6] and NIEM (National Information Exchange Model)1. We
conclude the paper in Section V with a discussion on why
we think our approach faithfully encodes the semantics of the
domain and isn’t merely a logical model in OWL.

II. INFORMATION ONTOLOGIES IN CCO
The information entity ontology is partitioned into two class

hierarchies, information bearing entities and information con-
tent entities. We call information bearing entities information
bearers for short.
An information bearers is and independent continuant that

carries information. For example, a track of an aircraft is an

1https://www.niem.gov/

information bearer because it contains information about the
flight pattern of an aircraft.
Information content entities are things used to represent

information for an information bearer. For example, a 2D
graph could be the information content entity of an air track.
In this case, the 2D graph is the information that represents
the flight pattern of an aircraft. In addition, a 3D graph could
be the information content of the air track. The information
content entity does not have to be unique to its bearer. For
example, -20 degrees Celsius is an information content entity
that inheres in many information bearers, such as the current
temperature or the lowest operating temperature.
Information content entities are organized into three hier-

archies, directive information, designative information, and
descriptive information. In this paper, we only use designa-
tive and descriptive information entities. Therefore, we omit
describing directive information. Designative content entities
consist of a set of symbols that denote some entity. Type codes
are an example of designative content entities. Descriptive
content entities consist of a set of propositions that describe
some entity. Numeric scales are examples of descriptive con-
tent entities.
There is only one class for Information Bearers, Information

Entity Bearers. Our domain ontology for land combat will
define a hierarchy for land combat terms with Information
Entity Bearer as the root.

III. LAND COMBAT DOMAIN MODEL

In this section, we give an overview how we created the
land combat domain model as an extension of the Information
Entity Ontology.
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Descriptive Name Acronym/Standard Name
Common Warfighting Symbology MIL-STD-2525C

Variable Message Format MIL-STD-6017C
US Message Text Format MIL-STD-6040 Rev. B

Modernized Intelligence Database MIDB
Ground-Warfighter Geospatial Data Model GGDM

TABLE I
LAND COMBAT DOMAIN SOURCES

A. Identify Sources
The first step in creating the domain model is identifying

the sources of the information entities. For the land combat
proof–of–concept, we use the standards in Table I.

B. Define Class Hierarchy
For the second step, we defined a class hierarchies that

extend Information Bearing Entity and Information Content
Entity.
Our approach is based on the assumption that the domain

model is a conceptualization of information about entities.
More specifically, the domain model consists of concepts
that can be classified as an entity report, an entity artifact,
or an entity representation. An entity report is a concept
which captures in a structured machine-readable form one or
more observations about an entity’s state at a given time, as
observed by an agent with a given location (where the agent
can be human or software). An entity artifact is a concept
which describes assertions about an entity. Entity artifacts
are derived either from entity records or from other entity
artifacts. For example, a detailed entity artifact about a person
can be created from multiple entity records obtained from
HUMINT sources. There can be more than one entity artifact
asserting information about a given entity or there may be
no entity artifacts asserting information about a particular
entity. An entity representation is a concept describing human
understandable signs and symbols which can be presented to a
human actor via some sensory medium (e.g., an audible alert,
a PowerPoint deck, a printed document). Figure 2 shows an
example of the entity informational categories.
We partition the terms into two groups. We define OWL

classes for each of these groups. The first group of terms
are terms representing entity artifacts and entity reports. We
call these terms LC (Land Combat) Information Entities. The
second group of terms contain qualities, traits, roles, and
characteristics of the entity referenced by an entity artifact
or an entity report. The class for this group of terms will be
Information Content Entity classes. Figure 3 shows a snapshot
of the object properties, LC Information Bearing Entities, and
the Information Content Entity classes.

C. Convert Terms to Individuals
In this step, we present the guidelines we used to determine

the terms from the source documents we used as individuals
in the ontology. We use the noun and adjective phrases in the
source documents to create the individuals in the ontology. For
example, the terms ‘aircraft carrier’, ‘light’, ‘guided missile’,

Fig. 2. Example depicting informational entity categories.

Fig. 3. Screen shot of the Land Combat Domain Model T-Box in Protégé.
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and ‘nuclear powered’ are noun and adjective phrases in
USMTF. Each of these terms will be an individual. The
adjective phrases will become land combat designative content
individuals. The noun phrases will become information content
entity individuals and information bearing entity individuals.
The usage of the noun phrase determines which class the

term belongs to. If the noun phrase is an entity, such as aircraft
carrier, then it will become an LC Information Entity. If the
noun phrase is the value of a type code, then it will become
an Information Content Entity. More specifically, it will be an
individual of a subclass of LC Designative Content. If it is a
multi-valued numeric attribute, then it will be an individual of
an LC Ratio Measurement Content subclass.
The individuals of the LC Relation class are verb phrases

that describe a relationship between terms in the standard.
For example, 2525C contains a taxonomy of air tracks about
different kinds of aircraft. Therefore, ‘is about’ is a relation
between the LC Information Entities. Notice that the relation
individuals may not be verb phrases in the standard. Instead,
they are conceptualization of the relationships between terms
in the standard.

D. Define Ontological Relationships of the Domain

By defining relationships between terms using an individual,
we can support defining an arbitrary number of relations.
We can use OWL properties as meta–relationships between
individuals. More specifically, we define a fixed set of OWL
properties for defining subsumption and composition relation-
ships between individuals. These relationships hold for all
domains.
Each of the meta–relation properties is a CCO property or

a sub-property of a CCO property. Figure 4 depicts pictorially
a sample of triples using all of the meta–relation properties.
The CCO properties are in blue and the derived properties
are in black. The ‘derives from’ indicates the subject has
all of the same properties as the object. Therefore, ‘Stragetic
Bomber’ and ‘Tactical Bomber’ each have a ‘Fixed Wing’ as
a quality. The ‘derives from’ property is the only subsumption
property in our model. The properties ‘has object’ and ‘has
subject’ are used to indicate the subject and object of an LC
relation. The properties ‘has feature’, ‘has part’, ‘has value’,
and ‘has code’ all indicate a part–whole relationship between
the subject and object. The difference between the three is
the range of the properties. The range of ‘has feature’ is
Information Content Entities, but the range of ‘has part’ is
an LC Info Entity class. The range of ‘has code’ is LC Info
Type Code. And the range of ‘has value’ is subclass of LC
Ration Measurement Info Term. The property ‘enumerated by’
indicates the enumerations of a type code. The property ‘has
quality’ indicates the object is a quality of the subject.

IV. LAND COMBAT LOGICAL MODELS

In this section, we describe how classes and individuals
from the domain model created in Section III map to logical
models in ECore and NIEM.

A. Mapping to ECore
ECore is a metal model for defining models in EMF (Eclipse

Modeling Framework) [6]. Using Ecore, developers can create
models similar to UML Class diagrams and automatically
generate code from the models. Ecore contains constructs and
features common in object-oriented design, such as classes,
enumerations, and inheritance.
Mapping to an object model in ECore is straightforward.

Each of the individuals of Type Code becomes an Enumeration
class in ECore. The enumerations are determined by the
‘enumerated-by’ property. More specifically, if A ‘enumerated
by’ X and A ‘enumerated by’ Y are triples, then X and Y are
the enumeration literals of enumeration class corresponding to
A.
Each LC Info Entity individual will be a class in ECore

that extends the root class InfoEntity. The derived from
property determines its subclasses and parent class. More
specifically, if A ‘specialization of’ B or B ‘generalization
of’ A is a triple, then the ECore class corresponding to A,
will be a subclass of the ECore class corresponding to B.
The attributes of the classes will be defined as follows. For
each triple S p O, where S is a LC Entity Info Individual
and p is one of the properties, ‘has feature’, ‘has value’, ‘has
attribute’, or ‘has part’, there will be an attribute in the class
corresponding to O whose type is the type corresponding to
O. Each of these types will be created as classes using the
same approach.
If the ECore class created from the Entity individual A

does not have any attributes, then it can be made into an
enumerated class. This will require the individual B in a
triple A ‘specialization of’ B or B ‘generalization of’ A be
converted into an enumeration literal.
Each A ‘is record of’ B triple will be converted into an

association class. More specifically, it will be converted into
a class that contains two attributes, subject and object.
The type of subject will be the type corresponding to A.
The type of object will be the type corresponding to B.

B. Mapping to NIEM
NIEM is a logical model developed by the U.S. Government

to enable state and federal agencies to share data. The purpose
of NIEM is to establish a common structured vocabulary for
a set of terms used in all domains relevant to government
activities, such as person and location, and a set of common
terms used in specialized domains relevant to some govern-
ment activities, such as hospital and unmanned vehicle. NIEM
uses XSD and UML to define the terms so that it can be readily
used in software.
In NIEM, terms are partitioned into elements and types. An

element represent properties or attributes of objects. A type
represents a set of objects that have the same properties and
semantics.
Each Entity individual will be a NIEM type. Elements of the

NIEM types are determined by the objects in triples. Objects
of ‘has feature’, ‘has attribute’, and ‘has part’ will be come
composite elements. Objects of ‘has value’ will be come scalar
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Fig. 4. Example illustrating use of meta–properties

elements. The ‘generalization of’ and ‘specialization of’ will
determine inheritance.
Code Lists can be created in a similar fashion to how

enumerated classes are created in ECore. Association Types
can be created from ‘is record of’ triples.
A logical modeler determines whether an object of ‘has at-

tribute’ should be considered Metadata. NIEM Augmentation
and Extension Augmentation point and extensions are deter-
mined from ‘derives from’. The logical modeler determines
whether to create an augmentation point or an extension.

V. CONCLUSION
We described an approach to create a domain model in

OWL for which logical models can be derived in a systematic
way. Our approach is truly a domain model because it uses
terminology from domain documents to create the ontology
entities. In addition, the domain model contains the ontological
relationships from the domain. For instance, it is able to
specify that two concepts are related because one concept is
a quality of another concept. In addition, it is able to capture
role relationships.
We provided an overview of how we intend to use domain

models created with our approach to generate logical models in
Ecore and NIEM. We believe project managers will consider
our approach suitable for their projects because it does not
require expertise in ontologies and in-depth knowledge of
CCO.
In the future, we plan to build a complete land combat

domain model using the sources mentioned in Table I. We

hope this domain model will be used as a common semantics
for U.S. Army’s initiative to use a single computing platform
for multiple army battle command systems [7].
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Abstract—Cybersecurity is a complex and dynamic area where
multiple actors act against each other through computer net-
works largely without any commonly accepted rules of en-
gagement. Well-managed cybersecurity operations need a clear
terminology to describe threats, attacks and their origins. In
addition, cybersecurity tools and technologies need semantic
models to be able to automatically identify threats and to predict
and detect attacks. This paper reviews terminology and models of
cybersecurity operations, and proposes approaches for semantic
modelling of cybersecurity threats and attacks.

I. INTRODUCTION

When security incidents occur there is typically limited
understanding of who the threat agent is, why they attack
and how they operate, which makes it difficult to make well
informed decisions about countermeasures. Threat agents who
are not identified and made responsible for their actions will
continue their criminal behaviour. When we do not understand
the attacker we can only see - if even that- the results of
the attacker’s actions. Improved cybersecurity requires digital
threat intelligence - structured and semi-automated analysis
and sharing of information. In order to make sense out of
increasingly large and complex datasets related to cybersecu-
rity we see the potential in developing models and tools for
automated or semi-automated classification and discovery of
cyberthreats based on ontologies.
Semantic technologies and ontologies are a relatively new

logic-based landscape of technologies and tools aimed at
giving better meaning to large and unstructured corpuses
of data. Interesting research challenges are for example to
investigate semantic representations of relevant concepts in
the domain of cybersecurity big data, in order to facilitate
advanced machine learning, search and discovery.
The potential benefit of this approach is that the developed

tools and related technologies will provide a flexible frame-
work for representing and structuring the large variety of data
with which security analysts are confronted. The framework
can further be used for the implementation of cybersecurity
analytics tools.

II. CYBERSECURITY THREAT AND RISK MODELS

Cybersecurity is the body of technologies, processes and
practices designed to protect networks, computers, programs

This research was supported by the research projects TOCSA, ACT and
Oslo Analytics funded by the Research Council of Norway.

and data from attack, damage or unauthorized access. Cyber-
security thus assumes that some actors, typically called threat
agents, have the intent and capacity to produce attacks, gain
unauthorized access and cause damage. The magnitude of the
perceived potential damage caused by cyber attacks is typically
interpreted as security risk.

A. Specific Security Risk Model
Cybersecurity risks are caused by threats. However, the

concept of a threat can be ambiguous in the sense that it
can mean the threat agent itself, or it can mean the thing
that a threat agent (potentially) produces, typically called a
threat scenario. Figure 1 illustrates a specific risk model which
integrates the concepts of threat agent and threat scenario.

Threat agent 
strength

Vulnerability to 
threat scenario

Likelihood/frequency 
of  (threat scenario 
to cause) incident

Impact of 
incident on asset

Specific Risk

Threat agent 
motivation

Threat agent 
capacity

Threat 
scenario

Threat 
agent

Legend:

has attribute

contributes to

Figure 1. Specific risk model including threat agent and threat scenario

The specific risk model of Figure 1 emphasizes the risk
dimension of threats, i.e. how threats lead to risk.
It can be seen that the threat agent and the threat scenario

have very different attributes, but in combination they both
contribute to risk. A threat agent can be modeled as a real
agent with a motivation or goal as well as with a capacity
to execute a specific threat scenario. Together, the motivation
and capacity produce the strength of the threat agent. The
threat agent strength can be modelled according to the weakest
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link, i.e. the attacker is only as strong as the weakest of its
motivation and capacity.
A threat scenario can be modelled as a sequence of attack

steps which can be stopped by defence and security mecha-
nisms. However, when the defence mechanisms fail to stop a
specific threat scenario, we say that there are vulnerabilities.
The more severe the vulnerabilities and the greater the

strength of the threat agent, the greater the likelihood that
the threat scenario will cause a security incident and lead
to damage, as illustrated in Figure 1. The actual risk of a
specific threat scenario emerges by including the amplitude
of the expected damage in case the security incident actually
occurs. Risk assessment models such as in [1] are based on
this interpretation of security risk.
There can of course be many different threat scenarios

leading to the same goal when seen from the attacker’s
perspective. Each scenario represents the dynamic execution
of a tactic. The attacker might consider multiple tactics, and
then decide to use the one which is assumed to produce the
greatest expected result with the least effort.
The threat scenario is an abstract set of steps executed in

sequence, which from the victim/defender’s perspective can
cause damage to its assets. A threat scenario becomes a cyber
attack when the scenario is actually executed. Behind every
attack there is thus a specific threat scenario executed by an
attacker or a group of attackers. However, a threat scenario by
itself is abstract, and does not become an attack unless it is
actually executed.
A threat scenario can therefore be interpreted as the

blueprint for attacks. For cyber defenders there is thus a
fundamental difference between detecting real attacks and
identifying threat scenarios which only represent potential
attacks.

B. Stillions’ Detection Maturity Level Model

A model for the maturity of cyberthreat detection has
been proposed by Ryan Stillions in several blogpostings [2].
A slightly extended version of Stillions’ Detection Maturity
Level (DML) model is illustrated in Figure 2. We have
added the additional DML-9 Attacker Identity which can be
important in certain contexts. We have also added precision
and robustness to illustrate the qualitative aspects of features
at each level. The DML model emphasizes the increasing
level of abstraction in the detection of cyber attacks, where
it is assumed that a security incident response team with
low maturity and skills only will be able to detect attacks
in terms of low level technical observations in a network,
without necessarily understanding the significance of these
observations. On the other hand, a security incident response
team with high maturity and skills is assumed to be able to
interpreted technical observations in networks in the sense that
the type of attack, the attack methods used and possibly the
identity of the attacker can be determined.
The levels of the DML model are briefly explained below.

The focus is on what the IR team (incident response team) is

DML-8 Goals

Tactics

Strategy

Techniques

Procedures

Tools

Host & Network Artifacts 

Atomic Indicators

None or Unknown

DML-7

DML-6

DML-5

DML-4

DML-3

DML-2

DML-1

DML-0

Attacker goals 
and strategy 

Attack execution 
plan and methods

Traces of attack 
execution
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R
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us
tn
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s

IdentityDML-9Attacker identity

Figure 2. Detection Maturity Level Model [2]

capable of doing at each level. Our description is a summary
and interpretation of Stillions’ description [2].

• DML-0 None or Unknown. There is no IR team, or they
are totally clueless.

• DML-1 Atomic indicators of compromise (IOCs).
These are elementary pieces of host & network artifacts,
which might have been received from other parties. The
value of atomic IOCs is limited due to the short ‘shelf
life’ of this type of information.

• DML-2 Host & Network Artifacts. This is the type
of information which can be collected by network and
endpoint sensors. With high capacity links the amount of
information collected can be overwhelming and requires
good analytical tools to analyse and understand the attack
at higher levels of abstraction.

• DML-3 Tools. Attackers install and use tools within the
victim’s network. The tools often change, so that a tool
detected and analysed in a previous security incident
might be similar but not exactly the same in new attacks.
DML-3 means that the defender can reliably detect the
attacker’s tools, regardless of minor functionality changes
to the tool, or differences in the artifacts and atomic
indicators left behind by the tool.

• DML-4 Procedures. Detecting a procedure means de-
tecting a sequence of two or more of the individual
steps employed by the attacker. The goal here is to
isolate activities that the attacker appears to perform
methodically, two or more times during an incident. In
the military jargon, procedures mean “Standard, detailed
steps that prescribe how to perform specific tasks” [3].

• DML-5 Techniques. Techniques are specific ways of
executing single steps of an attack. In the military jargon,
techniques mean “Non-prescriptive ways or methods used
to perform missions, functions, or tasks” [3].

• DML-6 Tactics. To detect a tactic means to understand
how the attack has been designed and executed in terms
the techniques, procedures and tools used. In the mili-
tary jargon, tactics mean “the employment and ordered
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arrangement of forces in relation to each other” [3].
• DML-7 Strategy. This is a non-technical high-level
description of the planned attack. There are typically
multiple different ways an attacker can achieve its goals,
and the strategy defines which approach the threat agent
should follow.

• DML-8 Goals. The motivation for the attack can be
described as a goal. Depending on how the attacker is
organised, the goal might not be known for the attack
team executing the attack, the team might only receive a
strategy to follow.

• DML-9 Identity. The identity of the attacker, or the
threat agent, can be the name of a person, an organisation
or a nation state. Sometimes, the identity can only be
linked to other attacks without any other indication of
who they are or from where they operate. The attacker
identity might not be relevant to the defender if they only
want to get the attacker out of the network. However, it
is often important to be able to connect multiple attacks
to the same actor in order to predict strategy, tactics,
techniques and procedures expected to be used. This is an
additional level defined by us, the original DML model
[2] only consists of the levels 0–8.

The challenge is to leverage observed attack features de-
tected at low levels to determine derivative causes at higher
levels.
Assume that a given company B has as goal to beat company

A in the open market. This goal might cause company B to
use unethical means, with a strategy to steal secret information
from company A in order to improve their own products and
market position. Company B’s tactics may be to gain access
to company A’s internal servers based on an attack plan with
techniques, procedures and tools. Finally, the execution of the
plan causes traces of the attack to be left in the network of
victim A.
The cyber incident response team will first detect the traces,

and from there must try to figure out what has happened and
then decide the appropriate response. The traces are indicators,
and the task of determining what really happened is a form of
abductive reasoning which consists of using the indicators as
classifiers to determine the nature and origin of the attack.
Most incident response teams of today are working on

DML-1 and DML-2. Some are working on DML-3 and partly
DML-6. However, the further up the stack you get the more
seldom you find machine readable results from the analysis
and work that is done. Defining semantic models for the type
of information gathered in the higher levels of the DML model
and the relations between them will enable more teams to
increase their maturity level. Information sharing will also be
facilitated by this development.

III. ELEMENTS OF SEMANTIC THREAT MODELLING

Discovering the real nature of a threat given a set of data
or information requires a semantic model to represent all
aspects of the threats with no room for ambiguous input. The
further down the DML model you get, the more precise an

identification can be done. The further up, the more costly a
change is for the attacker and the more robust your conclusion
of identity may become. Both aspects are useful for different
roles and situations throughout a security incident. SIEM
(Security Incident and Event Management) tools typically use
semantic representation of host & network artifacts at the
lower levels of the DML model, but rarely provide semantic
representations of high level aspects. It is thus necessary to
standardise the semantic representations of high level aspects
in the DML model. This will allow automated reasoning to
leverage the potential of machine learning and classifiers to
do advanced cybersecurity analytical reasoning.

A. A Semantic Threat Classification Model
The primary focus of the DML model is to indicate levels

of maturity in cyberthreat detection. However, the same model
can be used as a basis for the design of cyberthreat classifiers,
and we call this new model the semantic threat classification
model (STCM).
Figure 3 shows the STCM which consists of a compact

representation of the DML model combined with classifiers
representing the analytical relationships from low level fea-
tures to high level features.

External 
intelligence

Attacker goals, 
strategy and identity 

Attack execution 
plan and methods

Traces of attack 
execution

Classifiers

External 
intelligence

Classifiers

Causality

Causality

Figure 3. Semantic Threat Classification Model

Note that there are causal relationships from high level
features to low level features. Hence, classifiers are used to
reason in the opposite direction to that of causal relationships.
In machine learning and statistics, classifiers are used to

determine categories to which some observation belongs, on
the basis of a training set of data containing observations (or
instances) whose category membership is known. For cyber-
security analytics, a classifier can e.g. be used to determine
which type of attack a set of network artifacts belong to (i.e.
are caused by), the goal of the attacker or even the identity of
the attacker.
Note that contextual information can also be used as input

indicators for classifiers. Contextual intelligence can e.g. be
political events covered by the media. A political conflict
between nation states can make it more likely that states launch
specific types of cyberattacks against each other.
The challenge for developing reliable classifiers is to iden-

tify appropriate semantic features and their variables at each
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level of abstraction, and to have available sufficient amount
and type of data in order to give the classifiers sufficient
training for reliable detection and classification.
The design of classifiers for machine learning is heavily

dependent on statistical methods, and several authors have
pointed out the importance of mathematics for cybersecurity
[4].

B. Semantic Feature Extraction
Stillions’ DML model [2] uses English prose to informally

define each level of abstraction. The use of classifiers, how-
ever, requires formal definitions of the features at each level of
abstraction. Our approach is to gather informal descriptions of
goals, strategies, tactics, techniques and procedures from the
literature. Through analysis of these informal descriptions, we
derive tuples that describe each level of abstraction. In the
following, we illustrate this process for the abstraction level
“Goals”.
Stillions mentions the following goal as an example:
Replicate Acme Company’s Super Awesome Prod-
uct Foo in 2 years or less [2]

If we ignore the time dimension of this goal, then we can
derive the 2-tuple (“Replicate”, “Product”) from the informal
description.
From Mandiant’s APT1 report [5], we can derive the

following goals: (“Replicate”, “Product”), (“Replicate”, “Man-
ufacturing process”), (“Obtain”, “Business plan”), (“Obtain”,
“Policy position”).
Another goal can be derived from Symantec’s blog post

on the “Cadelle” and “Chafer” APT groups [6]: (“Monitor”,
“Individuals”).
By generalising the examples above, we get the following

definition of a goal: (Action, Object). When we observe the
2-tuples from the examples, we identify two challenges. The
first challenge is that we use strings to describe each element
of the tuple. If we use 2-tuples of strings in a system where a
multitude of analysts and classifiers identify and record new
goals, then the result will be duplicated by synonyms resulting
in an explosion of features. In order to avoid this, our goal is to
define a formal taxonomy of goals, where each tuple contains
references to the taxonomy.
The second challenge is that the second element of the 2-

tuple is too general. To alleviate this, we must define sub-
elements that are more specific, e.g. that the “Product” in the
first example is manufactured by “Acme company”, and that
the specific product is “Super Awesome Product Foo”. In the
last example, “Individuals” could have a sub-element “Iranian
Citizens”. Note that in some cases we will not be able to
determine these sub-elements due to insufficient data.
Applying this approach to all the layers of abstraction in

the extended DML model requires a monumental amount of
effort. We believe that in order to achieve this, a community
effort is needed. Thus, one of our primary goals is to lay the
foundations for such an effort. Furthermore, re-using existing
standards and taxonomies where applicable can significantly
reduce the amount of work needed. A good example of such

re-use can be observed for the abstraction level “Techniques”.
The MITRE ATT&CK taxonomy [7] has already defined
more than 100 techniques used by adversaries in the post-
compromise phases of an attack.

C. Current Initiatives for Cyberthreat Representation
There are several initiatives currently being used for rep-

resentation and sharing of data on the different levels of the
DML model. The following initiatives are seen as useful and
may be used when selecting features for representation on the
different levels:

• INTEL Threat Agent Library (TAL) [8] was suggested
in 2007 and provides a consistent reference describing the
human agents that pose threats to IT systems and other
information assets. This library may serve as a feature of
”Identity” in our semantic threat modelling.

• STIX [9] is a language for having a standardized commu-
nication for the representation of cyberthreat information.
It is well known in the incident response community, but
not serving the purpose of describing all aspects of cyber
threats. The main shortcoming in the current version is
the lack of separation between tactics, techniques and
procedures.

• CAPEC The objective of the Common Attack Pattern
Enumeration and Classification (CAPEC) [10] effort is
to provide a publicly available catalog of common attack
patterns classified in an intuitive manner, along with
a comprehensive schema for describing related attacks
and sharing information about them. CAPEC is run by
MITRE and is openly available for use and development
for the public. For our semantic threat modelling it may
be used when describing ‘Tactics’ and ‘Techniques’.

• ATT&CK is a common reference for post-compromise
tactics, techniques and tools [7] run by MITRE. ATT&CK
and CAPEC are related and do not exclude use of each
other.

IV. EXAMPLE APPLICATIONS OF SEMANTIC CYBERTHREAT
MODELS

In this paper, we argue that semantic cyberthreat models
can help cybersecurity professionals to be more effective and
efficient. This section presents some concrete examples from
our own experience that support this hypothesis.

A. Incident response
Breaches due to attacks from advanced persistent threats

(APTs) are often detected post-compromise. APTs quickly
initiate lateral movement after the initial compromise, so
assessing the scope of the breach can be challenging. In order
to assess the scope of the breach, we need to know how the
threat agent operates and what kind of indicators, artifacts,
tools, tactics, techniques and procedures (TTPs) we should
search for. The incident response analysis process typically
consists of the following steps:
1) Evidence collection
2) Analysis of evidence
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3) Identification of new indicators, artifacts, tools and TTPs
4) Threat agent attribution
Steps 1-3 are performed in an iterative fashion. The analysis

results may indicate that we need to collect more evidence, or
that we should search the existing evidence for new indicators.
If we are able to perform step 4 and attribute the breach
to a known threat agent, then we can leverage our historical
knowledge of this threat agent. We can use this knowledge to
guide our evidence collection and analysis. We have used the
MITRE ATT&CK taxonomy [7] to be able to quickly compare
our evidence to known threat agents during incident response.
By manual analysis, we found threat agents that used tools and
techniques very similar to what we observed in our evidence.
The ATT&CK taxonomy [7] has a loose semantic model con-
necting threat agents, tactics, techniques and tools. It does not
model procedures, artifacts or indicators. In order to automate
the analysis of threat agent similarities, we implemented a
simple semantic model using a graph database. The model
linked threat agents to observed indicators, artifacts, tools and
TTPs. We then used the graph database to find all subgraphs
that connected the findings from our incident to known threat
agents. The result enabled us to attribute the evidence from our
incident to a known threat agent, and the results helped guide
our evidence collection and analysis. Another great advantage
of using such a model is that the attribution hypothesis can be
re-tested as more knowledge is added to the graph, in order
to avoid confirmation bias. Our experience from this incident
was that we were able to attribute the evidence to a known
threat agent much more rapidly than by using manual analysis.
We were also able to fully document all relations between our
evidence and the threat agent by issuing a simple graph query.

B. Requests for information
A common task for threat intelligence analysts is to find all

information related to a single data point, e.g. an IP address,
a malware sample or a threat agent. Having a semantic model
implemented as a graph makes it possible to complete such a
task quickly and reliably by issuing a single graph query.

C. Intrusion detection
Current intrusion detection systems operate at DML-1,

DML-2 and/or DML-3. One of the challenges with operating
at DML-4 and above is that TTPs are commonly described
using English prose, i.e. as unstructured data. This makes it
challenging to translate the description to intrusion detection
signatures, and signature development must be performed
manually. Defining formal models for TTPs makes it possible
to automatically generate signatures from structured data when
a new TTP is defined. One concrete example is the procedure
described in [11]:

An example would be an adversary running net
time, followed by the AT.exe command to schedule
a job to kick off just one minute after the current
local time of the victim system. [11]

Given an endpoint security solution that logs process exe-
cution with arguments and command inputs/outputs, a human

analyst could write a signature to detect this procedure. The
signature would have to detect the following:
1) Execution of net.exe with time as the first argument and
victim system as the second argument

2) Timestamp returned by the command in step 1
3) Execution of at.exe with victim system as the first
argument and ((timestamp from step 2) + 1 minute) as
the second argument

Interpreting the description “to schedule a job to kick off
just one minute after the current local time of the victim
system” is easy for a human, but very difficult for a computer.
A formal definition of this procedure would make it possible
for a computer to automatically generate signatures for the
procedure by applying transformation rules.

V. CONCLUSION
Semantic modelling of threats is a promising approach for

automated threat and attack detection at multiple levels of
abstraction. A semantic model of threats will enable secu-
rity analysts to work faster and more efficiently in terms
of identifying threat agents and take advantage of previous
experience and gathered intelligence when handling incidents
caused by known or unknown threat agents. The task of
extracting semantic features for all levels of abstraction in our
suggested extended DML model is an undertaking of daunting
proportions. In order to make this task manageable the reuse
of related standards and taxonomies is required.
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