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Introduction — Problem Context

a Subj; -Meas f-Effects @)
© AttackLethality (3)

@ AttacksAgainstCOINForces (3)
et et Ontology
-

® CrimesAgainstiocalPop e) [o=5
® DiscourageConfidencel o B 5

i decuice-theoryPasvaive = 10

) ImposeReligiousAndCulturalControl (3)
® InflictDestructionOnCOINForces (3)

Preference Model

Inflict destruction on COIN forces

Outcome #11

Discowage confidence in host nation govermment =
‘Tmpose religious and cultural control | amber ,'{J
SR T

Tnflct destruction on COIN forces [ amber | - S
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Gutcome 716 Guicome #12 .
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Tupose religious and cultwral control | amber Tmpose rehgions and cultural control
Tuflict destruction on COIN forces Infhict destruction on COIN forces
and
| Expected COA Outcome
Course of Action | Disconrsge conbence ia iost nation poveimmiont | Tnpiise selsions ] collucal cootrol Talket destrmctin o COTN forces As s e s s m e n t
e IR R
[ Attack against CF FOB or PB b anber |
[ Attack against civiian NAI
Sniper attack against CF PB amber amber
Sniper attack against local official i1 i
Deliberate ambush on CF patrol amber
|t and v agaiast GF coavey. amber amber
[Roadside IED attack in village A
[Roadside IED attack in village B | amber Contour
Map
Possible COAs Senertieg

10 Vector
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COA Selection and COA
Ranking

Assessment Algorithms Algorithm
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Introduction — CONOPS

Current State
(with
uncertainty)

Think Backwards from where you want to be with End-Phase
acceptable way points to where you are Outcome

The End-Phase Outcome is
defined by the commander
strategic objective. This is
Constrained the overall goal that is to

Resources & Think Forward from current state through with be achieved by the COA
acceptable way points to where you want to be

Methods

Establish COAs (generally 3) that will successfully transition from the current state to
the desired final state.

Candidate Candidate Candidate

COA-1 COA-2 COA-3
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Application Overview

* Empire Challenge 10 / Green Devil Il Exercise

* Problem

— Determine why an OPFOR insurgent group was
pursuing a given course of action

— Predict the next course of action that the
insurgent group would pursue

 The OPFOR has the following goals
— Short Term — inflict damage

— Medium Term — discourage confidence in host
nation government

— Long Term — impose cultural and religious control

4/ KBSI
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Utility Theory Overview

e The COA selection / assessment decision problem as a utility-
theoretic multi-attribute decision problem

e Utility theory was originally developed in economics to measure the
desirability of a good or alternative from the perspective of an agent
e A utility function is given by:
- Uu :O—)SR,where
- O are the possible alternatives
- SR is a real-valued number

e A common form of utility function is a weighted sum of attribute
values:

- u(o;) :kak *a,[0]

— W, is an attribute weight

- > W, =Lw, =00
* The set of attribute value scores @, [Oi] is the 10 vector

* A preference is a relation between alternatives such that u(o,) = u(oj)
4/ KBSI
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Ontology Overview — Core

wontologys
decision-theory

2]
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|

|

|
import

|

|

|

ConstraintTerm
decision-theory:Alternative
decision-theony:Attribute
decision-theory:Consequence
decision-theory:Objective
decision-theory:ObjectiveDirection (2)
decision-theory:Preference

decision-theony:5ubjectiveAttributelalue (8]

decision-theory-rules:DeletionTrigger
decision-theory-rules:DominanceTrigger
ISMAUTProblem
[SMAUTProblemGenerator
ObjectiveFunction

owl:Mothing
preference-model:PreferenceModel

wontologys
preference-model
owl:Thing (10}
Constraint

—1 aontologys

wontologys
decision-theory-rules

5]

ismaut

spin:ConstructTemplates
ConstructDominatedset
ConstructMonDominatedSet
DefaultLevelEvaluator
DefaultLevelEvaluatorMoRawlLevel
DominanceCalculator

¥ FourfttributeDominanceCalculator

LinearValueFunctionCalculatorTemplate
MaxhaxMaxDominanceCalculator
OnefMaxTwoMinDominanceCalculator

E [ ]

The core ontology defines
the basic concepts,
relations and rules for
modeling decision
problems.

Concepts include:
attributes, alternatives
and preferences

Rules include: dominance,
value functions and level
calculators

PiecewiselinearLowerBoundValueFunctionCalculatorTemplate

PiecewiselinearlpperBoundValueFunctionCalculatorTemplate

PiecewiselinearValueFunctionCalculatorTemplate

RawsSubjectivelevelCalculatorTemplate
Subjectivel evelCalculatorTemplate
SubjectivelalueCalculatorTemplate
TwoMaxOneMinDominanceCalculator
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r...l._-
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Alternatives, Attributes, Preferences

Alternatives are
defined in terms of a

rdfssubClassOf ~

. owl:Thing =
. . owlequivalentClass ~
collection of attributes. ® (hasAttribute only Attribute) <| | © hasLevel only xsd:float) =
. . . nd (hasLevel exactly 1 xsd:float)
nd (hasAttribut 1 Attribut a
and (ha rIoULE min ribute) and (hasMinLevel only xsd:float)

— and (hasMinLevel exactly 1 xsd:flcat)

owl:Thing t_lm / and (hasMaxLevel only xsd:float)
Alternative and (hasMaxLevel exactly 1 xsd:float)
Eﬁ.ﬁri bute hasValue only xsd:float =
) ObjectiveAttribute owlequivalentClass =~ v |:.aml (has‘u"aluz exactl]rjl. xsd:float)
I_e SubjectiveAttribute I.\ (1] (hasRawSubjectivel evel only = (7] hasWeight only xsd:float -
® Consequence SubjectivedttributeValue)

and (hasRawSubjectivel evel exactly 1

© Objective SubjectiveAtiributeValue)
] Ohbjectivelirection (2) A 'b h
owlk:Nothing owlequivalentClass ~ ttributes have raw
m T~ (B} (lessPreferredAlternative only Alternative) - | levels (the measured
9 SubjectivedttributeValue (8) — and (IessPreferredAIterhative exactly 1 F.Iternative] or observed VaIUES),
(@ (morePreferredAlternative only Alternative) = .

Preferences implicitly represent the and (morePreferredAlternative exactly 1 Alternative) values (a normalized
trade-offs among attributes from the value), and weights.

perspective of a decision maker.

Preﬁeﬂ ed 10
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owl:Thing (10}
activities: Activity °
activities:Activity Target
COA-Phase
Course-of-Action °

decisicn-theory:Alternative
decision-theony:Attribute
decision-theory:Consequence
decision-theory:Objective
decision-theory:Objectivelirection (2)
decision-theory:Preference
decision-theory:SubjectiveAttributeValue (8)
decision-theory-rules:DeletionTrigger
decisicn-theory-rules:DominanceTrigger
LineOfEffort
moeRandomOutcomeGenerator

wontologys
core:decision-thecry-rules

A

owl:Mothing imF;Drt
[
1
| - |
wdntologys _—— Emi_:;. wontology=
activites mop (measure of performance)
A I\
! |
import irmport
' |
' |
' !
i
E import E
wontologys - === adntologys
COA [course of action) moe (measure-of-effectiveness)
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Ontology Overview — Course of Action

The course of action ontology defines the basic concepts and
relations for modeling COA selection decision problems
Concepts include: COAs, phases, lines of effort, measures of
effectiveness

4 owl:Thing (10]

]

decisicn-theory:Alternative
Outcome
decisien-theony:Attribute
decision-theony: Objectivelttribute
decision-theonySubjectivelttribute
mop:Subjective-Measure-of -Performance
Subjective-Measure-of-Effectiveness
decision-theory:Consequence
decision-theory: Objective
decision-theory:ObjectiveDirection (2)
decisien-theory:Preference
decision-theorny:SubjectiveAttributelalue (8]
decision-theory-rules:DeletionTrigger
decisien-theory-rules:DominanceTrigger
owl:Mothing
RandomOutcomeGenerator
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F decision-theongAttribute (21)

Measures-of-Effectiveness are a
type of attribute used to describe
the outcome of an action.

» decision-theory:Objectivedttribute

Outcomes and MOEs

owl:Thing (99]

activities:Activity (3]

4 decision-theory:SubjectiveAttribute (21)

4 moesubjective-Measure-of-Effectiveness (21)
0 Attacklethality (3)
0 AttacksAgainstCOINForces (3)
9 AttacksAgainstCOIMInstallations (3)
9 CrimesAgainstLocalPopulationPersons (3]
"] DiscourageConfidencelnHostMationGovernment (3]
"] ImposeReligiousAndCultural Contral (3]
0 InflictDestructionOnCOINForces (3)

An action outcome is an
alternative that represents
the result of a COA.
Preferences are asserted
over action outcomes.

rdfs:label

gainst CF FOB or PE
ack against civilian MNAI

[Resource]
# attack-against-cf-fob-or-pb Attac
# attack-against-civilian-nai

L 4 deliberate-ambush-on-cf-patrol
# hit-and-run-against-cf-convoy
L 4 roadside-ied-attack-village-a

Deliberate ambush on CF patrol
Hit and run against CF convoy
Roadside IED attack in village &

activitiestActivity Target (3]
COA:COA-Phase
COA:Course-of -Action
COA:LineOfEffort
coin-coaLineOfEffort
coin-coa:MeansOfCommunication (14)
decizion-theonsAlternative (17)
| _ActionOutcome Elﬂ]l

0 CurrentState (1)

moe;Jutcome (8]

Roadside IED attack in village B
Sniper attack against CF PE
Sniper attack against local official
Vehicle borne IED attack

0 ruadside-ied-attack-uillage-b

# sniper-against-pb

L 2 sniper-attack-against-local-official
# vehicle-borne-ied-attack

Instances of action outcomes are the specific
result of a COA, described by MOEs. MOEs
have subjective levels (red, amber, green),
numeric level and normalized value.

Approved for Public Release o

moe:hasMOE =
ﬁ ec-10-data-6:discourage-confidence-in-host-nation-government-amber
rdf:type =~
insurgent-metrics:DiscourageConfidencelnHostMNationGovernment |~

decision-theory:hasLevel ~

/50,0 -

decision-theory:hasRawSubjectivelevel ~
v insurgent-metrics:amber =

decision-theory:hasValue ~

Hos -

L 2 ec-10-data-6:impose-religicus-and-cultural-control-red
# |ec-10-data-Ginflict-destruction-on- coin-forces-green

4/ KBSI

oed =™

Tuwovative tdeas and technologies ™



Ontology Overview — COIN

wontologys

$:| import

coa:COA (course of action)

2

5]

wontologys
coa:moe (measure-of-effectiveness)

ZE

) !
impaort irl:,pm import import
S 1 £ b
! 3\ ! %
£ !
S o ¥ \"'
wontologys aontologys «wontologys «wontologys
insurgent-coa Coin-coa coin-metrics insurgent-metrics
owl:Thing (27] 4 moe:Subjective-Measure-of-Effectiveness (80
activities:Activity (3] AfghanOnAfghanViolence (17)
Ambush As=azsinationRate (3)
COIMActivity (3) BudgetExecution
AttackInsurgentBase CapitalFlight

AttendCivilMeeting
ClearHoldBuild
ConductlnvestigativeTraining
CordonfAndSearchOperation
DisruptlEDCell
EngageTribalLeaders
ProvideEconomicStimuli
ProvideMedicalServices (1)
Publicizel DActivity (2]
Repairlnfrastructure
SupportdnfrastructureBuildingProjed
SupportRestoration OfCommerce
SupportRestoration OfEssential5ervices

Propaganda

Raid

Seizure

CivilianAccessibility (12)
CombinedfActionOperations
DrivingTechnique
DurationOfOperations
ExternalFoodPrices
FreedomOfMovement
HighTechnologylnserts
HostMationTaxCellectionComplianceRate (8)
[EDRepertingEfficiency (17)
InsurgentMedicalHealth
InsurgentVillageOfOrigin
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 The COIN ontology defines the
basic concepts and relations for
modeling COIN domain knowledge
Concepts include: specific COIN

]

and insurgency activities and
measures of effectiveness

moe:Subjective-Measure-of -Effectiveness (21
AttackLethality (3]
AttacksAgainstCOIMForces (3)
AttacksAgainstCOIMInstallations (3)
CrimesAgainstLocalPopulationPersons (3]

DiscourageConfidencelnHestMationGovernment (3]

¥ ImpozeReligiousAndCulturalControl (3)
InflictDestructionOnCOINForces (3)
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EC 10 Application — Example

* Using SPIN / SPARQL rule-based inference, a
preference graph is generated by the following
steps
— Create an 10 vector by inferring a qualitative value,

followed by a utility-theoretic value for a
collection of possible and actual COA outcomes

— Elicit a preference model from an SME over a
collection of possible COA outcomes (independent
of how those outcomes are achieved)

— Infer a preference graph over a collection of
possible COAs that is consistent with the
preference model

4 KBSI
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|0 Vector Calculation — Step 1

# inzurgent- metricsgreen

@ =c-10-date-fdiscourage-confidence- in- host- nation- government-green [T rafecomment = A guaitative valoe _

"] decision-theonyrhaslevel = 75.0 ecicion-theon-hasRawsubjectivel

‘W rdfclabel = green

@ ec-10-ksr-action-outcome- Lrosdside- ied- attack-village-b o =c-10-datz-Simpose-refigious-snd-cultural-control-green
|5 rofeizbel = Rozdside [ED attack _ moehzsMOE |H] dedsion-theoryhaslevel = 75.0

@ inzurgent- metricsamber

W ec-10-datz-frinfiict-destruction-on- coin-forces-amber T Tefecomment = A Gusit=te valie

"] decision-theoryrhaslevel = 500 ecizion- theonhasRawsubjectivel eve

E rafslabel = amber

decision-theory:levelbvaluator ~

hﬁ' Setting the level value = insurgent-metrics:amber for the level band [33.0 66.0]. =
b Setting the level value = insurgent-metrics:green for the level band [66.0 100.07]. i
Ei*Setting the level value = insurgent-metricsired for the level band [0.0 33.0]. | e EaCh event or aCtion iS defined
sliin:hn:nd',- = using multlple MOEs
CONSTRUCT { = . . .
*this decision-theory:hasRawSubjectivel evel ?arg3 . * Each MOE is described in terms of
{MHERE{ the source numeric level and a
?this decision-theony:hasLevel ThasLevel . subjective green / amber / red level
OPTIONAL {
this decision-theory:hasRawSubjectivelevel TexistingRawLevel * Rules transform the number level
}. . . .
FILTER (!bound(ZexistingRawLevel)} . into the SUb]eCtl\le Ievel
FILTER ({ThasLevel <= ?arg2] 8.8 (ThasLevel »= ?argl]] .
1
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EC10 Application - 10 Vector Calculation

Expected COA QOutcome
Course of Action Discourage confidence in host nation government | Impose religious and cultural control | Inflict destruction on COTN forces
WVehicle borne IED attack _ amber amber
Attack against CF FOB or PB amber amber amber
ot | N S
Sniper attack against CF PB amber amber amber

Sniper attack against local official

Deliberate ambush on CF patrol

Hit and run against CF convoy

Roadside TED attack in village A

Roadside TED attack in village B

* Each event or action is defined using multiple MOEs

* Each MOE is described in terms of the source numeric level and a subjective green / amber /
red level

* Rules transform the number level into the subjective level

* The result of the transformation of a numeric level to a subjective level can be displayed as a
COA effect prediction table

* Each row is a COA; the columns represent the subjective levels that are the predicted effect of
executing the event

4/ KBSI
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|0 Vector Calculation — Step 2

¥ =c-10-data-fudiscourage-confidence-in- host-nation- government-green

4 insurgent- metricsgreen

] decision-theonyhaslevel =750
decision-theonhasValue = 1.0

R n] e ﬁ rdfscomment = A qualitative value
) R %5 rdfelabel = green

@ =c-10-data-fimpose-refigious- and-cultural-control-green

——={ 1] gecision-theonyhaslevel = 75.0
} decision-theonhasValue = 1.0

& ec-10-data-Einfiict-destruction-on- ooin-forces- amber

@ incurgent- metricsamber
-ﬁ rdfssoomment = A gualitative value _

1] decision-theonrhaslevel = 50.0 FEpE— =
dedision-theonyhasValue = 0L5 o )

E rdfslabel = amber

decision-theory:valueFunction =

Nﬁ"SEﬁ:iﬂg the value = 0.0 for the raw value insurgent-metrics:red. = ° The IO vector results from
li' Setting the value = 0.5 for the raw value insurgent-metrics:amber. = . .
l\Iﬁ'SvatI:ing the value = 1.0 for the raw value insurgent-metrics:green. = app'Vmg d value funCtlon to
spinbody each attribute
M2 Level evaluator for high values = H H
CONSTRUGT * This value function converts the
?this decision-thecry:hasValue ThasLevel . subjective Ievel to a numeric
H
WHERE { (utility-theoretic) value

?this decision-theory:hasRawSubjectivelevel flevel

FILTER (?level = ThasRawSubjectivelevel) .
1

Approved for Public Release
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|O Vector Calculation

Course of Action

Vehicle borne IED attack

Attack against CF FOB or PB
Attack against civilian MAI

Sniper attack against CF FB
Sniper attack against local official
Deliberate ambush on CF patrol
Hit and run against CF convoy
Roadside IED invillage A
Roadside IED invillage B

Approved for Public Release

1.00
0.50
1.00
0.50
1.00
1.00
0.50
0.00
1.00

The 10 vector results from
applying a value function to
each attribute

This value function converts the
subjective level to a numeric
(utility-theoretic) value

The 10 vector for each COA is
displayed in tabular form

Each row is a COA; the columns
represent the (utility-theoretic)
values that are the predicted
effect of executing the event
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Preference Modeling

Preferences are asserted over a collection of possible
outcomes (independent of how those outcomes are achieved)

For example, an SME playing the role of an insurgent leader
might have the following preferences:

— Qutcomes with the best values for the feature “inflict destruction on
COIN forces” are most preferred

— For outcomes with the same value for the feature “inflict destruction
on COIN forces”, prefer outcomes with the best values for the feature
“discourage confidence in host nation government”

— For outcomes with same value for the feature “inflict destruction on
COIN forces”, and “discourage confidence in host nation government”
prefer outcomes with the best values for the feature “impose religious
and cultural control”

4/ KBSI
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Preference Modeling

Expected COA Outcome

Course of Action | Discourage confidence in host nation government | Impose religious and cultural control | Inflict destruction on COIN forces

Outcome #16 amber amber
Outcome #47
Outcome #12
Outcome #40
Outcome #11
Outcome =0

Second most preferred

* According to the preference
_ model just outlined, the most
Course of Action .~ <) 4&0" & preferred COA in the table above

Outcome #16 is #47; followed by #16
Qurcome #47

Qurcome #12
Qutcome #4340
Qurcome #11
Qutcome #0

4/ KBSI
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Preference Graph

Using a method whose
details are out of scope
for this paper, a
preference graph is
inferred

Dizcowrage confidence in host nation goverument

Tipose religions and culhwal control .
pose relig possible COAs and the
Inflict destruction on COIN forces | amber
edges represent the

/ \ preference relation

Aftack agamst civihan NAT Deeliberate ambush on CF patrol

Discomrage confidence in host nation government

The nodes are the

Discourage confidence m host nation government

Imposze religious and cultural confrol
Tntlict destruction on COTN forces

Impose religious and culhural confrol
Inflict destruction on COTN forces

\—

Discowrage confidence i host nation govenunent

Imposze religions and cultural confrol
Inflict destruction on COIN forces

Nodes with a green title bar are the most preferred. Nodes with
a red title bar are the least preferred. Nodes with an amber title
bar lie somewhere in between
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EC10 Preference Graph

Most preferred COAs are those that
inflict damage on the coalition forces

in an area that is more supportive of
the CF.

Attack lethality

Discourage confidence in host nation government

Tmpose religious and cultural control

Inflict destruction on COIN forces

Roadside IED attack in village B
Attack lethality
Discourage confidence in host nation government

Impose religious and cultural control

Inflict destruction on COIN forces

— ' T~

Attack againgt CF FOB or PB Sniper attack againgt CF PB Hit and run against CF convoy
Attack lethality | amber Attack lethality | amber Attack lethality [ amber Attack lethality
Digconrage confidence in host nation government | amber Digcourage confidence in host nation government | amber Digcourage confidence in host nation governinent [ amber Digcourage confidence in host nation government
Iinpose religious and cultural control Impose religious and cultural control Impose religions and cultural control Impose religious and cultural control
Inflict destruction on COIN forces Inflict destruction on COIN forces Inflict destruction on COIN forces Inflict destruction on COIN forces | amber

\ Vehicle borme IED aftack i village B /

Attack lethality
Discourage confidence in host nation government

Tmpose religious and cultural control

Least preferred COAs are those
that inflict damage on civilians /
Roude D “"“;‘;j;;“;f;ﬁfy- non-combatants.

Inflict destruction on COIN forces | amber

Discourage confidence in host nation government

Tmpose religious and cultural control | amber

Inflict destruction on COIN forces | amber

Attack lethality Attack lethality

Digcourage confidence in host nation government Digcourage confidence in host nation government

Impose religious and cultural control Iinpose religious and cultural control
Inflict destruction on COIN forces Inflict destruction on COIN forces
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Conclusion
e |nitial results from the EC 10 demo showed
oromise for this approach

Relatively broad and deep model of the COA
domain

— |O feature vectors for describing COA effects, utility-
theoretic preference models

* Visualization of the COA preference space clearly
showing the most- and least-preferred COAs

e Extensive use of inference to support a “code-
free” processing chain

4 KBSI

Approved for Public Release L% S )

and technologies ™



