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■ MITRE Corporation: leading development of a family of open 
security automation standards, many of which have been 
adopted by NIST’s Security Content Automation Protocol 
(SCAP) program 

■ Covers most of the cyber-security information and event 
management (CSIEM) lifecycle 

■ Standards Objective: provide a baseline of common content and 
best practices that support interoperability across disparate 
security-related tools and facilitate automation across security 
related processes 

■ NIST sponsors an associated SCAP tool validation program  
■ SCAP currently being adopted by IETF 
■ Federal government moving toward adoption of validated 

products to ensure baseline tool interoperability 

Background 
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■  Many of the standards require a controlled vocabulary (CV) both at the 
content level and the representation level. Some of the major standards 
are: 
–  CCE: Common Configuration Enumeration 
–  CEE: Common Event Expression 
–  CPE: Common Platform Enumeration 
–  CRE: Common Remediation Enumeration 
–  CVE: Common Vulnerability Enumeration 
–  CWE: Common Weakness Enumeration 
–  MAEC: Malware Attribute Enumeration and Characterization  
–  OVAL: Open Vulnerability and Assessment Language  
–  XCCDF: Extensible Configuration Checklist Description Format 

■  Both MITRE and NIST maintain public repositories and Web sites for 
the various standards: http://nvd.nist.gov/ , 
http://oval.mitre.org/repository/ , http://measurablesecurity.mitre.org/  

Security Automation Vocabularies 
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■ Developed independently 
■ Are at various stages of maturity (0 – 10 yrs) 
■ Are growing rapidly in size, number and 

complexity 
■ Vocabulary development, management and 

mapping processes are largely manual 
■ Vocabulary representations are mostly encoded 

in XML Schema and XML instances. 
■ Funded by various government organizations 

with competing requirements 
■ In the early stages of addressing cross-standard 

interoperability, vocabulary reuse and alignment 
among standards 

Current State of Standards 
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Structural Interoperability of CVs  
in XML Schema 
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Legacy Standards 

New Standards 

Common CV XSD 

Entity=SSN 
(Term) 
DataType= String 
Format = XXX-
XXX-XXXX 
Value required = 
Yes 
Cardinality = 1 
Null = No 

1)  Map entity name to CV 
entity name 

2) Extract source values 
3) Data cleansing: e.g. 

convert to string, 
resolve missing values 

4) Transform source 
values to CV format 

1)  Match formalized CV as 
closely as possible 

3)  Resolve mismatches 
e.g. null values 

3) Enter new source 
values in CV format 

Standard 1 CV XSD 
Entity=SNUM 
(Term) 
DataType= Integer 
Format = 
XXXXXXXXXX 
Value required = No 
Cardinality = 0-1 

Standard 2 CV XSD 
Column name= SSN 

 Data Type= String 
 Format = xxx-xxx-
xxxx 
 Value required = Yes 
 Cardinality = 1 
 Null = Yes 
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Why A Common Schema Is Not Enough 
■ Schema provides only structural interoperability:  

– Schema defines structure, not meaning  
– Determining meaning in a schema is time consuming, 

manual, and prone to human error 
– All terms and relevant relationships must be clearly 

defined in documentation  
– Documentation must be readily available to the interpreter 
– A human manually reads and interprets the documentation 

■ Common Schemas are controlled vocabularies that try to 
“control” meaning by: 
–  Imposing a common structure and syntax 
– Forcing a one-to-one term:meaning relationship 
– This artificial constraint sparks terminology wars because 

real world term:meaning relationships are many-to-many 
– We need common models that express the meaning of real 

world relationships instead of artificially constraining it 
6 
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1.  Manual vocabulary management and 
implementation processes are too labor 
intensive and error prone 

2.  Rapid growth in size and complexity of the 
cyber-security domain exceeds the 
representation capability of current 
technologies and outpaces the production 
capability of current methods 

3.  Inconsistent, static representation of common 
concepts and unnecessary variation of common 
processes across existing standards impedes 
cross-standard interoperability (e.g. meaning of 
the term “platform”) 

Top Barriers to Adoption 
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■ Enables Semantic Interoperability 
– Defines structure and semantics in a machine 

interpretable way 
– Determining meaning is semi-automatable and less 

time consuming 
– Concepts and relations are defined in a machine 

interpretable specification rather than only human 
interpretable documentation. In essence makes 
documentation executable 

■ Supports many-to-many term:meaning relations 
– Eliminates terminology wars 
– Provides common models that express the meaning of 

real world relationships instead of artificially 
constraining it 

- Complements structural interoperability   

Proposed Ontology-Based Alternative to XML 
Schema-Based Approach 
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Semantic and Structural Interoperability 
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Ontology 
Concepts 

Controlled 
Vocabulary 

Terms 

Entities of Interest  model 

Structural Interoperability 

Semantic Interoperability Fragmented Information 
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Ontologies, Controlled Vocabularies  
and Semantic Interoperability 
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Controlled Vocabulary Ontology 
Definition A controlled vocabulary (CV) is a set of 

lexical expressions that are vetted 
according to some criteria, such as their 
accepted usage in a community.  
•  CVs are structured by one or more 
ordering relations, such as "narrower-
than,” “broader-than,” or “related-to.”  
•  Structure is machine processable and 
semantics are human interpretable. 

An ontology specifies the meaning of a 
controlled vocabulary in the form of a 
conceptual model.  
•  Ontologies can be independent of any given 
controlled vocabulary. 
•  Structure is machine processable and 
semantics are machine interpretable. 

Example Terms Relation 
entity broader-than person 

broader-than organiz. 

> person narrower-than entity 

>> eye color related-to person 

>> SSN related-to person 

>> employer related-to person 

> organization narrower-than entity 

>> EID related-to organization 
EID 

eye color 

person 

entity 

SSN 

organization 

  property 

unique tax ID 

kind of 

kind of 

kind of 

employer of ? 

has ID 

has ID 

kind of 
has attribute 

human 

same as 
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■ An ontology architecture is a conceptual information model 
comprised of a loosely-coupled  federation  of  modular  
ontologies  that  form  the  structural  and  semantic 
framework of an information domain. 

■ Ontology architectures have been used to relate upper  
ontologies  to  their  middle  and  domain  level  extensions  
e.g. SUMO 

■ Ontology  architectures  are especially  useful  when 
applied  to  large,  dynamic,  complex  domains  such as  
cyber-security. The major benefits are:  
1.  Loose coupling and modularization makes it easier to add,  

remove and maintain individual ontologies;  
2.  Modular ontologies are easier to reuse and process than large  

monolithic ontologies;  
3.  Component ontologies can be dynamically combined on 

demand at implementation time to meet application-specific 
requirements. 

Ontology Architecture 
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Agile Development Approach 

Iterative 
Process 
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1.  Collected and prioritized user needs  
 in terms of target capabilities 

2.  Roughly estimated scope 
A.  Documented the CSIEM Lifecycle 
B.  Mapped current vocabularies to the CSIEM lifecycle 

3.  Developed Coarse Grained Architecture 
A.  Identified vocabulary-level gaps and overlaps 
B.  Translated vocabulary mapping to CSIEM ontology 

architecture 

Envisioning Phase 
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Revisited with 
each Sprint 
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1.  Improved capability for representing complex 
domain semantics (e.g. multiple inheritance, 
M:N term to concept relations) 

2.  Vocabulary management capabilities that 
facilitate and semi-automate workflow 
processes 

3.  Ability to express vocabulary in a common 
representation language that is adaptive to rapid 
change with minimal reengineering 

4.  Improved ability to more consistently represent 
common concepts to facilitate cross-standard 
interoperability 

5.  Ability to reduce only unintentional term and 
process variation due to stove-piped vocabulary 
development 

Top 5 Target Capabilities  (AKA User Needs) 
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Rough Estimate of Scope 
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Coarse Grained Modeling of the  
Cyber-Security Ontology Architecture 
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Agile Development Approach 
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■  Chose a high priority user need from the Envisioning 
phase: Vocabulary Management 

■  Approximately 3 person months of total effort 
■  The Agile process steps included 

1.  Collected user needs and acceptance criteria 
2.  Developed ontologies within scope of Sprint 1 

A.  Adopted or derived from existing ontologies where feasible 
B.  Developed 3 reusable cross-standard ontologies that were 

necessary for Sprint 1 implementation 
C.  Discovered and developed 1 new reusable ontology as a result of 

Sprint 1 analysis. (evolved the envisioning phase) 
D.  Developed an application-specific implementation profile ontology 

to represent CCE specific vocabulary management concepts 
3.  Implemented the ontologies in a Vocabulary Manager 

prototype. 

Implementation Phase: Sprint 1 
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CCE Development Workflow  

Start 
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Current CCE Vocabulary Management 
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Current CCE Content Distribution 
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http://cce.mitre.org/lists/cce_list.html  

Also available in XML instance document (no schema) 
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CCE Vocabulary Management User Needs 

■ To provide a flexible, extensible and intuitive CCE 
vocabulary management environment 

■ Track complex relations between CCE Entries, 
CCE submissions, references, resources, 
parameters, technical mechanisms and platforms 

■ Support the CCE analysis process, from CCE 
submission to CCE publication 
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Building Out the Architecture within the Scope 
of Sprint 1 

Page  23 

A-1  
Vocabulary 

A-4 COI  
Vocabulary 

FM COI  
Vocabulary 

AG
GR

EG
AT

IO
N 

PR
ES

EN
TA

TI
ON

 

ALIGNED ALIGNED 

CO
RE

 

GFM  
Vocabulary 

DoD 
Vocabulary 

SFIS 
Vocabulary 

Air Force Undetermined DoD Joint Staff 

AF Enterprise 
Vocabulary 

CCE CPE CVE OVAL 

Do
m

ain
 O

nt
ol

og
y 

Co
m

m
on

 O
nt

ol
og

y 
Co

nt
. V

oc
ab

ul
ar

y 

Content Curation 

CVE XML OVAL XML CPE XML 

ALIGN AND DEFINE 

Geospatial Dublin 
Core 

Configuration Software Vulnerability 

Resource 
Manager 

EXTRACT AND REUSE 

Point of Contact 

CCE XML 



© 2010 The MITRE Corporation. All rights reserved. 

24 

CCE Implementation Profile Ontology 

10/28/10 

Merges Common Configuration 
Enumeration (CCE) and Content Curation  

Combined with parts of: Point of Contact, 
Resource Manager, Dublin Core 
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Common Configuration Concepts 
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CCE Models Implemented: CCE 
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Common Configuration Concepts 
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CCE Models Implemented: DCE and RM 
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CCE Models Implemented: PoC 
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CCE Analyst Tool Home 
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Developed with  
TopBraid Suite 
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Supports M:N relations 
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Property-Based Search and Browse 
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33 

Supports Basic Workflow 
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This  presentation describes  an  Agile,  ontology 
architecture-based  approach  for  improving  the ability  to  
represent,  manage,  and  implement  MSM-related  standards.   
■  Initial cross-standard  analysis  revealed  enough  

common  concepts  to  warrant  four ontologies   that   are   
reusable   across   standards.  

■  Early  prototyping  enabled  us  to streamline  vocabulary  
management  processes, reveal a new common ontology,  
and  demonstrate  the  ability  to represent complex 
domain semantics in OWL ontologies. 

Summary 
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By the end of Sprint 1, we demonstrated 4 of the 5 target 
capabilities with 3 person months of effort: 

1.  Improved capability for representing complex domain 
semantics (M:N) relations and multiple inheritance. 

2.  Vocabulary management capabilities that facilitate and semi-
automate workflow processes 

3.  Ability to express vocabulary in a common representation 
language that is adaptive to rapid change with minimal 
reengineering 

4.  Improved ability to more consistently represent common 
concepts to facilitate cross-standard interoperability 

Results 
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1.  Build out the Ontology Architecture with each Sprint 
A.  Revisit the envisioning phase with each Sprint to refine the 

architecture and the underlying CSIEM process 
B.  Apply lessons learned to develop best practices and 

common tools for vocabulary development, management, 
and mapping (target capability 5) 

2.  Future Sprints 
A.  Continue to demonstrate the reuse value of the ontology 

architecture by developing implementation profile ontologies 
for new ontology-based CSIEM reference applications 

B.  Expand Analyst Tool to support other standards and tasks 
C.  Develop a reference implementation that semi-automates 

some subset of the CSIEM process. (e.g. semi-automatic 
mapping of proprietary tool results to standard vocabularies) 

Future Work 
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