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Background

MITRE Corporation: leading development of a family of open
security automation standards, many of which have been
adopted by NIST’s Security Content Automation Protocol
(SCAP) program

Covers most of the cyber-security information and event
management (CSIEM) lifecycle

Standards Objective: provide a baseline of common content and
best practices that support interoperability across disparate
security-related tools and facilitate automation across security
related processes

NIST sponsors an associated SCAP tool validation program
SCAP currently being adopted by IETF

Federal government moving toward adoption of validated
products to ensure baseline tool interoperability
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Security Automation Vocabularies

Many of the standards require a controlled vocabulary (CV) both at the
content level and the representation level. Some of the major standards

are:
CCE: Common Configuration Enumeration
CEE: Common Event Expression
CPE: Common Platform Enumeration
CRE: Common Remediation Enumeration
CVE: Common Vulnerability Enumeration
CWE: Common Weakness Enumeration
MAEC: Malware Attribute Enumeration and Characterization
OVAL: Open Vulnerability and Assessment Language
XCCDF: Extensible Configuration Checklist Description Format

Both MITRE and NIST maintain public repositories and Web sites for
the various standards: http://nvd.nist.gov/,
http://loval.mitre.org/repository/ , http://measurablesecurity.mitre.orqg/
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Current State of Standards

Developed independently
Are at various stages of maturity (0 — 10 yrs)

Are growing rapidly in size, number and
complexity

Vocabulary development, management and
mapping processes are largely manual

Vocabulary representations are mostly encoded
in XML Schema and XML instances.

Funded by various government organizations
with competing requirements

In the early stages of addressing cross-standard
interoperability, vocabulary reuse and alignment
among standards
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Structural Interoperability of CVs

in XML Schema

Legacy Standards

Standard 1 CV XSD
Entity=SNUM
(Term)

DataType= Integer
Format =
XXXXXXXXXX
Value required = No
Cardinality = 0-1

L 4

1) Map entity name to CV
entity name

2) Extract source values

3) Data cleansing: e.qg.
convert to string,
resolve missing values

4) Transform source
values to CV format

\/'

Standard 2 CV XSD
Column name= SSN
Data Type= String
Format = xxx-xxx-
XXXX
Value required = Yes
Cardinality = 1
Null = Yes

MITRE

New Standards

1) Match formalized CV as
closely as possible

3) Resolve mismatches
e.g. null values

3) Enter new source
values in CV format

Common CV XSD

Entity=SSN
(Term)
DataType= String
Format = XXX-
XXX-XXXX
Value required =
Yes

Cardinality = 1
Null = No
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Why A Common Schema Is Not Enough

Schema provides only structural interoperability:
Schema defines structure, not meaning

Determining meaning in a schema is time consuming,
manual, and prone to human error

All terms and relevant relationships must be clearly
defined in documentation

Documentation must be readily available to the interpreter
A human manually reads and interprets the documentation

Common Schemas are controlled vocabularies that try to
“control” meaning by:

Imposing a common structure and syntax
Forcing a one-to-one term:meaning relationship

This artificial constraint sparks terminology wars because
real world term:meaning relationships are many-to-many

We need common models that express the meaning of real
world relationships instead of artificially constraining it

MITRE °
© 2010 The MITRE Corporation. All rights reserved.




Top Barriers to Adoption

Manual vocabulary management and
implementation processes are too labor

intensive and error prone

RaBid growth in size and complexity of the
cyber-security domain exceeds the
representation capability of current
technologies and outpaces the production
capability of current methods

Inconsistent, static representation of common
concepts and unnecessary variation of common
processes across existing standards impedes
cross-standard interoperability (e.g. meaning of
the term “platform”)
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Proposed Ontology-Based Alternative to XML
Schema-Based Approach

Enables Semantic Interoperability

pefines structure and semantics in a machine
interpretable way

Determining meaning is semi-automatable and less
time consuming

Concepts and relations are defined in a machine
interpretable specification rather than only human
interpretable documentation. In essence makes
documentation executable

Supports many-to-many term:meaning relations
Eliminates terminology wars

Provides common models that express the meaning of
real world relationships instead of artificially
constraining it

- Complements structural interoperability
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Semantic and Structural Interoperability

ﬁragmented Information ’ Semantic Interoperability ’
model mntology

Concepts

Entities of Interest

Controlled
Vocabulary
Terms

k Structural Interoperability ] /
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Ontologies, Controlled Vocabularies
and Semantic Interoperability

Controlled Vocabulary Ontology

Definition | A controlled vocabulary (CV) is a set of An ontology specifies the meaning of a

lexical expressions that are vetted controlled vocabulary in the form of a
according to some criteria, such as their conceptual model.

accepted usage in a community. . : : :
- CVs are structured by one or more Ontologies can be independent of any given
controlled vocabulary.

ordering relations, such as "narrower-

than,” “broader-than.” or “related-to.” 0 Structgre is machlqe processable and
e Structure is machine processab|e and semantics are machine Interpretable.
semantics are human interpretable.
Example | Terms Relation entity - property
entity broader-than person f\ same as ¢€ye color—kind of
broader-than organiz. kind of -
\/ has attribute
> person narrower-than entity person— kind of
>> eye color related-to person l
has ID
_ unique tax ID
>> SSN related-to person employer of ? \S§N
>> employer related-to person
ploy P kind of
> organization narrower-than entity organization\h D
— as IV——SFID
>> EID related-to organization

MITRE ’
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Ontology Architecture

An ontology architecture is a conceptual information model
comprised of a loosely-coupled federation of modular
ontologies that form the structural and semantic
framework of an information domain.

Ontology architectures have been used to relate upper
ontologies to their middle and domain level extensions
e.g. SUMO

Ontology architectures are especially useful when
applied to large, dynamic, complex domains such as
cyber-security. The major benefits are:

Loose coupling and modularization makes it easier to add,
remove and maintain individual ontologies;

Modular ontologies are easier to reuse and process than large
monolithic ontologies;

Component ontologies can be dynamically combined on
demand at implementation time to meet application-specific
requirements.

MITRE )
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Agile Development Approach

Rapid Iterative Design and Development for Each Capabilit

Envisioning Phase

Requirements Architecture

Rapidly collect user needs Coarse grained modeling
Determine criteria and priorities ¢ Rough estimate of scope

Sprint N: JIT Modeling, Development and Review

[(

S { Sprint 2: JIT Modeling, Development and Review \\\
' Sprint 1: JIT Modeling, Development and Review A
tive

Itera

\ Process l Small incremental development cycles
User-driven requirements
T 4 ;

Envisioning phase evolves with each Sprint
Develop working capability with every Sprint

MITRE
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Envisioning Phase

Collected and prioritized user needs
in terms of target capabilities
Roughly estimated scope

Documented the CSIEM Lifecycle
Mapped current vocabularies to the CSIEM lifecycle

Developed Coarse Grained Architecture
Identified vocabulary-level gaps and overlaps
Translated vocabulary mapping to CSIEM ontology

architecture
’ N
Revisited with
‘ each Sprint '

MITRE 10/28/10
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]
Top 5 Target Capabilities (AKA User Needs)

Improved capability for representing complex
domain semantics (e.g. multiple inheritance,
M:N term to concept relations)

Vocabulary management capabilities that
facilitate and semi-automate workflow

processes

Ability to express vocabulary in a common
representation language that is adaptive to rapid
change with minimal reengineering

Improved ability to more consistently represent
common concepts to facilitate cross-standard

interoperability

Ability to reduce only unintentional term and
process variation due to stove-piped vocabulary
development

MITRE 10/28/10 ™
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Rough Estimate of Scope

Policy Defines— quellne_
Conflguratlon‘

T

Complies wiig

Defines

v g o QR
Applies to \
Remediation

: Device\

Compromises Triggers

Resolved by
I I A
Incident / Reported as Event
|
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Coarse Grained Modeling of the
Cyber-Security Ontology Architecture

Dublin Resource Geospatial
Core Manager
M \/’ Content Curation

EXTRACT AND REUSE

\
Configuration w Vulnerability
N N

CCE XML CPE XML CVE XML OVAL XML
= THE e TR e T iy i e
Page 16
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Agile Development Approach

Rapid Iterative Design and Development for Each Capability

Envisioning Phase A

Requirements Architecture

Rapidly collect user needs e Coarse grained modeling
Determine criteria and priorities e Rough estimate of scope

Sprint N: JIT Modeling, Development and Review \

§ Sprint 2: JIT Modeling, Development and Review \\\

[ Sprint 1: JIT Modeling, Development and Review A

Small incremental development cycles
User-driven requirements

Envisioning phase evolves with each Sprint
Develop working capability with every Sprint

MITRE
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Implementation Phase: Sprint 1

Chose a high priority user need from the Envisioning
phase: Vocabulary Management

Approximately 3 person months of total effort

The Agile process steps included
Collected user needs and acceptance criteria

Developed ontologies within scope of Sprint 1
Adopted or derived from existing ontologies where feasible

Developed 3 reusable cross-standard ontologies that were
necessary for Sprint 1 implementation

Discovered and developed 1 new reusable ontology as a result of
Sprint 1 analysis. (evolved the envisioning phase)

Developed an application-specific implementation profile ontology
to represent CCE specific vocabulary management concepts

Implemented the ontologies in a Vocabulary Manager
prototype.

18

MITRE

© 2010 The MITRE Corporation. All rights reserved.




CCE Development Workflow

Start >

CCE Submission

Information Analysis

. /

MITRE

agm Q \
—Gosmve Feedback L009< @ > Q‘i

Community

Draft Changes Editor Review
and Approval

Implementation Publish CCE Updates
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Current CCE Vocabulary Management

& cce-winxp-5xls [Compatibility Mode]
A B C D E; F G H J

CIS Windows XP
Pro Benchmark
v2.01
(CIS_WindowsXP
_Benchmark_v2.0

NSA Security Guide
for Windows XP
(NSA-XP-C44-026-
02.pdf)

DISA Gold
Disk for
Windows XP

CCE Old v4

. . CIS Windows XP Pro
Parameters CCE Technical Mechanisms CCEID

CCEID Benchmark v1.3

CCE Description

1.pdf)

9

CCE-2682-3

The required auditing for
%SystemDrive% directory
should be enabled

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

CCE-25

4.4.3.1 %SystemDrive%

CCE-27961

The required auditing for
the registry key
HKEY_LOCAL_MACHINE
\SOFTWARE should be
enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

CCE-899

4432

HKEY_LOCAL_MACHINE\Sof

tware

CCE-1840-8

The required auditing for
the registry key
HKEY_LOCAL_MACHINE
\SYSTEM should be
enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

CCE-127

4433
HKEY_LOCAL_MACHINE\Sy
stem

CCE-2483-6

The required permissions
for the directory %ALL%
should be assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

CCE211

File Auditing -
Must Have ACE
(CID:269)

CCE-1849-9

The required permissions
for the directory
%AllUsersProfile% should
be assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

CCE-39

%AllUsersProfile%

CCE-2620-3

The required permissions
for the directory
%AllUsersProfile%\Applic
ation Data should be
assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

CCE-83

%AllUsersProfile%\Applic
ation Data

The required permissions
for the directory
%AllUsersProfile %\Applic

(1) set of accounts
(2) list of

winxp /%2

MITRE
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Current CCE Content Distribution

DOWNLOADS (MS Excel format)

CCE v5 - All Platform Groups-COMBINED FILE (2 MB)
CCE v5 - AIX 5.3 (111 KB)

CCE v5 - HP-UX 11.23 (81 KB)

CCE v5 - Internet Explorer 7 (143 KB)

CCE v5 - Microsoft Office 2007 (375 KB)

CCE v5 - Red Hat Enterprise Linux 4 (94 KB)
CCE v5 - Red Hat Enterprise Linux 5 (113 KB)
CCE v5 - Sun Solaris 8 (106 KB)

CCE v5 - Sun Solaris 9 (109 KB)

CCE v5 - Sun Solaris 10 (89 KB)

CCE v5 - Windows Vista (241 KB)

CCE v5 - Windows 2000 (247 KB)

CCE v5 - Windows Server 2003 (329 KB)

CCE v5 - Windows Server 2008 (248 KB)

DATE UPDATED
April 28, 2010
May 6, 2009
May 6, 2009
April 28, 2010
April 28, 2010
May 6, 2009
April 28, 2010
May 6, 2009
May 6, 2009
April 28, 2010
April 28, 2010
April 28, 2010
April 28, 2010
April 28, 2010

Also available in XML instance document (no schema)

http://cce.mitre.org/lists/cce list.html

MITRE

10/28/10
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]
CCE Vocabulary Management User Needs

To provide a flexible, extensible and intuitive CCE
vocabulary management environment

Track complex relations between CCE Entries,
CCE submissions, references, resources,
parameters, technical mechanisms and platforms

Support the CCE analysis process, from CCE
submission to CCE publication

MITRE




Building Out the Architecture within the Scope
of Sprint 1

Dublm Geospatial

Core —
Resource D
Pomt of Contact Content Curation
Manager

Vulnerability

Domain Ontology | [Common Ontology

CCE XML CPE XML CVE XML OVAL XML
S B o B o B o
Page 23
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CCE Implementation Profile Ontology

e
& [\ \A

——

/ cce hasStatls

) cce:CceResource
™ dce:creator : string
“celtlsh Hed ldescription : string[1..1]
™ dce:format : string
™ dce:language : string
® dce:publisher : string[0..1]
= dce:relation : string
™ dce:rights : string
™ dce:title : string[0..1]
7|m rm:fileName : string[0..1]
= rm:publicationDate : date[0..1]
! [™rm:uRL : string
'\, = rm:version : string[1..1]

D cce:Reference

© cce:TechnicalMechanism

9 cce:CceDescription

© cce:Parameter

9 cce:Submitter

) cce:Platform

™ cce:hasResource : cce:CceResource[1..]
™ cce:citation : string

™ cce:hasStatus : cce:Status[1..1]
= cce:content : string[1..1]

M cce:hasStatus : cce:Status[1..1]
\\ | cce:content : string[1..1]

M cce:hasStatus : cce:Status[1..1]
[ cce:content : string[1..1]

™ poc:isRoleOf : poc:Agent
' [™ poc:workEmail : string[1..]

™ cce:hasStatus : cce:Status[1..1]
= cce:content : string[1..1]

sReference

Merges Common Configuration
Enumeration (CCE) and Content Curation

Combined with parts of: Point of Contact,
Resource Manager, Dublin Core

MITRE

prepgsedParameter

h

® cce:Submission |
| cce:hasCceDescription : cce:CceDescription |
™ cce:hasPlatform : cce:Platform |
™ cce:hasStatus : cce:Status[1..1]
(m cce:hasSubmitter : cce:Submitter{1..1] |
m cce:proposedCceDescription : cce:CceDescription
\ [™ cce:proposedParameter : cce:Parameter |
“ ™ cce:proposedTechnicalMechanism : cce:TechnicalMechanism | |

asPlatfo asPlatforn

Y cce:ConfigurationConcept

m cce:approvedCceDescription : cce:CceDescription

/™ cce:approvedParameter : cce:Parameter

~___|m cce:approvedTechnicalMechanism : cce:TechnicalMechanism
™ cce:disallowedCceDescription : cce:CceDescription

m cce:disallowedParameter : cce:Parameter

m cce:disallowedTechnicalMechanism : cce:TechnicalMechanism
™ cce:hasPlatform : cce:Platform

™ cce:hasReference : cce:Reference

™ cce:hasStatus : cce:Status[1..1]

™ cce:hasSubmission : cce:Submission

m cce:hasTechnicalMechanism : cce:TechnicalMechanism

™ cce:previousCceDescription : cce:CceDescription

© cce:CeeEntry
i cce:hasCeeld : cce:Ceeld[1..1]

10/28/10  *
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Common Configuration Concepts

& cce-winxp-5xls [Compatibility Mode]

A

B

CCE Description

C

CCE
Parameters

CCE Technical Mechanisms

Old v4
CCEID

DISA Gold
Disk for
Windows XP

NSA Security Guide
for Windows XP
(NSA-XP-C44-026-
02.pdf)

CIS Windows XP Pro
Benchmark v1.3

J

CIS Windows XP
Pro Benchmark
v2.01
(CIS_WindowsXP
_Benchmark_v2.0
1.pdf)

CCE-2682-3

The required auditing for
%SystemDrive% directory
should be enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

CCE-25

4.4.3.1 %SystemDrive%

CCE-27961

The required auditing for
the registry key
HKEY_LOCAL_MACHINE
\SOFTWARE should be
enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

CCE-899

4432
HKEY_LOCAL_MACHINE\Sof
tware

CCE-1840-8

The required auditing for
the registry key
HKEY_LOCAL_MACHINE
\SYSTEM should be
enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

CCE-121

4433
HKEY_LOCAL_MACHINE\Sy
stem

CCE-2483-6

The required permissions
for the directory %ALL%
should be assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

CCE-211

File Auditing -
Must Have ACE
(CID:269)

CCE-1849-9

The required permissions
for the directory
%AllUsersProfile% should
be assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

CCE-39

%AllUsersProfile%

CCE-2620-3

The required permissions
for the directory
%AllUsersProfile%\Applic
ation Data should be
assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

CCE-83

%AllUsersProfile%\Applic
ation Data

The required permissions
for the directory

(1) set of accounts
(2) list of

%AllUsersProfile%\Applic

;

10/28/10
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CCE Models Implemented: CCE

[ ® cce:TechnicalMechanism [ @ cce:Parameter [ ® cce:Platform | ® cce:CceDescription
M cce:hasStatus : cce:Status[1..1] B cce:hasStatus : cce:Status[1..1] B cce:hasStatus : cce:Status[1..1] M cce:hasStatus : c.ce:Status[l..l]
M cce:content : string[1..1] M cce:content : string[1..1] M cce:content : string[1..1] M cce:content : string[1..1]

o :
% - A\ = 5 = = 7 - e
R = s ol 2 BT PR S, A N S e TR B ceenronosedCesi

cce:hasResource : cce:CceResource[1..]
cce:citation : string

@ cce:Reference ‘

L3
' Hcce:%wasRereren ce
|

' a0 || @ cce:ConfigurationConcept
,~ S _,/ T cce:approvedCceDescription : cce:CceDescription[0..1]
® cce:Submission RN o astatus [1..1] M cce:approvedParameter : cce:Parameter

M cce:hasPlatform : cce:Platform[0..1] ~____N! ® cce:Status l-‘f———__ M cce:approvedTechnicalMechanism : cce:TechnicalMechanism

M cce:hasStatus : cce:Status[1..1] : T | |™ cce:disallowedParameter : cce:Parameter

M cce:hasSubmitter : cce:Person[1..1] < ™ cce:disallowedTechnicalMechanism : cce:TechnicalMechanism

M cce:proposedCceDescription : cce:CceDescription[0..1] cce:hasSubmission M cce:hasPlatform : cce:Platform

M cce:proposedParameter : cce:Parameter M cce:hasReference : cce:Reference

M cce:proposedTechnicalMechanism : cce:TechnicalMechanism M cce:hasStatus : cce:Status[1..1]
M cce:hasSubmission : cce:Submission
M cce:previousCceDescription : cce:CceDescription[0..1]

| ® cce:Cceld _

&éﬁﬁaa¢$1]
@ cce:CceEntry
r cce:hasCceld : cce:Cceld[1..1]

| I| ® cce:CceCandidate !

MITRE 10/28/10 =
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Common Configuration Concepts

& cce-winxp-5xls [Compatibility Mode]

A

CCEID

B

CCE Description

C

CCE
Parameters

CCE Technical Mechanisms

DISA Gold
Disk for
Windows XP

NSA Security Guide
for Windows XP
(NSA-XP-C44-026-
02.pdf)

CIS Windows XP Pro
Benchmark v1.3

J

CIS Windows XP
Pro Benchmark
v2.01
(CIS_WindowsXP
_Benchmark_v2.0
1.pdf)

9

CCE-2682-3

The required auditing for
%SystemDrive% directory
should be enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

4.4.3.1 %SystemDrive%

CCE-27961

The required auditing for
the registry key
HKEY_LOCAL_MACHINE
\SOFTWARE should be
enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

4432
HKEY_LOCAL_MACHINE\Sof
tware

CCE-1840-8

The required auditing for
the registry key
HKEY_LOCAL_MACHINE
\SYSTEM should be
enabled.

(1) set of accounts
(2) events to audit
(3) applicability

(1) defined by the object's SACL

4433
HKEY_LOCAL_MACHINE\Sy
stem

CCE-2483-6

The required permissions
for the directory %ALL%
should be assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

File Auditing -
Must Have ACE
(CID:269)

CCE-1849-9

The required permissions
for the directory
%AllUsersProfile% should
be assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

%AllUsersProfile%

CCE-2620-3

The required permissions
for the directory
%AllUsersProfile%\Applic
ation Data should be
assigned.

(1) set of accounts
(2) list of
permissions

(3) applicability

(1) defined by the object's DACL

%AllUsersProfile%\Applic
ation Data

<« » | winxp /40

The required permissions
for the directory
%AllUsersProfile%\Applic

(1) set of accounts
(2) list of

MITRE
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CCE Models Implemented: DCE and RM

@ cce:Reference

B cce:citation : string

l[cce:hasResource . cce:CceResource[1..]

@ cce:ConfigurationConcept a
m cce:approvedCceDescription : cce:CceDescription[0..1] e TSSRETeTeN e "
™ cce:approvedParameter : cce:Parameter W
m cce:approvedTechnicalMechanism : cce:TechnicalMechanism @ cce:CceResource
™ cce:disallowedParameter : cce:Parameter = dce:creator : string
m cce:disallowedTechnicalMechanism : cce:TechnicalMechanism = dce:description : string[1..1]
m® cce:hasPlatform : cce:Platform m dce:format : string
m cce:hasReference : cce:Reference ® dce:language : string
@ cce:hasStatus : cce:Status[1..1] 8 dce:publisher : string[0..1]
m cce:hasSubmission : cce:Submission e dce:relation : string
™ cce:previousCceDescription : cce:CceDescription[0..1] M dce:rights : string

m dce:title : string[0..1]

® rm:fileName : string[0..1]

= rm:publicationDate : date[0..1]
® rm:uRL : string

B rm:version : string[1..1]

MITRE 10/28/10 7
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CCE Models Implemented: PoC

@ cce:Group

I © cce:Organization
™ poc:organizationUnit : string[0.. 1]
™ rm:name : string[1..]

---qb @ cce:Agent

/ ':Bbc;h_gsPointofContact [1..]

”

| ® cce:Person

poc:employer : cce:Organization

® cce:Submission

poc:familyName : string[1..] ™ cce:hasPlatform : cce:Platform[0..1]

poc:givenName : string[1..] 4 |™ccethasStatus: cce:Status[1..1]

poc:personalEmail : string ~ | cce:hasSubmitter : cce:Person[1..1]

poc:workEmail : string ™ cce:proposedCceDescription : cce:CceDescription[0.. 1]

M cce:proposedParameter : cce:Parameter
M cce:proposedTechnicalMechanism @ cce:TechnicalMechanism
M poc:hasPointofContact : cce:Agent[1..]

MITRE
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CCE Analyst Tool Home

CCE Analyst Toolkit SaveApp  SaveData Ju = L -Q
Tre SEOE | e
» @ Agent Loaded 22 results of 5710
@ CCE Description (3568) Name

@ CCEID (5708) 9 | Configuration Concept 2448 =
@ CCE Resource (42) # | Configuration Concept 3544
v @ Configuration Concept @ | Configuration Concept 2783
@ CCE Candidate @ | Configuration Concept 1186
Q CCE Entry (5710) 9 | Configuration Concept 1784
@ Parameter (306) 9 | Configuration Concept 1339 _
@ Person Name (1) # | Configuration Concept 574 N
@ Platform (15) 4 | Configuration Concept 4086
@ Reference (8735) 9 | Configuration Concept 1685
» @ Role 9 | Configuration Concept 4133
@ Submission (1) * Conﬁguratfon Concept 830
. . 9 | Configuration Concept 3935 ™
@ Technical Mechanism (2850) —
@ global status (4) 9 | Configuration Concept 2484
# | Configuration Concept 2637
9 | Configuration Concept 5384
9 | Configuration Concept 3462 [+]

Submission 1

¥ Annotations

comment :
— label : Submission 1
Search CCE Entry Clear Fields ¥ Other Properties
> approved CCE Description : - hasContactPerson :
> approved Parameter : - proposed CCE Description :
> approved Technical Mechanism : - proposed Parameter :
proposed Technical Mechanism :
comment : v ing References
> disallowed CCE Description : -
> disallowed Parameter : -
> disallowed Technical Mechanism : -
> has CCEID : -
> has Reference : -
> has Submission : -
> hasContactPerson : -
label :
> previous CCE Description : - D eve I o ped with
S TopBraid Suite

Done

MITRE 10/28/10  *

© 2010 The MITRE Corporation. All rights reserved.




Supports M:N relations

@ CCE Description (3568)
@ CCEID (5708)
@ CCE Resource (42)
v @ Configuration Concept
@ CCE Candidate
@ CCE Entry (5710)
@ Parameter (306)
@ Person Name (1)
@ Platform (15)
D Reference (8735)
» @ Role
@ Submission (1)
@ Technical Mechanism (2850)
QD global status (4)

comment :
> hasContactPerson :

label :

I Search CCE Description . Clear Fields I

I

Name

The "Allow access to e-mail attachments™ setting should be configured co

Auditing of 'DS Access: Detailed Directory Service Replication' events on fz

The "Configure Outlook object model prompt When accessing the Formulz

The /etc/grub.conf file should be owned by the appropriate user.

The rpcsveassd service should be enabled or disabled as appropriate

Jetc/pam.conf file permissions should be set appropriately

Rights to access DCOM applications should be assigned as appropriate.

The "Accounts: Limit local account use of blank passwords to console logc

The /etc/cron.d/cron.allow file should be owned by the appropriate user.

The "Disable commands - View | Macros | Macros” setting should be confi¢

The "Disable UI extending from documents and templates” setting should

operator account should be present or not as appropriate

The Terminal Services fDisableClip setting should be set correctly.

The RARP service should be enabled or disabled as appropriate.

rcp service should be enabled or disabled as appropriate

The "User Account Control: Virtualize file and registry write failures to per

AR R R R R R R et

/etc/pam.conf file permissions should be set appropriately -

¥ Annotations

Content Label : Jetc/pam.conf file permissions should |

comment :
label : CCE Description 201
¥ Other Properties
Status : #Approved
hasContactPerson :

¥ Incoming References
approved CCE Description : Configuration Concept 1401
Configuration Concept 202

Configuration Concept 2055

Canfinuiratinn Canrant 25272
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Property-Based Search and Browse

@ CCE Description (3568)
@ CCEID (5708)
@ CCE Resource (42)
v @ Configuration Concept
@ CCE Candidate
@ CCE Entry (5710)
@ Parameter (206)
@ Person Name (1)
@ Platform (15)
@ Reference (8735)
» @ Role
@ Submission (1)
@ Technical Mechanism (2850)
@ global status (4)

Search CCE Entry Clear Fields l

> approved CCE Description : v
> approved Parameter : -
> approved Technical Mechanism : -
comment :
> disallowed CCE Description : -
> disallowed Parameter : v
> disallowed Technical Mechanism : v
> has CCEID : |cce-10 -
> has Reference : =
> has Submission : =~ CCE-10014-9
CCE-10021-4
> hasContactPerson : .
CCE-1004-1 -
label :
CCE-10043-5
> previous CCE Description :
CCE-10050-3 -
CCE-10051-1 [~

Name

Configuration Concept 2448

Configuration Concept 3544

Configuration Concept 2783

Configuration Concept 1186

Configuration Concept 1784

Configuration Concept 1339

Configuration Concept 574

Configuration Concept 4086

Configuration Concept 1685

Configuration Concept 4133

Configuration Concept 830

Configuration Concept 3935

Configuration Concept 2484

Configuration Concept 2637

Configuration Concept 5384

LR AR AR AR AR AR AR AR AR AR AR AR AR AR R 2

Configuration Concept 3462

¥ Annotations

¥ Other Properties

¥ Incoming References

Content Label :
comment :
label :

Status :

hasContactPerson :

approved CCE Description :

I /etc/pam.conf file permissions should be set appropriately I

/etc/pam.conf file permission

CCE Description 201

#Approved

Configuration Concept 1401

Configuration Concept 202
Configuration Concept 2055

Configuration Concept 2523

Configuration Concept 522
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Supports Basic Workflow

A e I e 2 2l [ search mesuns

» @ Agent
@ CCE Description (3568)
@ CCEID (5708)
@ CCE Resource (42)
v @ Configuration Concept
@ CCE Candidate
& CCE Entry (5710)
@ Parameter (306)
@ Person Name (1)
@ Platform (15)
@ Reference (8735)
» @ Role
@ Submission (1)
@ Technical Mechanism (2850)
@ global status (4)

CCE Entry

Loaded 1 results of 1

*

Configuration Concept 4675

l Search CCE Entry Clear Fields
> p—

approved CCE Description :

approved Parameter :

v

approved Technical Mechanism :
comment :

disallowed CCE Description :
disallowed Parameter :
disallowed Technical Mechanism :
has CCEID : CCE-10014-S

has Reference :

has Submission :

Yy Y Y VY VY vVvYY

hasContactPerson :
label :

> previous CCE Description :

label :

w Other Properties

Status :

approved CCE Description :
approved Parameter :

approved Technical Mechanism :
disallowed CCE Description :
disallowed Parameter :
disallowed Technical Mechanism :
has CCEID :

has Platform :

has Reference :

has Submission :
hasContactPerson :

last updated :

Configuration Concept 4675

#Approved

| Contiouration concept 675 [

comment :

Auditing of 'Policy Change: Authentication Policy Change' events

enabled/disabled
(1) Commandline: auditpol.exe

CCE-10014-9
win7

Reference 4090
Reference 5863
Reference 5864

2010-04-24
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Summary

This presentation describes an Agile, ontology
architecture-based approach for improving the ability to
represent, manage, and implement MSM-related standards.

Initial cross-standard analysis revealed enough
common concepts to warrant four ontologies that are
reusable across standards.

Early prototyping enabled us to streamline vocabulary
management processes, reveal a new common ontology,
and demonstrate the ability to represent complex
domain semantics in OWL ontologies.
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Results

By the end of Sprint 1, we demonstrated 4 of the 5 target
capabilities with 3 person months of effort:

Improved capability for representing complex domain
semantics (M:N) relations and multiple inheritance.

Vocabulary management capabilities that facilitate and semi-
automate workflow processes

Ability to express vocabulary in a common representation
language that is adaptive to rapid change with minimal

reengineering

Improved ability to more consistently represent common
concepts to facilitate cross-standard interoperability
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Future Work

Build out the Ontology Architecture with each Sprint

Revisit the envisioning phase with each Sprint to refine the
architecture and the underlying CSIEM process

Apply lessons learned to develop best practices and
common tools for vocabulary development, management,
and mapping (target capability 5)

Future Sprints

Continue to demonstrate the reuse value of the ontology

architecture by developing implementation profile ontologies
for new ontology-based CSIEM reference applications

Expand Analyst Tool to support other standards and tasks

Develop a reference implementation that semi-automates
some subset of the CSIEM process. (e.g. semi-automatic

mapping of proprietary tool results to standard vocabularies)
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